You Can Run, But You
Can’t Hide

written by Mert SARICA | 1 September 2021
In the past, there was a threat actor, when the barbers were fleas, and the

horses were jesters. This threat actor had sent an email to top-level
employees of the institutions he targeted, with an HTML file attached. When
this HTML file was opened, and the link address
(https://go0gle-drivel[.]blogspot[.]com) followed, the targeted person was
directed to an address on the mega.nz file storage and sharing site
(https://megal.]lnz/file/axlmBSxR). If this file was downloaded and run, the
threat actor could remotely control the targeted system, making all kinds of
mischief, including recording audio, video and keystrokes. According to
legend, some network-based sand pool systems could not analyze the link
address contained in this HTML file sent by the threat actor.

There is something wrong in the receipt please check! - Message (Plain Text)

e a"a% 2 Find Q

[ Related ~

Message

you w
& (}7\ & ) ¥ EPActions~ | [ [
x E_ﬂ — — [7 Meeting ¥ Create New E ; a
Junl td &5 [T
Delete = Reply Reply Forward
Al N Unread - Up~ - [ Select-
Delete Respond Quick Steps [F] Move Tags (7] Editing Zoom

Mare | | Move Mark Categorize Follow = Translate Zoom

Hotel Capitala <hotelcapitala@spania.com:=

There is something wrong in the receipt please check!
e Hotel Reciept.html
648 bytes

Check Attachment.


https://www.hack4career.com/you-can-run-but-you-cant-hide/
https://www.hack4career.com/you-can-run-but-you-cant-hide/
https://mega.nz

Attachment Tools

ge (Plain Text)

Attachments : Tell me w

x @ @ 8 2 Meeting ; Create New . ; ZA‘t'UHS' E‘w

> a’%} O Find q

-

Junk [2) Related =
Delete = Reply Reply Forward [T 1q0e —| | Maove Mark Categorize Follow = Translate oom
All z L | o U= Up~ . I% Select~
Delete Respond Quick Steps [F] Move Tags [ Editing Zoom
Hotel Capitala <hotelcapitala@spania.com>
There is something wrong in the receipt please check!
i N
%" Hotel Reciepthtri : Properties ==
048 bytes Settings Security
Importance Encrypt message contents and attachments
Check Attachment. Sensitivity | Normal Z ) | Add digital signature to outgoing message

v Request S/MIME receipt for this message

|:| Do not AutoArchive this item
Tracking options

D [ request a delivery receipt for this message
s Request a read receipt for this message

Delivery options

@ W, Have replies sent to \"
7=y

[ Expires after mone ~| [o0:00

|

[ categories | [ none |

Internet headers

otelcapitala@spania.com
| does not designate 93.188.3.52 as permitted sender) identity=mailfrom;
client-ip=93.188.3.52; receiver= 1
nvelope-from="hotelcapit: pania.com”;
x-sender="hotelcapitala@spania.com”; x-conformance=spf_only;
x-record-type="v=5pfl"; x-record-text="v=spfl include:spf.webhuset.no -
|all”

[=] Hotel Reciept html 3

H<html>
EH<body>

H<style>
hi {
font-family: Arial, Helvetica, sans-serif;
}</style>

l<center>

L > - k1wi i -png" alt="hotel">
E<p>
<img src="https:

2.bp.blogspot.com/-yoxaAlrdc¥] /XuMRBINUKEL /AAAAAAAAARD /fedce IVMWUBURCP11CeMiS112gRtA-ni HACLcBGASYHQ/s1600/room. " alt="hotel">

H<a href="https: o0gle-drive.blogspot. com/"><h1>VIEW RECEIPT<h1></a>

</center>
</body>

is
20 </html>

© MEGA x N+

SR8 x
* e
©  CIEEEED o) = ;

C & mega Silr3DQPVIYSILSIT

@  MEGAforBusiness

Hotel Capitala.exe

204 KB

Transfer with MEGA Desklop App Read more

Import to @ _ Download

What is MEGA? Platforms « Business Pricing Support

Create Account

©  Clouddrive

When an institution faces a scenario like the one described above, even if
the attack attempt is not successful, it should still handle the matter with
great care because this may be an indication of a precursor earthquake, and a



sign of a bigger one to come. Therefore, it is important to investigate
whether the attack was targeted (Spear Phishing), organized (APT), or just a
part of a general campaign targeting a large number of users. It may not
always be possible to find answers to these questions, but through analysis,
an idea may be gained. In this writing, I will attempt to find answers to
these questions.

Initially, through static analysis, I saw that the file was developed and
packaged with C#. When I ran the file on a virtual system and analyzed it
dynamically, I discovered that the malware accessed an address on the
Pastebin site. When I visited this web address, I saw that the page contained
an IP address (193.161.193.99) and a port.
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Especially in APT attacks, the malware used is
the threat actors and compiled just before the

often specially developed by
attack, so when it is uploaded

to VirusTotal, it is usually detected under a general signature name such as

(Backdoor, Trojan, etc). In such cases, it may
like Intezer to search for which other malware

be possible to use services
the code of this malware was

used and make comparisons, and thus gain information about the threat actor.

When I uploaded the malware to VirusTotal, I saw that it was not specifically

matched with any other malware. When I searched on Intezer, unfortunately, I

came up empty handed. (Generic Malware)

When I searched the IP address I obtained from
VirusTotal, I found out that it belongs to the
serves for redirecting ports.
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As I continued my research to find out what the malware developed by the
threat actor who tries to hide himself as much as possible, I reached the
stage of dynamic code analysis and the dnSpy debugger that I used in my
article titled OPSEC came to my aid. Before starting debugging with dnSpy, in
order to find the main module that the packaged software hides in memory,

when I ran the ExtremeDumper tool, the mother of evils, Stub.exe, emerged.
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As I analyzed the Stub.exe program step by step with dnSpy, at one point, I
noticed that it was encrypted with AES and the decrypted value of 0.5.6B
caught my attention. When I searched this value on Google with the keywords
“rat 0.5.6B,” guess what came up? The open-source AsyncRAT! :)
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After examining this project in detail on GitHub, I was able to confirm that
the malware I analyzed is AsyncRAT by inferring it from similar code blocks.
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Finally, when I searched for similar Stub.exe files with vhash on VirusTotal,
I encountered many examples. As I wondered whether all these examples had the
Pastebin address from the malware I analyzed, or were part of a common
campaign, either I would have to examine the analysis report of each of more
than 50 examples or find a very short and practical way which is suitable for
lazy people. :) After starting to think in a cunning way, the idea of
preparing a tool in Python that analyzes all these examples statically, first
finds the AES encryption key and then extracts the configuration information
came to my mind.
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Of course, since the variable names are randomly generated in each program, I
had to first find the AES key by using a static variable. Since we know that
programs developed with .Net are compiled into bytecode (CIL/MSIL), I started
to search for static values on bytecode.

Source code Bytecode Mative code

C# compiler

C#

VB.MET compiler CLR
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Compiler

Other .N E'IE Other compiler
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Compile time Runtime

For this, I decided to take advantage of the Mono Disassembler (monodis)
tool, which is part of the famous Mono project. Using the monodis tool, I
converted all Stub.exe examples to code, and I found out that the AES
encryption key is always after the 0x288c value, and the IL 003c value. And
using this information, I developed the AsyncRAT Configuration Extractor tool
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in Python. When I run the tool on all examples, I found that the information
in the configuration of each one of them was different from the malware I
analyzed, so I learned that the malware I analyzed was not a part of a common

campaign.
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344 IL 003¢: 1ldstr "cG5tSzZuUFlQSULNNU9IC3ASN]Fkbk5QVX1JIYmRIWWk="
345 IL_0041: stsfld string LVefMHugJpKfAW.UPjlGOQHGJImZ: : bPWIENFAUNe PP

46 IL_0046: ldstr "wW+9tAGS5gSnOnDZHUUFzEP+Wk+F7BiDKG3t7cWsItEbEDYSc2CwOgMIW,/ PAACRBEREMKT2gi 6c1SAGK+] tAhpGiw:
% IL_004b: stsfld string LVefMHugJpKfAW.UPjlGOQHGJImZ: : BSgVWQPULSXB

IL_0050: ldstr

"ufRCUObOYG+ELTE1XGM+SsRgnW/ Tvt YkERgTvIVICCEXPEOTUVOSKCwt 2gbi AkY+M0yNQ4He2DZSp 2LVhhhWui iuLymn r cpU4j cgH/HYv] YatoimWOCRF 6gOXBPBQvRukan0y0S2 FakTpOgdgmG 1 CTwEg/RIVE+00X TaRTkCoT+mT 65 I Try v




st 3] B distt i3] b1 E3 |5 =] dsiubd

IL _0037: call unsigned int8[] class [mscorlib]System.Convert::FromBase64String(string
IL_003¢: callvirt instance bool class [mscorlib]System.Security.Cryptography.RSACryptoServiceProvider
IL_0041: stloc.0

kit IL 0042: leave.s IL_004%

VerifyHash (unsigned int8[], string, unsigned int8[])

13 } // end .try O

14 catch class [mscorlib]System.Exception { // 0
15 IL_0044: pop
31 IL_0045: 1dc.i4.0
L _0046: stloc.0
1 IL_0047: leave.s IL_0049

} // end handler 0
21 IL_0049: 1ldloc.0
22 IL_004a: ret
2 } // end of method vUuBwDuSLI

'MIjBQTGNDECEWQ

25 // method line S
2 .method private static hidebysig specialname rtspecialname
32 default void '.ccter' () <il managed

2 // Method begins at RVA 0x288c
// Code size 151 (0x97)
1 .maxstack 1
IL_0000: ldstr "JmPCaieSPV3CgOEmfV+2XI077HOufVOWrR2ztSINRImJOSs6ENt/0/0sUi2DOmMMRADYOOREyGYp3MkHsE0SA2dg==""
IL _0005: stsfld string McuCAiaCqjz.vUuBwDWS1Ir::wEmhlNbKZHX
4 IL_000a: ldstr "i/8hlpMa6LMe2USYeIWe0u82pzhfebvBoIT+DFDAOWKGIIT5xtr87tlzX1xkuGIRWALt1TaIz6DxeKFwnjxaTbs31p77QAXbXVIgZSYMAVTg="
5 IL_000f: stsfld string McuCAiaCqjz.vUuBwDuSlIr: :AmbSEEKFVyi
IL_0014: 1dstr "wWaZHALMXCBowyCDF6S5L3XNF8WBWozg3xIUkjaRh2rs0JdjAhMrDg38+CQ1071t4gbMt1R0+NPUe3SUC6RCE2
IL_0019: stsfld string McuCAiaCgjz.vUuBwDuSlIr::LOrEpVhkVAE
IL 00le: ldstr "ndTS5oubUi%¥DYY¥s+AaXtB7xXBZiwBEDInfPdeRBMBAYQDFvE7JkPtEM46wYxThRgA/RnxLjfgdBaAaziFMD3D0
MyLHXiGQFX

£

IL _0023: stsfld string McuCAiaCgjz.vUuBwDuSlIr
4 IL _0028: ldstr "$AppDatat"
41 IL_002d: stsfld string McuCAiaCqjz.vUuBwDUSlIr::cbYpYfFwcYi
42 IL_0032: ldstr ""
4 IL _0037: stsfld string McuCAiaCqjz.vUuBwDuSlIr::oEcGIinZiLGB
44 IL0036: 1dstr "TXY0Q20yMGRXS1ZFeGx1TG1lpVXpuSD11b29pZU03TFU="
45 IL _0041: stsfld string McuCAiaCgjz.vUuBwDuS1Ir::nkgtoZYXKREQY
4 IL_0046: ldstr "26x6P1002rezSi+xxH14Eb4151tIm2nGZpIAYOrz512MKo/jFyCiC6asznCSyx5YbB47al35tESSSVD/dVgTpNQZEELci ORPVIORGNASKSC:
gEcNdycslaLbg

T3

4 IL_004b: stsfld string McuCaAiaCgjz.vUuBwDusSlIr
4 IL_0050: ldstr
"GHVGZEMC kr UWwdh+UFW+YdV6pPIOL2 tRudoLp YEE r JW+0 0bUUGCUNYWKHLTL zwNLAZ1KDJIGH1 51X / ReYGpE £ 2T Pe Ix YGLZGBZGFEMQS 06 VThVECL SRPWR s k+JISz0 £vBbb r PAN+wQy+CPAuvUr TEXoi § OpsXxGUVELT.

KFP5XyPuQz v

] | B4
IL_0037: call unsigned int8[] class [mscorlib]System.Convert
IL_003c: callvirt instance bool class [mscorlib]System.Security.Cryptography.RSACryptoServiceProvider
IL_0041: stloc.0

11 IL_0042: leave.s IL_0049

st dastt ] E | b2t £3 &

romBase64String (string)

ned int8([1)

erifyHash (unsigned int8(], string, un:

1 } // end .try O
314 catch class [mscorlib]system.Exception { // 0
15 IL_0044: pop
1 IL_0045: 1dc.i4.0
1 IL_0046: stloc.0
1 IL_0047: leave.s IL_004%

} // end handler 0
321 IL_0049: 1ldloc.0
22 IL_004a: ret
2 } // end of method zbgTqalHViUFHWT::

sGmuUeoyBYnr

// method ne S

2 .method private static hidebysig specialname rtspecialname

2 default void '.cctor' () <il managed

29 // Method begins at RVA 0x288c
// Code size 151 (0x97)
1 .maxstack 1
IL_0000: 1ldstr "zbSxod6szoxlbgzbnUK1vJIXCLa5X1407KBe0zASSTJI/WCRiRB3v0akvztdOdRTE]Q/SOBH1FQRVVObCXkyH/ 4
IL_0005: stsfld string MiKCRUQuxTimcp.zbgTqalHViUFHWT: :NGswHYGFHet ]
4 IL_000a: 1ldstr "Sz/oQI8Um21JOEh+RLH1+/aqTwM/v4//yvAYbU+1jWTzx2TPCC3Zq6valHkGDsdDESTPMAWEkSECGIIMWaZSH:
5 IL_000f: stsfld string MiKCRUQuXTimcp.zbgTgalHViUFHWT: :dyhWpMOSPUWY
6 IL_0014: ldstr "o+yEWOEwqIbvXxSf2LIXC2xqQHit7+0S55ISKITrMz3KrGS1SVe0+42u0dzI37KvEVMI3Syq+FCaxk] ZyhPIHA:
IL_0019: stsfld string MiKCRUQuXTimcp.zbgTgalHViUFHWT: : tHQFMSfeqgk
IL_00le: 1ldstr "=zTzAZIRKARk3BzLqyePAEpMcuNOTTE£J9I3e4wWss8ZeTuukigGIIIySYV+NT3aylkvbPtTdnASuTYWS/ iMuk:
3 IL_0023: stsfld string MiKCRUQUXTimcp.zbgTgalHViUFHWT: : kcPNciqUJITXEgm
4 IL _0028: ldstr "$AppData%"”
41 IL_002d: stsfld string MiKCRUQuxTimcp.zbgTqalHViUFHWT
42 IL _0032: ldstr "tasksync.exe"
4 IL_0037: stsfld string MiKCRUQUXTimcp.zbgTgalHViUFHWT: :brwgbffTiOPhE
EE1003d: 1ldstr "v2k3V1ZgqRzRNNUtYaVdgz3hNR25Q03NxdndjbDcOb04="
45 IL_0041: stsfld string MiKCRUQUXTimcp.zbgTgalHViUFHWT: : XZmuTNIwYTa
4 IL_0046: ldstr "1gJvAgU4nQcQgM2Pib46gNrNLBWSML+Pxm75cs07XD4Qs/nsbLl183VEWIcKsmeg] zWr PXWE 6 1m3gmg+Dd+GEQVbnt oDUHK6LpZ1KNBSb2¥="
4 IL_004b: stsfld string MiRCRUQuxTimcp.zbgTqalHViUFHWT: : CHIPEjYUqaz
4 IL_0050: ldstr
"eoyTEfVYNBEBY+2rhx6M/NneitliS2ah+orgCGFNEAgSOXWRGeM1+pi kWAXU4 ST wZXQRP+N8xmYk8WCT +0ChvLgY4L1 gxGNEWMTLY XAzWE 2hGh/ySDYINVI 111§ LmxZSNr0J Jqi 2E2e kwROVE Y4 YVbEbdRBOfUOS 0E+deAvSLIdILIAGRz

UTvfauwhzOEb




M Command Prompt

C:\Users\Mert\Desktop\YeniYazi\HE Malware\stubs>for /1 %x in (1, 1, 28) do
More? python asyncrat_ext.py stubfx.txt

£

More? )
C:\Users\Mert\Desktop\YeniYazi\HB Malware\stubs>(python asyncrat_ext.py stubl.txt )
Port: 66
t: wissamgee.ddns.net
Version: 8.5.6B
Install: false
Mutex: glllhiysywrewkfzbbuw
Pastebin: null

%

C:\Users\Mert\Desktop\YeniYazi\HE Malware‘\stubs>{python asyncrat_ext.py stubZ.txt )

: true

grpmfkww]jlpxpppobg
Pastebin: https://pastebin.com/raw/s14cUUSG

%

C:\Users\Mert\Desktop\YeniYazi\HBE Malware\stubs>{python asyncrat ext.py stub3.txt )
t: null

: 8.5.6B
Install: false
Mutex: bankobankbobobanks
Pastebin: https://pastebin.com/raw/K5uakyYxp

%

C:\Users\Mert\Desktop\YeniYazi\HB Malware\stubs>(python asyncrat_ext.py stub4.txt )

i true
rgkumxvanugppuhzu
Pastebin: https://pastebin.com/raw/CQYS13RT

%

C:\Users\Mert\Desktop\YeniYazi\HE Malware‘\stubs>{python asyncrat_ext.py stub5.txt )
: GEOE,7707,8808
t: 67.253.82.166
: B.5.6B
! true
kokpwncmunddulla
Pastebin: null

%

C:\Users\Mert\Desktop\YeniYazi\HBE Malware\stubs>{python asyncrat ext.py stub6.txt )
Port: 39712,1151,1148
Host: boobies383-45898.portmap.host
: ©.5.68
: true
Mutex: tdwmgnhstavzoes
Pastebin: null

In conclusion, after compiling and collecting all this information, it
appears that while this cyber attack attempt is not an APT attack, it is part
of a targeted attack (Spear Phishing). Especially in light of the increase in




such targeted cyber attack attempts after the Covid-19 pandemic, I recommend
that organizations and employees be very careful.

Hope to see you in the following articles.



