TLS Parmak Izi

written by Mert SARICA | 1 June 2020
If you are looking for an English version of this article, please visit here.

WordPress Gilivenligi baslikli blog yazimi okuyanlariniz, blogumun yodnetici
sayfasina 20’'den fazla ip adresinden yillardir (Mayis 2020 sonuna kadar devam
etti) slren s6zluk saldirisi yapildigini ve bununla nasil micadele ettigimi
gormuslerdir. Siber saldiri girisimlerini tespit etmek kadar saldirilarin
arkasindaki gruplari, kullanilan araclari tespit etmek de bu saldirilarla
micadele adina DoS ile Miicadele baslikli blog yazimda ortaya koydugum gibi
bliyik bir dneme sahiptir. Onceki tecriibelerimden yola c¢ikarak bu arastirmamda
bloguma gerceklestirilen sOzluk saldirisi ile ilgili olarak ne tir bilgiler
elde edebilecegime bakmaya karar verdim.


https://www.hack4career.com/tls-parmak-izi/
https://www.hack4career.com/tls-fingerprinting/
https://www.mertsarica.com/wordpress-guvenligi/
https://www.mertsarica.com/dos-ile-mucadele/
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Ilk olarak web sunucumun kayitlarindan sézlik saldirisini gerceklestiren ip

adreslerinin kayitlarina baktigimda, HTTP trafigini gerceklestiren isletim

sistemine, internet tarayicisina ve kullanilan araca dair bilgi veren User
Agent alaninda Mozilla/5.0 (Windows NT 10.0; WOwW64) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/51.0.2704.103 Safari/537.36 bilgisinin yer

aldigini gordim. Teoride s6zlik saldirisini gerceklestiren isletim sistemi

Windows 10 gibi gorinse de bu ip adresinin 22. baglanti noktasina yonelik

Nmap aracini -A parametresi (-A: Enable 0S detection, version detection,

script scanning, and traceroute) ile calistirarak hedef isletim sisteminin

bliylk bir olasilikla Linux isletim sistemi oldugunu kolay bir sekilde

ogrenmis oldum.



Goteubuntu:/var/Tog/nginx# nmap -A 185.86.164.108 —p 22
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Ardindan 20 tane farkli ip adresinden s6zlik saldirisini gerceklestiren
araclarin ayni mi yoksa farkli mi (botnet olma ihtimali) oldugu sorusu aklimi
kurcalamaya basladi. Bunu nasil bulabilecegime dair hindi gibi disunlrken bir
anda aklima daha once teknik bir makalede okudugum ve siber tehdit
istihbaratinda da kullanilan JA3 metodu geldi!

JA3 metoduna gore TLS baglanti esnasinda istemci uygulamasi tarafindan
uretilen “Client Hello” paketinde yer alan bilgilerden (Version, Accepted
Ciphers, List of Extensions, Elliptic Curves, Elliptic Curve Format) elde
edilen md5 6zet dederinin ayni oldugu gérilmis. Ornek vermek gerekirse komuta
kontrol merkezi ile TLS Uzerinden haberlesen x sirim Emotet bankacilik
zararli yazilimi 4d7a28d6f2263ed61de88cab6eb0lle3 md5 6zet dederine sahipmis.
Bu bilgiden yola c¢ikarak kayit altina alinan TLS ag trafiginde (full packet
capture) bu degeri aratarak Emotet zararli yaziliminin bulundugu sistemleri
aginizda tespit etmek mimkin olabiliyor.

Tabii blogum Cloudflare’in arkasinda oldugu ve TLS trafigi istemci ile
Cloudflare ile saglandigi icin web sunucum lzerinden TLS baglantilarini kayit
altina almam pratikte mimkin degildi. Ne yapmali ne etmeli diye disinlrken
calismami bir sonraki adima tasimak icin bir yandan CPU, bellek ve disk
anlaminda c¢ok daha iyi bir sunucuya ihtiyacim oldugunu da anladim. Fiyat ve
performans acisindan nasil bir VDS (Virtual Dedicated Server) sunucusu almam
gerektigine dair bir tweet attiktan kisa bir siire sonra bilisim ve teknoloji
diinyasinin fenomeni, bloggeri sevgili Hamza SAMLIOGLU (@TEAkolik) imdadima
yetiserek beni Hosting.com.tr yetkilileri ile bir araya getirdi. Kendileri
ile gorustukten kisa bir slre sonra guvenlik arastirmalarima sponsor olmayi
kabul ederek bana iki tane canavar gibi VDS verdiler!

Hosting.com.tr, bulut hosting, bulut sunucu, fiziksel sunucu ve ek
hizmetlerin oldugu lriin portfoylu ile Tirkiye'de givenilir, hizli ve
kesintisiz internet hizmetleri ile misteri protfoyluniu her gecen gin
arttirmaktadirlar. 2015 yilinda kurumsal kimlik, web altyapisi ve teknik
altyapilarini yenileyerek tamamen responsive (mobil uyumlu) yeni web siteleri
ve yonetim panelleri ile hizmet alaimi ve tim kontrol panel islemlerini daha

sade, daha hizli yodnetilebilir hale getirmislerdir.


https://engineering.salesforce.com/tls-fingerprinting-with-ja3-and-ja3s-247362855967
https://engineering.salesforce.com/tls-fingerprinting-with-ja3-and-ja3s-247362855967
https://www.us-cert.gov/ncas/alerts/TA18-201A
https://www.teakolik.com/
https://www.linkedin.com/in/teakolik/
https://twitter.com/TEAkolik
https://www.hosting.com.tr/
https://www.hosting.com.tr/sunucu/vds-sunucu/
https://www.hosting.com.tr

Yenilenen teknik altyapilari ile tudm sunuculari SSD diskler lzerine bulut
sunucu mimarisine geg¢mistir. Hosting.com.tr, klasik hosting hizmeti fiyatlari
ile SSD disklerde hizmet vermektedir. Bu cercevede kaliteden 06din vermeden,
kosulsuz misteri memnuniyeti odakli prensipleri ile sirekli ve mutlu misteri
portfoyunl her gecen gun buyutmek igin calismaktadirlar.

VDSlerime kavustuktan sonra sézlik saldirisina dair HTTP trafigine g6z atmaya
devam ettim ve /wp-login.php sayfasina 6nce GET ardindan POST istegi
yapildigini g6rdim. Bu durumda yapilan ilk GET isteginde saldirgani yeni
VDS’'imde barindirdigim www.mertsarica.net adresine yonlendirerek POST
istegini oraya yapmasini saglayarak JA3 md5 6zet degerini elde edebilir

miydim ?

185.86.164. 101 - - [11/5ep/2019;02:
ome/51.0.2704.103 safari/537.36

:34 +0300] "POST /wp-Togin.php ATTP/1.1" 503 19377 "https://www.mertsarica.com/wp-Togin.php™ "™Mozi1T1a/5.0 (windows NT 10.0; wow64) Applewebkit/537.36 (kHTML, Tike Gecko) Chr

+0300] "GET /wprDgin.phﬁ HTTP/1.1" 200 2078 "-" "Mozilla/5.0 (windows NT 10.0; wows4) Applewebkit/537.36 (KHTML, like Gecko) chrome/51.0.2704.103 safari/537.36
+0300] "POST /wp-10gin.php HTTP/1.1" 503 19376 "https://www.mertsarica.com/wp-login.php™ "Mozilla/5.0 (windows NT 10.0; wow63) ApplewebKit/537.36 (KHTML, like Gecko) chr

+0300] "GET /wp—]ogw‘n.phr‘ HTTP/1.1" 200 2079 "-" "Mozilla/5.0 (windows NT 10.0; wow64) Applewebkit/537.36 (KkHTML, like Gecko) chrome/51.0.2704.103 safari/337.36"
+0300] "PosT /wp-login.php HTTP/1.1" 503 19376 "https://www.mertsarica.com/wp-login.php” "Mozilla/5.0 (windows NT 10.0; wow64) Applewebkit/537.36 (kHTML, like Gecko) chr

+0300] TGET /wp-Togin. php HTTP/1.17 200 2079 "7 "Mozi1la/5.0 (indows NT 10.0; wowee) applewebkit/s37. 36 (kiTML, 1ike cecko) chrome/si.o.2704.103 safari/s37. 367
+0300] "POST /wp-login.php HTTP/1.1" 503 19376 "https://www.mertsarica. com/wp-login.php" "Mozilla/5.0 (Windows NT 10.0; wow6d) ApplewebKit/537.36 (KHTML, like Gecka) Chr

+0300] "GET /wp—]ugw‘n.phﬁ HTTP/1.1" 200 2079 "-" "Mozilla/5.0 (windows NT 10.0; wow64) Applewebkit/537.36 (KkHTML, like Gecko) chrome/51.0.2704.103 safari/337.36"
+0300] "PosST /wp-login.php HTTP/1.1" 503 19376 "https://www.mertsarica.com/wp-login.php™ "Mozilla/5.0 (windows NT 10.0; wow64) Applewebkit/537.36 (kHTML, like Gecko) chr

185.86. 16 - - [11/sep/2019

4,100
ome/51.0.2704.103 Ssafari/537.36"

+0300] "GET /wp—]ugwn.phﬁ HTTP/1.1" 200 2078 "-" "Mozilla/5.0 (Wwindows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/51.0.2704.103 Safari/537.36"

+0300] "POST /wp-1ogin.php HTTE/1.1" 503 19376 "https://www.mertsarica.com/wp-login.php" "Mozilla/5.0 (Windows NT 10.0; WOW61) Applelebkit/537.36 (KHTML, like Gecka) Chr

+0300] "GET /wpf1ugin.phﬁ HTTP/1.1" 200 2077 "-" "Mozilla/5.0 (windows NT 10.0; wows4) Applewebkit/537.36 (KHTML, like Gecko) chrome/51.0.2704.103 safari/537.36

+0300] "POST /wp-1ogin.php HTTP/1.1" 503 19377 "https://www.mertsarica.com/wp-login.php™ "Mozilla/5.0 (windows NT 10.0; wWOW64) ApplewebKit/537.36 (KHTML, like Gecko) chr
185.86.13.213 - - [11/5ep/2019:15:24:06 +0300] "GET /wp-login.php HTTP/1.1" 200 2077 "-" "Mozi11a/5.0 (Wwindows NT 10.0; wow6d) ApplewebKit/537.36 (KHTML, like Gecko) Chrome/51.0.2704.103 safari/537.36"
185.86.13.213 - - [11/5ep/2019:15:24:07 +0300] "POST /wp-login.php HTTP/1.1" 503 19377 "https://www.mertsarica.com/wp-login.php™ "Mozi11a/5.0 (windows NT 10.0; wow64) Applewebkit/537.36 (KHTML, like Gecko) chro

me/51.0.2704.103 safari/537, 3
185.86.164.100

123 +0300] "GET /wpf1ugin.phﬁ HTTP/1.1" 200 2079 "-" "Mozi11a/5.0 (windows NT 10.0; wow64) Applewebkit/537.36 (kHTML, like Gecko) chrome/51.0.2704.103 safari/537.36"
+0300] "POST /wp-10gin.php HTTP/1.1" 200 1934 "https://www.mertsarica. com/wp-login.php” "M0zi1la/5.0 (windows NT 10.0; wowed) Applewebkit/537.36 (KHTML, like Gecko) chro

+0300] "GET /wp—]ugw‘n.phﬁ HTTP/1.1" 200 2079 "-" "Mozilla/5.0 (windows NT 10.0; wow64) Applewebkit/537.36 (KkHTML, like Gecko) chrome/51.0.2704.103 safari/337.36"
+0300] "POST /wp-login.php HTTP/1.1" 503 19377 "https://www.mertsarica.com/wp-login.php™ "Mozil1a/5.0 (windows NT 10.0; wowG4) Applewebkit/537.36 (KHTML, like Gecko) chr

“Mozi11a/5.0 (windows NT 10.0; WOWG4) ApplewebKit/537.36 (KHTML, like Gecko) Chrome/51.0.2704.103 safari/537.36

+0300] "GET /wpf1591ﬂ.phﬁ HTTP/1.1" 200 2079 "- §
P https ://www. mertsarica. con/wp-login. php" "Mozil1a/5.0 (Windows NT 10.0; Wow64) Appleiebiit/537.36 (KHTML, like Gecko) Chr

+0300] "POST /wp-login.php HTTE/1.1" 503 19377

+0300] "GET /wp—]ugw‘n.phﬁ HTTP/1.1" 200 2079 "-" "Mozilla/5.0 (windows NT 10.0; wow64) Applewebkit/537.36 (KkHTML, Tike Gecko) chrome/51.0.2704.103 safari/337.36"
+0300] "PoST /wp-login.php HTTP/1.1" 503 19377 "https://www.mertsarica.com/wp-login.php™ "Mozilla/5.0 (windows NT 10.0; wow64) Applewebkit/537.36 (kHTML, like Gecko) chr

185.86. 00 e T D] P BT /1 200 2078 T 11/ 507 (Wi oS T 107 0L U ) Ap R T Se KT /537 236 (KHTHL 11 KELGee ) Chrane/ 12010704 11038 sl 1/ 537236

185.86. +0300] "POST /wp-10gin.php HTTP/1.1" 503 19377 "https://www.mertsarica.com/wp-login.php" "Mozi1la/5.0 (Windows NT 10.0; WOW61) Applelebkit/537.36 (KHTML, like Gecka) Chr
ome/51.

185.86.164 +0300] "GET /wpf1ugin.phﬁ HTTP/1.1" 200 2079 "-" "Mozilla/5.0 (windows NT 10.0; wows4) Applewebkit/537.36 (KHTML, like Gecko) chrome/51.0.2704.103 safari/537.36

185.86. +0300] "POST /wp-l1ogin.php HTTP/1.1" 503 19377 "https://www.mertsarica.com/wp-login.php™ "Mozilla/5.0 (windows NT 10.0; wWOW64) Applewebkit/537.36 (KHTML, like Gecko) chr
ome/51. Z 7.36

185.86.13.213 - - [12/5ep/2019:03:04:54 +0300] "GET /wp-Togin.php HTTP/1.1" 200 2078 "-" "Mozilla/5.0 (Windows NT 10.0; WOWG4) ApplewebKit/537.36 (KHTML, like Gecko) Chrome/51.0.2704.103 Safari/537.36"
18?.86.13.213 - - [%2/539/2019:03:04:55 +0300] "POST /wp-login.php HTTP/1.1" 503 19376 "https://www.mertsarica.com/wp-login.php" "Mozi1la/5.0 (windows NT 10.0; wow6d) Applewebkit/537.36 (kWTML, like Gecko) chro
me/51,0.,2704.103 safari/537.36"

185.86.164.111 - - [12/5ep/2019 112 +0300] "GET /wpf1ugin.phﬁ HTTP/1.1" 200 2078 "-" "Mozi11a/5.0 (windows NT 10.0; wow64) Applewebkit/537.36 (KkHTML, like Gecko) chrome/51.0.2704.103 safari/537.36"
185.86.164.111 - - [12/5ep/2019 :13 +0300] "POST /wp-login.php HTTP/1.1" 503 19376 "https://www.mertsarica.com/wp-login.php™ "Mozilla/5.0 (windows NT 10.0; wOwW64) ApplewebKit/537.36 (KHTML, like Gecko) Chr
ome/51.0.2704.103 safari/537.36"

185.86.164.103 - - [12/5ep/2019 :21 +0300] "GET /wp—]ugin.phﬁ HTTP/1.1" 200 2079 "-" "Mozi11a/5.0 (windows NT 10.0; wow64) Applewebkit/537.36 (KWTML, 1ike Gecko) Chrome/51.0.2704.103 safari/537.36"

185/86 164,103 - - [%z/ 39/2019 :21 +0300] "POST /wp-login.php HTTP/1.1" 503 19376 "https://www.mertsarica. com/wp-login.php™ "Mozilla/5.0 (windows NT 10.0; wow6) Applewebkit/537.36 (KHTML, like Gecko) chr
ome/51.0.2704.103 safari/537.36"

185.86.164.109 - - [12/5ep/2019 A7 EORO0Y SEE T Log T P HT TR ST 22602075 M0zi17a/5.0 (Windows NT 10.0; WOW64) Applewebkit/537.36 (KHTML, 1ike Gecko) chrome/51.0.2704.103 safari/537.36"
185.86.164.109 - - [12/Sep /2019 :48 +0300] "POST /wp-login.php HTTP/1.1" 503 19376 "https://www.mertsarica.com/wp-login.php™ "Mozilla/5.0 (Windows NT 10.0; wow64) Applewebkit/537.36 (KHTML, like Gecko) Chr

ome/51.0.2704.103 safari/537.36"
185.86.

0:22 +0300] "GET /wp—]ugw‘n.phﬁ HTTP/1.1" 200 2078 "-" "Mozilla/5.0 (windows NT 10.0; wow64) Applewebkit/537.36 (kHTML, Tike Gecko) chrome/51.0.2704.103 safari/337.36"
0 P ol

185.86,164.102 — - [12/5ep/2019 122 +0300] "POST /wp-login.php HTTP/1.1" 503 19376 "https://wmw.mer(sarica.cum/wp—ﬁugin.php‘ Mozi11a/5.0 (windows NT 10.0; wow64) Applewebkit/537.36 (KHTML, like Gecko) chr

ome/51.0.2704.103 safari/537.36

185.86.164. 98 - - [12/5ep/2019:09:31:36 +0300] "GET /wp-Togin. php HTTP/1.17 200 2077 -7 "Mozilla/.0 (Windows NT 10.0; WOWG4) Applewebkit/537.36 (kiTuL, 1ike Gecko) chrome/sl.0.2704.103 safari/s37. 367

185.86.164.98 - - [12/5ep/2019:09:31:37 +0300] "POST /wp-login.php HTTP/1.1" 503 19376 "https://www.mertsarica.com/wp-login.php™ "Mozilla/5.0 (Wwindows NT 10.0; Wow64) Applewebkit/537.36 (KHTML, like Gecko) Chro

me/51,0,2704.103 safari/537,36"

185.86.167.4 - - [12/5ep/2019:10:47:40 +0300] "GET /wpf1ugin.phﬁ HTTP/1.1" 200 2078 "-" "Mozi11a/5.0 (windows NT 10.0; wow64) Applewebkit/537.36 (kHTML, like Gecko) chrome/51.0.2704.103 safari/537.36"

185.86.167.4 - - [12/5ep/2019:10:47:41 +0300] "POST /wp-10gin.php HTTP/1.1" 503 19376 "hTTps://www.mertsarica.com/wp-login.php™ "Mozilla/5.0 (windows NT 10.0; wWow64) Applewebkit/537.36 (KHTML, like Gecko) chrom

€/51.0.2704.103 safari/537.36"

185.86.164.104 - - [12/5ep/2019 0:28 +0300] "GET /wp-login.php HTTB/1.1" 200 2079 "-" "Mozilla/5.0 (Wwindows NT 10.0; WOW64) ApplewebKit/537.36 (KHTML, Tike Gecko) Chrome/51.0.2704.103 safari/537.36"

185;86.164.104 - - [%2/539/2019 0:29 +0300] "POST /wp-login.php HTTP/1.1" 503 19376 "https://www.mertsarica. com/wp-login.php" "Mozilla/5.0 (windows NT 10.0; wowG4) ApplewebKit/537.36 (KHTML, like Gecko) chr

ome/51.0.2704.103 safari/537,36"

185:26-164: 90" [10/560/2010:14:18:04 7 03001 cEws/mp: Togin: phprtre/ 11 2004207805 5iNaz 11 Ta/ 520 (Wi ndomesINTEL0; 0:ROMBA) D ap pTewebi o/ S37: 361 CkL 1 Tl kedGecka)ichname /312027045103y Safar /371367

185.86.164.99 - - [12/5ep/2019:14:18:04 +0300] "POST /wp-10gin.php HTTP/1.1" 200 1934 "hrtps://ww.mertsarica.com/wp-1ogin.php” "Mozilla/5.0 (Windows NT 10.0; wOwW6ed) Applewebkit/537.36 (KHTML, like Gecko) chrom

e/51.0.2704.103 safari/537.36"

185.86.164.98 - - [12/5ep/2010:14:58:42 +0300] "GET /wp—]ugin.phﬁ HTTP/1.1" 200 2079 "-" "Mozi11a/5.0 (windows NT 10.0; wow64) applewebkit/537,36 (kHTML, 1ike Gecko) Chrome/51.0.2704.103 safari/537.36"

185.86.164.98 - - [12/5ep/2019:14:58:43 +0300] "POST /wp-Togin.php HTTP/1.1" 503 19377 "https://www.mertsarica.com/wp-Togin.php” "Mozi1la/5.0 (windows NT 10.0; wow62) Applewebkit/537.36 (KHTML, like Gecko) chro
v

Vakit kaybetmeden ilk is olarak www.mertsarica.net alan adimi Hosting.com.tr
altyapisinda barindirdigim VDS’e yo6nlendirdim. Daha sonra Cloudflare’nin
yonetim panelinden www.mertsarica.com/wp-login.php sayfasina yapilan tum
isteklerin www.mertsarica.net/wp-login.php sayfasina yonlendirilmesini
sagladim. Salesforce firmasi tarafindan gelistirilen JA3 aracini VDS'e
kurduktan sonra tcpdump araci ile www.mertsarica.net web sunucusuna yapilan
baglantilari kayit altina almaya basladim.


https://github.com/salesforce/ja3
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Page Rules

Control your Cloudflare settings by URL

Page Rules

You have 2 Page Rules left. Buy More Page Rules.

Create Page Rule

Page Rules let you control which Cloudflare settings trigger on a given URL. Only one
Page Rule will trigger per URL, so it is helpful if you sort Page Rules in priority order,
and make your URL patterns as specific as possible.

URL/Description

*www.mertsarica.com/wp-login.php*

= 1 Forwarding URL: (Status Code: 301 - Permanent Redirect, Url: https://www.mertsarica.net/wp- | ) o L& X
login.php) I
APl » Help »

~# ps au
PID %CPU %MEM V52 RSS TTY STAT START TIME COMMAND
L760 0.0 0.0 15956 2220 hvcO Ss+ Aug22  0:00 /sbinfagetty -o -p -- “wu --keep-baud 115200,38400,9600 hvcO vt220
L765 0.0 0.0 16180 1908 ttyl S5+ Aug22 0:00 /5b1n/agetty -0 -p -- U --noclear ttyl Tinux
5821 0.0 0.1 26596 9240 pts/1 ss+ 10:19 0:00 -bash
3285 0.0 0.1 26604 9244 pts/2 ss  12:37 0:00 -bash
3947 0.0 0.1 26596 9028 pts/3 ss+ 13:19 0:00 -bash
3225 0.0 0.0 22896 6352 pts/2 s 13:32 0:00 tcpdump -U -i eth0 -w capture.pcap -s 0 net 185.0.0.0/8
32?1- 0.0 0.0 37364 3424 pts/2 R+ 13:36 0:00 ps au

Aradan bir giin gectikten sonra tcpdump aracinin c¢iktisina baktigimda sézlik
saldirisini gerceklestiren 6 farkli ip adresinin JA3 md5 6zet degerinin
(5641falbc96d6dd91ce79472b333d910) ayni oldugunu gordim. Bu bilgiden yola
¢ikarak saldiriyi gerceklestiren tim sistemlerde ayni aracin kullanildigini
ogrenmis oldum. Sira hangi ara¢ ile bu saldirinin gercgeklestirildigini
ogrenmeye geldiginde hemen bu md5 6zet degerini JA3 parmak izi bilgilerinin
tutuldugu JA3 SSL Fingerprint web sayfasinda arattim ancak herhangi bir kayit
bulamadim. Bir giin bu md5 6zet degerine dair bilginin JA3 SSL Fingerprint web
sitesine eklenecegini Umit ederek glivenlik arastirmami burada sonlandirdim.


https://ja3er.com

“]as_digest i “5b4lTalbCybdedavlce/vas 2p333a9107,
"Source_: 1p 5 EE 164.98",

"source_port”

t1mestamp 2 1566561094.562035

"destination_ wp

"destination_por
332 21 45705 4915’ 149196-49188-49161-49162-49191-49171-49172-64-50-106-56-60-47-61-53-19-10-5-255,0-11-10-35-13-15,14-13-25-11-12-24-9-10-22-23-8-6-7-20-21-4-5-18-19-1-2-3-15-16-17,0-1-2"

. "5641Falbco6dbdd9lce79472b333d910"

185.85.190.132"

4

%ai dwgest
"Source_ip":
"source_port”: =
"timestamp”: 1566562691, 329938

"destination_ip

"destination, pnr‘t 443,

"ja3"; "770,49162- 49172757 107-53-61 49150 49161 40187 49169 49171 4010151103 -50-5-4-47-60-10, 61184 65261 1011 35-1317230031-5,23-24-25,0",
'ja3_digest” ”1eeeafaf91dbsrsa24 Oer435c2aldeh™

"Source_ip": "185.173.35

“source_port”: 51784,

“timestamp”: 1566565465. 508048

"destination_ip" ¥
“destmatmn pnr( 44
": "771,49195- 4915’ 149196-49188-49161-49162-49191 -49171-49172-64-50-106-56-60-47 -61-53-19-10-5-255,0-11-10-35-13-15,14-13-25-11-12-24-9-10-22-23-8-6-7-20-21-4-5-18-19-1-2-3-15-16-17,0-1-2"
"5641Falbc96d6ddalce79472b333d910"
155 85.239.110"

]ai digest
"Source ip"
"source_port”
S mectaes 156500498, 904666

"ja3": ,49195-49187-49196-49188-49161-49162-49191-49171-49172-64-50-106-56-60-47-61-53-19-10-5-255,0-11-10-35-13-15,14-13-25-11-12-24-9-10-22-23-8-6-7-20-21-4-5-18-19-1-2-3-15-16-17,0-1-2",
"ja3_ dwgest "5641falbc96d6ddalce79472b333d910",

"source_ 1 '185.86.164.98",
.source_port”: 33520,
(Hnestamp 1566575117, 956552

"destination_ip" s
“destmamon pnr
77 149195 49].5’ 149196-49188-49161-49162-49101-40171-49172-64-50-106-56-60-47 -61-53-19-10-5-255,0-11-10-35-13-15,14-13-25-11-12-24-9-10-22-23-8-6-7-20-21-4-5-18-19-1-2-3-15-16-17,0-1-2",
Jaa,mgest "5641fa1bc96dGdd9lce79472b333do10",
“Source’: i 1&5 86.13.213",
"s0urce_por
t1mestamp 15555&2351 035614

"destination_ip" 5
"destination | pnr( 1 443,
71,49195-40187 49196-49185-49161-49162-49191-49171-49172-64-50-106-56-60-47-61-53-19-10-5-255,0-11-10-35-13-15,14-13-25-11-12-24-9-10-22-23-8-6-7-20-21-4-5-18-19-1-2-3-15-16-17,0-1-2"
"ja3_ d1gest 5641Falbc96d6ddalce79472b333d910"
85.86.164.108",

_port”: 34058,
"timestamp”: 1566583005, 700058

"destination_ip"”
"destina twun_part 2
"ja3": "771,491 E 149196-49188-49161-49162-49191-49171-49172-64-50-106-56-60-47-61-53-19-10-5-255,0-11-10-35-13-15,14-13-25-11-12-24-9-10-22-23-8-6-7-20-21-4-5-18-19-1-2-3-15-16-17 ,0-1-2"
"ja3_ d\gest "5641fa]bEQGded91:279472b333d910

"Source_ip 1&5 86.164.102"

"source_port
“rimestamp”: iseesat10, 3346

Kissadan hisse, sizler de JA3 metodundan faydalanarak aginizda
gerceklestirilen supheli, zararli aktiviteleri tespit edebilir, benim gibi
gerceklestirilen siber saldirilara dair aklinizi kurcalayan sorulara yanit
bulabilirsiniz. Bir sonraki yazida gorismek dilegiyle herkese glvenli gilnl
dilerim.

er



