Penetrasyon lestinin
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Penetrasyon Testi (Pentest) Nedir, Ne Degildir ?
Kurumlar icin Neden Onemlidir ?
Neden Kurumlar Pentester Ariyorlar ?

iyi Bir Pentester Nasil Olunur ?

Sonuc¢
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Mesai saatlerinde...
http://www.mertsarica.com
http://[www.guvenliktv.org
http://[www.mertsarica.com/programlar

Bos zamanlarimda...

CISSP , SSCP , OSCP , OPST , CREA
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Finans sektoriiniin ihtiyaglarina ve giiniin teknolojilerine
uygun hizmetler sunan, triinler meydana getiren, NBG
Grup sirketlerinden Finansbank’in Bilgi Teknolojileri
istiraki olan IBTech firmasinda Bilisim Giivenligi Uzmani
(Senior Penetration Tester / IKthical Hacker) olarak
calismaktayim.

http://www.ibtech.com.tr

A FINANSBANK

Bizce mismkion.

FACK 4 CAR==R http://www.mertsarica.com | http://twitter.com/mertsarica (



Intranet Hosting Zone

Print,
Mail,
Fax Gwy.

Provider
Network

Firewall

HTTP{5)
80(443) /|

URI: fcontenti) |
Rav I
Proxy ' "
S A 8 (s)

Wi G 4.
Branch HTTP(S) Yy Q’-'fsn,::’f
. 180(443) | 1o

Office

SURI: /services!

B e

=
=
L5
=
iL|

N

Web Appl.
Srv.

HTTP Srv.

Appl. Bry,~
ppl S,

http:/iwoenw. demain.com/ia ppiconte nt!
http:iiwoene. domain.comiapp/services/

b

T REEE
DANNDANND

Firewal
Legend: Sry

Application |
Components HTTP(S) i
Infrastructura 80(443)
Components tant’
Cantralized,

Sharad Components

Network

FACK s CAR== http://www.mertsarica.com | http://twitter.com/mertsarica




Regiilasyonlara (PCI, BDDK vs.) uyum i¢in.

oo o ]

Miisterilerinizin giivenligi icin.
Itibarimz icin.
Kurum i¢i farkindalig: arttirmak icin.

Sistemlerinizi savunmak i¢in. (En iyi savunma saldiridir!)
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bulunmayan bagims nli araliklarla sizma testleri yaptirilr. Giivenlik
alamindaki  giincel geli - ve yeni acgiklar takip edilir, gerekli yazilim
giincellemeleri yapilir, gerekli yamalar uygulanir.”

hiikmii ile s1izma testleri bankacilik sektdrii igin zorunlu hale getirilmistir.

emlerine yonelik olarak elektronik ortamda gerceklestirilebilecek saldin
tiirlerinin defhizh bir degisim ve gelisim goste iyle 27.01.2011 tarih ve 4022 sayilh
7 nci
diizenli

itibaren s1zma testlerinin yaptinlmasinda igbu Genelge ile gergevesi
dikkate ahmir.

1) Amag

hassas bilgilere ulagilmasina neden olabilecek giivenlik
tespit edilmesi ve diizeltilmesidir.

2) Kapsam

Sizma testleri, temel sizma testleri ile bu testler sonrasi uygulanacak detayh sizma
testlerinden olusur. Sizma testleri kapsaminda gerceklestirilecek testler asgari olarak
asagidaki bagliklan kapsar:

Iletisim Altyapisi ve Aktif Cihazlar
DNS Servisleri

Etki Alam ve Kullamc Bilgisayarlan
E-posta Servisleri

Veritabam Sistemleri

Web Uygulamalar

Mobil Uygulamalar

Kablosuz Ag Sistemleri

ATM Sistemleri

Dagitik Servis Disi Birakma Testleri
Sosyal Miihendislik Testleri
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ards Counc

PCI DSS Requirements

11.3 Perform external and internal
penetration testing at least once a year
and after any significant infrastructure or
application upgrade or modification (such
as an operating system upgrade, a sub-
network added to the environment, or a
web server added to the environment).
These penetration tests must include the
following:

11.3.1 Network-layer penetration tests

11.3.2 Application-layer penetration
tests

11.4 Use intrusion-detection systems,
and/or intrusion-prevention systems to
monitor all traffic at the perimeter of the
cardholder data environment as well as
at critical points inside of the cardholder
data environment, and alert personnel to
suspected compromises.

Keep all intrusion-detection and
prevention engines, baselines, and
signatures up-to-date.

Testing Procedures

11.3.a Obtain and examine the results from the most recent
penetration test to verify that penetration testing is performed at
least annually and after any significant changes to the environment.

11.3.b Verify that noted exploitable vulnerabilities were corrected
and testing repeated.

11.3.c Verify that the test was performed by a qualified internal
resource or qualified external third party, and if applicable,
organizational independence of the tester exists (not required to be
a QSA or ASV).

11.3.1 Verify that the penetration test includes network-layer
penetration tests. These tests should include components that
support network functions as well as operating systems.

11.3.2 Verify that the penetration test includes application-layer
penetration tests. The tests should include, at a minimum, the
vulnerabilities listed in Requirement 6.5.

11.4.a Verify the use of intrusion-detection systems and/or
intrusion-prevention systems and that all traffic at the perimeter of
the cardholder data environment as well as at critical points in the
cardholder data environment is monitored.

11.4.b Confirm IDS and/or IPS are configured to alert personnel of
suspected compromises.

11.4.c Examine IDS/IPS configurations and confirm IDS/IPS
devices are configured, maintained, and updated per vendor
instructions to ensure optimal protection.
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Pentest, hedef sistemlerin, aglarin giivenliginin hacker goziiyle
denetlenmesi, tespit edilen zafiyetlerin istismar edilmesi ve zafiyetleri
ortadan kaldiracak ¢oziim onerilerinin iiretilmesidir.

Turleri:

Zafiyet degerlendirme testlerinden farkl olarak bu testlerde tespit
edilen zafiyetler istismar edilir.

Bu testler sayesinde birden fazla diisiik seviye bulgu bir araya
getirilerek kritik seviyede bulgu ile sonu¢lanabilir.
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Sadece otomatize araclar ile « Tara ve Gec¢ » seklinde gerceklestirilen
testlerden degildir.

Zafiyet degerlendirme testleri gibi yiizlerce sayfalik raporlardan
olusmayabilir bu nedenle raporun sayfa sayisia gore
degerlendirilmemelidir.

Amagc kapsama bagl kalarak istismar edilebilen zafiyetlerin tespit
edilmesi ve raporlanmasidir, kapsam disia ¢ikilmasi
beklenmemelidir.

Regiilasyonlara uyum nedeniyle yapm$ olmak i¢in yapilmamalidir.

Katma deger icin iSin ehli kisi veya kisilerce gerceklestirilmelidir.
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SQL1 vs WAS

Acunetix
Webinspect
Appscan
Netsparker

Burp Suite Pro

© ® ® 0 ® O

Pentester
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Sifre Olusturma Ekram

[ ] Bayi kodu 10 haneden olusmalidir.
Kullamcr Adi:

mert

E-mail :

mert
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Sifre Olusturma Ekram

® Giris Basansiz. Liitfen bilgileri kontrol ediniz.
Kullamcr Adi:

mertmertme

E-mail :

mert




Incorrect syntax near ‘mertmertme’. Unclosed quotation mark after the character string "))

Sifre Olusturma Ekram

® Giris Basansiz. Liitfen bilgileri kontrol ediniz.
Kullamcr Adi:

mertmertme

E-mail :

mert
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*is invalid in the select list because it is not contained in either an aggregate function or the GROUP BY clause.

Sifre Olusturma Ekram

® Giris Basansiz. Liitfen bilgileri kontrol ediniz.
Kullamcr Adi:

mertmertme

E-mail :

)) HAVING 1=1-
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* to data type int.

onversion failed when converting the nvarchar value "Microsoft SQL Server

Sifre Olusturma Ekram

® Bayi kodu 10 haneden olusmalidir.

Kullamcr Adi:

mertmertme

E-mail :

)) or 1=convert(int,(@@version))—-
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Dinamik bir yapida yilda 1 defa sizma testi gerceklestirilerek
sistemlerin ve aglarin giivenligi saglanamaz

Giivenlik, di§ kaynaklara devredilip unutulacak bir husus degildir.

Imza tabanh sistemlerin tamamina yakim atlatilabilmektedir.

§anize sug orgiitleri artik 0. giin zafiyetlerinden faydalanmaktalar.

Or
(Elderwood Project)

En zayif halkamz kadar giivendesiniz.
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417 29! AJANSININ YONETTIGI FACEBOOK SAYFALARI HACKLENDI

beri farkindayiz. faceboo

412 29! A gi; TTNET resmi facebook sayfasi, TTNET muzik resmi facebook sayfasi
Garanti Bankasi resmi facebook sayfasi, Bonus Card resmi facebook sayfasi, DenizBank resmi
facebook sayfasi, Teknosa resmi facebook sayfasi, Renault Turkiye resmi facebook sayfasi
Acunncom resmi facebook sayfasi, Ulker Cikolata resmi facebook sayfasi, Metro (Ulker) resmi
facebook sayfasi, Dido (Ulker) resmi facebook sayfasi, OMO (Kirlenmek Guzeldir) resmi facebook

sayfasi, Kanal D resmi facebook sayfasi, Nokia Turkiye resmi facebook sayfasi, Yetenek Sizsiniz

Turkiye resmi facebook sayfasi ve O Ses Turkiye resmi facebook sayfalarn d I
oldukl n ‘Amed Hack Team® isimli b

http://www.mertsarica.com | http://twitter.com/mertsarica
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AvADaKeDaVRa

Konular: 481,569, Mesajlar: 3,613,802, Uye: 608,516
En yeni uyemiz, ILKAR45 (Hosgeldiniz!)

Konular: 83,163, Aylik: 123 ® (-93%)

Mesajlar: 342,755, Aylik: 561  (-93%)
Uyeler: 129,747, Aylik: 272 % (-90%)

Bugin Uye Olan Son 5 Uye :, pejmurde, ts_12, urlyok, 3100223, 159456

http://www.mertsarica.com | http://twitter.com/mertsarica
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McAfee Threats Rey
Second Quarter 2012
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22.06.2012

Zararh Site Ziyaret Tarihi URL AV Tespit Tarihi

18/06/2012 14:33:00 EEST http://bell. madhousedomains.com/Set.jar
18/06/2012 14:33:00 EEST http://bowl.taxpainkiller.com/Set.jar
11/06/2012 21:10:58 EEST http://tellmeonlygoodnews.org/l/Set.jar

11/06/2012 21:10:58 EEST http://diving-pleasure.com/I/Set.jar

http://zhdrzfkzq.changeip.name/images/334857960/c17267280

CEHOEAT D208 EEET eeb8b395c2abca7085a2944 jar

08/06/2012 11:56:06 EEST http://ca.miraclestove.org/Half.jar Rusya
08/06/2012 11:56:»06 EEST http://home-page.ezua.com/Half.jar Kazakistan
08/06/2012 11:56:06 EEST http://shop.rxpillcenter.com/Half.jar Rusya
06/06/2012 19:20:43 EEST http://kioiwrsd.tk/33982.jar 22.06.2012 Rusya

06/06/2012 19:20:43 EEST http://gkiqaue.tk/33982.jar
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Redhack Turkiye Telefon Sistemini Hackledi!

W Tweetle

ERDESINIZ BAK
NERDESINIZ » SREDMACK 1 Yiee &

http://www.mertsarica.com | http://twitter.com/mertsarica
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’ye bir hacker soku daha
Hirriyet Planet 2 A A
| £] 92 W Tweetle 68 g +1)< 0 e-posta

Diinyaca iinl hPcker grup Anonymous'un
Tiirkiye kolu, Hava Yollari'nin eyleme
katildiklan gerekgesiyle isten cikardidi 305
personele destek vermek amaaiyla 'nin
sistemine sizarak, yolculara ait 6zel bilgileri
ele gegcirdigini iddia etti.

Daha 6nce de nin sitesini alti saat boyunca hack’leyerek yuz binlerce TL zarara
ugratan grup, bu kez ‘nin kullandigi Troya sistemine sizdigini 6ne sarda.

Sisteme sizarak 6zel bilgilerine ulagtiklan kigiler arasinda Turk ve yabanci bakanlarin yani
sira rektarler, is adamlan ve sporculann da bulundugunu aciklayan grup, bazi yolcularin
check-in bilgilerini alip koltuk numaralarini degistirdikler ucak seferleri oncesi
kanigikhga neden olduklarini iddia etti.

'ye her bir dakikalk rétar icin yaklagik 2 bin 500 TL zarar verdiklerini iddia eden
grup, 'nin gikardidi iscileri geri almamasi ya da tazminat vermemesi durumunda
eylemlerinin strecedini ve ellerindeki daha 6zel bilgileri de yayinlayacaklarini belirtti.

Hacker grubun check-in kayitlarini yayinladigi cok sayida isim arasinda Azerbaycan
hiktmetine bagh olan Dini Cemaatlerle Calisma Komiteleri Bagkanhgini ylraten Elgad
Iskenderov, Kazakistan Bakan Yardimcisi Akmaral Baytemirova, Ak Parti Ankara
Milletvekili Reha Denemeg ve eski Bakan Onur Kumbaracibagi da bulunuyor.

TK2178 090CT IST
ISKANDAROV ELSHAD MR
ESB Y

CHECKED

SECURITY

INBOUND T

FOTV

VID |AZERBAYCAN BAKA|

Azeri yetkili iskenderov'a ait check-in bilgileri

http://www.mertsarica.com | http://twitter.com/mertsarica

24



W Recent images by © AnonsTurkey

LAST SUCCESSFUL SIGHN ON L
YOUR PASSWORD WILL EXPIRE IN
SIGN ON COMPLETE Al tTIVE (Y

GEN INFORMATION

11027 *TROY A *»

*17 EKIM ITIBARIYLE HAFTADA 3 FREKANS IST-HURGHADA-IST
SEFERLERIMIZ BASLAYACAKTIR.

+#01 EKIM ITIBARIYLA IST-SANAA(SAH)-ADEN (ADE)-IST SEFERLERI
3 FREKANS ,29 EKIM ITIBARIYLA 4 FREKANS,

+16 EYLUL ITIBARIYLA IST-NOUAKCHOTT (NKCU) -DAKAR (DKR)-IST
SEFERLERI 3 FREKANS,

OLARAK UYGULANACAKTIR.

*THE ENG VER.SEE CIC#*220/1

TROYA Live Production System LOO 09/10/12

16/002
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0. Giin Zafiyeti ?

SQL Injection ?
Sosyal Miihendislik ?
I¢ Tehdit ?

3. Parti Firma ?

Belki de sadece Google Hack ?

FACK <A CAR== http://www.mertsarica.com | http://twitter.com/mertsarica

26



+Siz  Arama Gorseller

Google

Arama

Garseller
Videolar
Haberler

Daha fazla

Istanbul
Konumu degistir

Web
Turkce yazilmis sayfalar
Sayfalann bulundugu tlke

Play Haberler Gmail Drive Takvim Ceviri Blogger

proxyonline = _com

proxyonline #w.com ile ilgili reklamlar ®

Avrupanin En lyi Havayolu ile 200° den fazla sehre Ucak Bileti

sitesini 17.391 kisi +1'ledi veya takip ediyor

Hemen Biletinizi Alin
200'den Fazla Sehri Kesfedin

Orta-Dogu Wingo Firsatlan
Balkanlar'a 99€'ya Ucun Gidig-Dénis

Turkiye Hava Yollar - ic Hat Dis Hat Tim Biletler Burda
www_alobilethatti com/ucak bileti

59 TL 59 € Baslayan Fiyatlar

Tium Ic Hat & Dis Hat Biletler - Tim Kredi Kartlanna 12 Taksit

ipucu: Aramayi sadece Tiirkge dilinde yap. Arama yapacaginiz dili su sayfada
belirtebilirsiniz: Tercihler

Turkiye
Cevrilmis sayfalar

Daha fazla arama araci

Slide 1
htt online com/rweb/ turk-ref_files/slide0014 htm
Acik degilse sistem baglantiniz gerceklestirilemeyecektir.(online comve

proxyonline ¥
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Daha fazlas ~

.com) firewall ve proxy'de acikolmasi gerekmektedir. Portlar ise; ...




- c— i

% HAVAYOLLARI SISTEM BAGLANTISI
KULLANIM KLAVUZU

O W ~N 00 M =W N =

- a4 o o
M = W N = O

G -
w ~N o
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Yazhm Gereksinimleri

En diisiik Gereksinimler:

isleﬁm Sistemi: Windows2000 Professional(Service Pack 4)
Onerilen: Windows Xp Professional with Service pack 2
Internet Explorer 5.0 ve Sun Jym 1.4.2_02 ve iistii

Onerilen : Internet Explorer 6.0 ve Sun Jym 1.4.2_02 ve iistii

**Onemli**

Internet baglantuuzi lokal network iizerinden saglamyor ve Firewall
kullamayorsamz sorumlu kisilere asagda belirtilen port numaralarn acik

W~ OO0 M = W N =

9 oldugunu kontrol ettiriniz. Acik degilse sistem baglantinz
10 gerceklestirilemeyecektir. (online e 0 g com) firewall
ve proxy’de acikolmasi gerekmektedir.
1 Portlar ise;
12 Tep Port:80
13 Tep Port:443
14
15
16
17
18
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3 st e b Wt st bt vt | o e

|Adres Jasnuna hitp:Jonline. .com yazip ;

USERNAME VE §H7RENIH GIRINIZ VE SUBMIT BUTONUYLA GIRIS
YAPINIZILK KURULUM OLACAGI I(.IN UYGULAMANIN DOWNLOAD
EDILMESI ICIN Bi SURE BEKLEYINIZ

http://www.mertsarica.com | http://twitter.com/mertsarica
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¥ Reflection for the Web - = Applications

W~ OO0 M = W N =

10
"
12
13

14

15 lik basta karsiniza siyah ekran gelecektir bir sure bekleyiniz bi sure sonra
troya ekrani agilacaktir

16
17
18
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Twitter hires Apple Hacker Charlie Miller for Security Team

Charlie Miller fo
o Submit
2009-0 : PDF Exploittarg Aviation Defense
Industry

ADP spam mail leads to BlackHole Explc

Blackhole exploit kit v2.0 : Good news for Cyber

Criminals,bad new
el Site hit by DD ttack

by Bangladesh Grey Hat

hat is the best way to improve the company's
security ? Simple. Hire a Hacker who know how to
break the security. He will find the vulnerabilities
and help you to fix it. That appears to have been
Twitter's reasoning for hiring well-known apple's iPhone hacker Charlie Miller

In a twitter post . Miller wrote ., "Monday | start on the security team at Twitter. Looking forward to working
with a great team there!"

Miller, a former National Security Agency(NSA) analyst who works as a researcher with Accuvant, is well

known in hacking and Apple circles for his exploits of iPhone and Mac vulnerabilities Become a Fan
Facebook'ta bizi bulun

At the end of last year, Miller discovered a bug in Apple’s iOS platform, allowing him to execute

downloaded code on iPhones, iPads and iPod touch units. At the time, he was due to present at a E Hacking News [EHN]

security conference in Taiwan, but found his membership to the iOS Developer Program revoked and his

apps removed from the App Store

also found a way to bypass Google's automated malware scanner(Bouncer) and discovered
security flaws in Near-field communication(NFC) features on Samsung and Nokia devices

Twitter issued a short statement noting that Miller's title will be that of Software Engineer, but declined to

discuss any further details
W Follow @BreakTheSec

http://www.mertsarica.com | http://twitter.com/mertsarica
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Position Information

Top Message
Identified Candidate
Message

Number of Positions
Available

University Title
Working Title
Department
Department Location
Requisition Number

Summary of Duties

Additional Information

Pre Employment
Screening

Required Qualifications

Desired Qualifications

Target Salary

Both current Ohio State employees and the general public may apply for
this unclassified professional position.

SR Systms Dev/Eng-Sap

Sr. Systems Security Analyst
OCIO Security

Columbus

370296

The Senior Security Analyst for Information Risk Management will conduct risk and
security assessments to test and verify the appropriate security controls are in
place and are effective in ensuring the confidentiality, availability and integrity of
University systems and data. As part of a Red Team, identify and exploit securit
control weaknesses through external and internal penetration testing and provide
detailed security assessment reports in support of C&A activities. Work directly
with IT admin staff in recommending remediation steps and assisting in mitigation
Conduct risk assessments on critical systems to identify threats, vulnerabilities,
likelihood and impact and develop risk treatment plans to identify the proper
security controls to address risk. Lead and advise on system security designs for
new projects and capabilities. Lead improvements to security infrastructure to
increase defense in breadth and depth. Drive security initiatives and the tight
integration of security requirements into the SDLC. Assist in reviewing and updating
University security policy and standards

Requires successful completion of a background check

Bachelor's in Information Systems, Computer Science or equivalent; minimum of
six years of experience in IT; strong IT security infrastructure background; strong IT
architecture background; minimum of three years of experience in external and
internal web, db, application and network penetration testing using such tools as
Metasploit, Burp, Backtrack, CANVAS, etc_; experience in conducting risk
assessments; knowledge of regulations such as HIPAA, PCI. FERPA, GLBA, etc

At least one security certification (GPEN, GSEC, CISSP, CISM, CEH); experience
in programming; experience with FISMA/NIST or ISO framework; four years or more
experience in IT security for network, host, database, application and endpoints.

$91,000 - $99.000 Annually

http://www.mertsarica.com | http://twitter.com/mertsarica
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BILGI GUVENLIGI ANALISTI / ANALIST YRD.

(Ref:BLG2120)

Genel Nitelikler:

Utustararas bi finans erutunur

Universitelerin tercihen Bilgisayar, Elektronik, Matematik v.b lisans diplomas veren balimlerinden
mezun,

Faizsiz bankacibk sektdriinde cabsmaya istekli,

Tercihen CISSP,ve benzeri giivenlik uzmanhg sertifikalardan birine sahip,
Bilgi giivenligi, ISO 27001, COBIT Standartlannmin uygulanmas1 konusunda tecriibe sahibi,
i;letim sistemleri, Network altyap1 ve Veritabam giivenligi konusunda bilgili,

Problem cozme kabiliyeti yliksek, analitik disiinen, talom cabsmasina yatlan,

Gelisime agik, sozll ve yaah iletisim becerisi yiiksek

Cok iyi derecede ingilizce bilgisine sahip,

30 yasim asmams,

Erkek adaylar icin askerligini tamamlams ya da en az 2 il tecilli,

‘Bilgi Giivenligi Analisti / Analist Yrd. ' aranmaktadir.

is Tanimi:

e DLP, IDM, SIEM, Vulnerability Scanning tGrinlerinin yonetilmesi,
¢ Bilgi Guvenligi risk analiz ve degerlendirmelerini yapmak,

¢ | S1zma ve zafiyet tarama testleri konulannda gérev almak,

¢ Bilgi Givenligi izleme ve denetim fonksiyonunu gerceklestirmek,
¢ Bilgi Givenligi Yonetim Sistemi gereksinimlerini karsilayacak prosediir ve politikalan olusturmak,
¢ Yiritilen projelerde guvenlik damsmanb&mn saglanmas,
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IT GUVENLIK UZMANI

(Ref:ITGVNUZ)

Genel Nitelikler:
Bilgi teknolojileri glivenligi konusunda en az iki yil tecriibeye sahip,
+ Analitik diginme yetisine sahip,
+ Takim caligmasindan keyif alan,
+ Esnek caligma saatlerine uyum saglayabilecek,
* Yurtici ve yurt dig1 seyahat engeli bulunmayan
« Universitelerin Bilgisayar Mihendisligi veya ilgili bélimlerinden mezun,
« Teknik bilgi olarak:
+ igletim sistemleri (Windows, Linux, UNIX igletim sistemlerinden en az biri),
« Bilgisayar aglar,
+ Bilisim glivenligi,
« Biligim sistemleri hakkinda bilgi edinme,
+ Biligim sistemlerine saldin yontemleri,
* Microsoft Office kullanimi
Konularinda yeterli teknik bilgiye sahip olmasi,

« Iyi seviyede ingilizce bilgisine sahip olmasi,
+ Tercihen Certified Ethical Hacker (CEH )
« Askerlikle en az iki yil iligkisi olmamasi beklenmektedir.

is Tanimi:

Internet Security Checkup ve Intranet Security Checkup (Penetrasyon testleri) yapmak,
« Biligim giivenligi projelerine teknik destek saglamak,

+1S0O 27001, PCI-DSS, vb standartlara uyumluluk konusunda destek olmak,

« llgilendidi is sireclerinin gerceklestiriimesi, gelistirimesi, yazil hale getiriimesi ve

+ Sorumlu oldugu sreclerin yonetilmesini saglamak.

Sehir/Ulke: Istanbul(Avr.) (Bagcilar)
Ilan Tarihi: 31.08.2012
Personel Sayisi: 2

iyi giyinmek herkesin hakki

Tarkiye'nin

bir ucundan diger ucuna

biz variz.

Diinya'ya sesimizi duyurmaya

var misiniz?

> Firmanin Diger ilanlan

Proje Yoneticisi
MAGAZA YONETICI ADAYI - TUM

" TURKIYE

, SATIS DANISM

b

SATIS DANISMANI - BURSA
FOMARA

NI - ISTANBUL

MARMAR. \RK

Magazacilik
ilanlarini goriintile

IT Guvenlik Uzmani ilanlan
Guvenlik Destek Uzmani
Guvenlik Destek Uzmani
Glvenlik Sistemleri Yoneticisi

» IT SECURITY ENGINEER

Tiim IT Giivenlik Uzmant ilanlan

- iglemler

@ Arkadasima gonder
Bu ilani yorumia

Builaniigaretle

is Arama iglemleri
Takibimdeki ilanlar

§ Inceledigim ilaniar
Takibimdeki Firmalarin ilanlan
Size Uygun ilanlar

- En ok okunan 5 makale

Kariyer.net Gzerinden yapilan
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Hacklenme riskinizi azaltr.

Projelerde giivenlik damismanhig: yapar.

Giuivenlik tiriinii seciminde en dogru karari vermenizi saglar.
Bilgisayar olaylar1 miidahalesinde kilit rol oynar.

Siire ve maaliyet kisitlar1 olmaksizin gerceklestirdigi testler ile daha
fazla zafiyet tespit ederek giivende olmaniz1 saglar.

FACK <A CAR== http://www.mertsarica.com | http://twitter.com/mertsarica ( )
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Herseyden 6nce Ingilizce dilini iyi bilmek! ( Yerli kaynak sikitisi )
Cok ¢ok okumak, bol bol pratik yapmak

Sistem bilgisi ( Hack edeceginiz sistemi iyi bilmeniz gerekir )
Programlama bilmek ( Araclar her zaman iSinizi géormeyebilir )

Egitim Sart

FACK 4 CAR==R http://www.mertsarica.com | http://twitter.com/mertsarica ( )
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Penetrasyon testi haberlesme gerceklestiren her cihaza yapilabilir.
OSI katmanlarm ve protokollere hakim olmak sart.

Giri§ seviyesi icin C ve Python (Ruby veya Perl) programlama dili

bilmeniz, ileri seviye icin ise Assembly bilmeniz §art.

Yaratici diigiinme §art. (Ben siyah sapka olsaydim ne yapardim ?)

Teknolojiyi yakindan takip edin. (Mobile Pentest / NFC vs.)

Sosyal medyay1 yakindan takip edin. (Twitter)

FACK 4 CAR==R http://www.mertsarica.com | http://twitter.com/mertsarica ( )
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PenTest Egitimleri (Ethical Hacking/Offensive Security)

Sertifikali/Lisansh Pentest Uzmanhg Egitimi

Guncel penetration test (sizma testleri) arag ve yontemlerinin %100 uygulamal olarak islendigi egitimdir. Egitim, ECSA/LPT
ve CPT ile paralel islenmektedir. Detayh bilgi

Beyaz Sapkal Hacker(C.E.H) Egitimi
Beyaz Sapkali Hacker({Certified Ethical Hacker) yetistirme amagh bir egitimdir. Diger CEH tarzi egitimlerden en onemli farki
Tirkge icerikli ve uygulamali olmasidir. Detayh bilgi

Network Pentest Egitimi
Ag giivenligine yonelik giincel saldir yontem ve gesitlerinin uygulamali olarak islendigi egitimdir. Detayl bilgi

Wireless Pentest Egitimi
Kablosuz aglara yonelik giincel saldiri gesit ve yontemlerinin uygulamali olarak islendigi egitimdir. Detayl bilgi

Web Application Pentest Egitimi
Web uygulamalarina yonelik giincel saldiri gesit ve yontemlerinin uygulamali olarak islendigi egitimdir. Detaylh bilgi

Nessus Vulnerability Assessment Egitimi

Ucretsiz olarak kullanilabilen popiiler zayiflik tarama araci Tenable Nessus'un is ortamlarinda ve giivenlik testlerinde etkin
kullanimini amaglayan bir egitimdir. Detayh bilgi

Metasploit Framework Egitimi

Exploit Gelistirme Catilari arasinda popiiler olan ve basarili sizma deneyimleri sonrasi sistemlerde ek islemler yapmak igin bir
¢ok arag barindiran metasploit exploit frameworkiiniin pentest ¢alismalarinda ve kurumsal ortamlarda etkin kullanimi amagh
uygulamali egitimdir . Detayh bilgi

ileri Seviye Egitimler (Advanced Security)

Guvenli Yazihm Gelistirme Egitimi

Daha gtivenli ve kontrol edilebilir yazilim gelistirmek icin gereken mantigi kavratan ve pratik bilgiyi aktaran egitimdir. Detayh
bilgi

Siber Giivenlik Uzmani Egitimi

Bu egitimle katihmcilar siber dinyanin sinirlanini taniyarak gergeklestirilebilecek saldin tiplerini ve korunma yontemlerini
teorik ve pratik yonleriyle 6greneceklerdir. Egitim sonunda her bir katiimci siber dinyadaki sug tirlerini, siber savas, siber
sug, siber istihbarat toplama yontemlerini, siber terorizm ve siber casusluk konularinda uzmanlasacaktir. Detay bilgi

ileri Seviye Network Pentest Egitimi
Beyaz Sapkali Hacker ve Network pentest egitimlerinde islenen konularin hazirlanmis gergek ortamlarda “Capture The Flag”
tarzi senaryolarla islendigi egitimdir. Bootcamp tarzinda bir egitim olup %100 uygulamalidir. Betayibitgt

Exploit Geligtirme Egitimi
Sistemlere sizmak icin gelistirilen exploitlerin temel mantigini anlatan ve uygulamal olarak exploit yaziimini gosteren
egitimdir. Detay bilgi

Malware Analizi Egitimi
Internet diinyasinin korkulu riiyasi Malware(zararli yazihm)larin calisma yapisi, alinan onlemler ve bu énlemlerin nasil

http://www.mertsarica.com | http://twitter.com/mertsarica
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Offensive Security Certified Professional

The Offensive Security Certified Professional (OSCP) is the world’s first completely hands on offensive
information security certification. The OSCP challenges the students to prove they have a clear practical
understanding of the penetration testing process and lifecycle through an arduous twenty four (24)
hour certification exam.

The OSCP exam consists of a dedicated vulnerable network, which is designed to be compromised within a 24-
hour time period. The exam is entirely hands-on and is completed with the examinee submitting an in-depth

penetration test report of the OSCP examination network and PWB labs. The coveted OSCP certification is

awarded to students who successfully gain administrative access to systems on the vulnerable network.

¢¢ The truism “anything worth having doesn’t come easy” is one I have often remembered when on a

particularly difficult path to a goal. Never have the words rung quite so true when applied to my quest
for [the] OSCP certification. ety »

iew.honl @

Real World Exams Real World Benefits
The OSCP examination consists of a virtual network An OSCP, by definition, is able to identify existing o Usenf : e
containing varying configurations and operating vulnerabilties and execute organized attacks in a " ;
system. The successful examinee will demonstrate controlled and focused manner, write simple bash or

their abilty to research the network (information python scripts and modify existing exploit code to their v

gathering), identify any vulnerabilties and execute advantage, perform network pivoting and data

tools, including modifying exploit code, all with the goal exfitration, and compromise poorly written PHP web v

to compromise the systems and gain administrative applications. The twenty-four hour examination also

access. The candidate is expected to submit a demonstrates that OSCP's have a certain degree of 40

comprehensive penetration test report, containing in- persistence and  determination Perhaps more

depth notes and screen shots detailing their findings importantly, an OSCP has demonstrated their abilty to g

Points are awarded for each compromised host. think “outside the box™ and “laterally.

based on their difficulty and level of access obtained.

¢¢ The OSCP certification, in my opinion, proves that it’s holder is able to identify vulnerabilities,

create and modify exploit code, exploit hosts, and successfully preform tasks on the compromised
2
@

systems over various operating systems.

§f-review-of-thg-pw-

1




Security

SEC401: Security Essentials Bootcamp Style $4.175

SEC504: Hacker Techniques. Exploits &

$4,175
Incident Handling
SEC560: Network Penetration Testing and ;2
$4,365
Ethical Hacking
542- Web App P tration Test
SEC542: Web App Penetration Testing and $4 175
Ethical Hacking
SECS503: Intrusion Detection In-Depth $4,175
SEC660: Advanced Penetration Testin
b ‘ s 54,365
Exploits. and Ethical Hackin
SEC505: Securing Windows $4,175
SEC566: Implementing and Auditing the Twenty $3.750
Critical Security Controls - In-Depth
SEC617: Wireless Ethical Hacking. Penetration 4175
Testing. and Defenses
SEC301: Intro to Information Security $3.750
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Options T

GSEC $549

SEC401 Demo

GCIH $549

SEC504 Demo

GPEN $549

SEC560 Demo

GWAPT $549

SEC542 Demo

GCIA $549

SEC503 Demo

GXPN $549

SEC660 Demo

GCWN $549

SEC505 Demo

GAWN $549

SEC566 Demo

SEC617 Demo

GISF $549

SEC301 Demo

Home

Specials

1

Bundles

About

Student Info

FAQ

What Students
Say

| love the fact that you
can do these courses
online whenever you
want

Additional

+ OnDemand System
Requirements




Hacking Exposed serileri
Hackers Handbook serileri

Linked’in hesabimda okudugum kitaplar.
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Yedekten donemeyeceginiz tek bir sey vardir o da itibarmiz.
Bilgi giictiir ve Pastebin’e asildik¢a azalir ©

Hacklenmediginiz icin rehavete ka'pllmafm ciinkii heniiz sira size
gelmemis olabilir, 6nleminizi simdiden alin.

Yetismis Pentester bulamiyorsanmz yetistirmeye bakin.

Pentestermiza mutlaka yatirnm yapin o siradan bir i§ yapmiyor.

No news 1s
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