P1i Hediyem Vardi, Verdim,
Gitti #2 :)

written by Mert SARICA | 15 April 2015
Ve 3 Nisan 2015 tarihinde ikincisi dizenlenen Pi Hediyem Var hacking oyununun

¢ozum yolu ile Raspberry Pi 2'yi kazanan talihli karsinizda!

KAYNAK KODU:

Hack 4 Career - Siber Guvenlik Blogu

< ?php

$username = 'misafir’;
$secret = 'H4ck4C4r33r';
$pos = "'';

if(isset($ GET['username'])){

susername

$ GET['username'];

susername strtolower($username);

if(isset($ GET['hash'])){
if (preg match('#[0-9a-f]{32}#i', $ GET['hash'])) {
$hash $ GET['hash'];
$hash strtolower($hash);
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https://www.mertsarica.com/pi-hediyem-var-2/

// Debug
//print "

(hash("md5", $secret.$username));
//exit;

if(isset($username) and isset($hash)){

// print "
" . $username;
// print "
" . $secret;

if(hash("md5", $secret.$username) == $hash){
$pos = strpos($username, "admin");
if ($pos !== false) {
print "Tebrikler $username , artik en ylksek yetkiye sahipsin :)";
print "

Pi Hediyem Var cekilisine katilmak ic¢in bu ekran goéruntisidni ve c¢dzium yolunu
Mert SARICA ile paylasabilirsin";
} else {
print "Merhaba $username , hala sefil kullanici yetkisine sahipsin :(";
print "

Raspberry Pi 2 cekilisine katilabilmek icin admin yetkisi ile giris
yapabilmen lazim!";
print "

Referans: https://www.mertsarica.com/pi-hediyem-var-2/";

}
} else {
$username = 'misafir’;
$loc = "Location: " . "https://www.mertsarica.com/ctf/ctf2.php?"
"username=" . $username . "&hash=" . hash("md5",$secret.$username);
header($loc);
exit;
}
} else {
$username = 'misafir’;
$loc = "Location: " . "https://www.mertsarica.com/ctf/ctf2.php?"
"username=" . $username . "&hash=" . hash("md5",$secret.$username);

header($loc);
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exit;
}
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https://www.mertsarica.com/ctf/ctf2.php sayfasinin kaynak koduna bakilarak Et
tu, Brute?

(Sen de mi Briutds) cumlesinden bunun Sezar‘a ait bir séz oldugundan yola
¢ikarak gizlenmis mesajin Sezar’in Sifrelemesi ile olusturuldugunu (ROT-3
kullanilmistir) tahmin edebilirdiniz. C6zmek ic¢in ise Google’dan
faydalanabilirdiniz.
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dvenlik Blogu</title»

"Bu sitede, siber giivenlik dzerine yapilan bireysel calismalar,
ktadair."/>»
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e" content="text/html; charset=UTF-8" />

Sen de mi Britas ?
Sezar Sifrelemesi (ROT-3)

6| </he

8| <!-- Et tu, Brute?

o 1i(kdvk("pg5", $vhfuhw.$xvhugdph) == $kdvk){

10 $srv = vwusrv({$xvhuqdph, "dgplg”™);

11 1i ($srv !== idovh) { |
12 sulgw "Wheulnohu $xvhuqdph , duwin hq binvhn bhwnlbh wdklswvlg :)"; |
13| -->

15 | Merhaba misafir , hala sefil kullanici yetkisine sahipsin :(<br \><br \>Raspberry Pi 2 cekilisine
katilabilmek icin admin yetkisi ile giris yapabilmen lazim!<br ‘>Referans: <a
href="https://wuw.mertsarica.com/pi-hediyem-var-2/">https://www.mertsarica.com/pi-hediyem-var-2/</a>
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Codes and Ciphers :: Caesar Cipher

A Caesarcipheris one ofthe simplest (and easiest cracked) encryption methods. ltis a Substitution
Cipher that involves replacing each letter of the secret message with a different letter of the alphabet
which is a fixed number of positions further in the alphabet.

Because each letter in the message has a directtranslation to another letter, frequency analysis can be
used to decipher the message. For example, the letter E is the most commonly used letter in the English
language. Thus, ifthe most common letterin a secret message is K, itis likely that K represents E.
Additionally, common word endings such as ING, LY, and ES also give clues.

A brute-force approach oftrying all 25 possible combinations would also work to decipher the message.

Example
In this example, each letter in the plaintext message has been shifted 3 letters down in the alphabet.

Plantext: This iz a secret meszage
Ciphertext: wkiv Iv d vhiuhw phvvdih

Caesar Encoder / Decoder

Number of letters to shift to theright: [3 |

Plamtext Ciphertext
if{ hash("md5", $secret.fusername) == $hash}{ lifkdwvk("pg5" tvhfuhw.$xvhugdph) == tkdwvk){
spos = strpos(Susername, "admin”); fsrv = vwusrv( $xvhugdph, "dgplq");
if ($pos '== false) { li (gsrv '== idovh) {
print "Tebrikler $username , artik en yiksek sulgw "Wheulnohu $xvhugdph , duwin hg
yetkiye sahipsin :}"; A |blinvbn bhwnlbh wdklsvlg :": P

|En|:'|p|'|er| |De1:'|pher|

1 B | 3
T = - 4

Ortaya c¢ikan asagidaki PHP kodundan, Merkle-Damgard hash fonksiyonunun MAC

(mesaj dogrulama kodu) olarak kullanildiginin ve bunun da hash uzunluk
genisletme zafiyetine yol actigini anlayabilirdiniz.

if(hash("md5",$secret.$username) == $hash){

$pos = strpos($username, "admin");
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if ($pos !== false) {
print "Tebrikler $username , artik en yuksek yetkiye sahipsin :)";

strpos fonksiyonu ile username parametresinde admin karakter dizisi (string)
kullanildiginda, kullaniciya yonetici yetkisi (admin) verildigi ic¢in, hash
uzunluk genisletme saldirisindan faydalanarak username parametresine admin
karakter dizisini manuel olarak veya hash extender araci ile (deneme yanilma
yontemi ile secret degiskeninin 11 hane oldugunu bulacaktiniz) ekleyebilir,
yeni Uretilen hash degerini de hash parametresi ile birlikte sunucuya

gondererek basariyla admin yetkisine sahip olabilirdiniz.
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Pi Hediyem Var cekiligine katilmak icin bu ekran gériintiisiinii ve cdziim yolunu Mert SARICA ile paylasabilirsin



https://github.com/iagox86/hash_extender
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OYUNU BASARIYLA TAMAMLAYANLAR: Halit Alptekin, Deniz Parlak, Mert Arisoy,
Alper DOM, Melih Burak SARI, Mert TASCI, Harun GULEC, Ali AGDENiz, Selim
YILDIZ, Ceylan BOZOGULLARINDAN, Ertugrul BASARANOGLU, Cihad OGE, Kiirsat
Oguzhan AKINCI (gec¢ bildirim), Sipke Mellema

CEKILIS ve KAZANAN TALIHLI:

=] cekmshdl
1 Halit Alptekin
2 Mert Arisoy

Alper DOM
4 Melih Burak SARI
5 Mert TASCI
Harun GULEC
Selim YILDIZ
Ceylan BOZOZULLARINDAN h
Ertugrul BASARANOGLU
Cihaz OGE

B Administrator: CAWINDOWS\system32\cmd.exe - python |iﬂlﬁj

Microsoft Windows [Uersion 6.1.76811
Copyright C(c) 2889 Microsoft Corporation. All rights reserved.

C:vUzersy >python
Python 2.7.2 {(default, Jun 12 2811, 15:88:59> [MSC v.1588 32 bhit <Intel>] on win
32

Type "help'. “copyright”, “credits" or "license" for more information.
>>> from random import randint

>»» print randint{l.,18>

8

>3

Basta kazanan talihli Ceylan BOZOGULLARINDAN olmak {izere oyunu basariyla
cozen, katilan, destekleyen, sponsor olan herkese tesekkiir eder, yeni
oyunlarda goriusmek dilegiyle herkese glivenli glinler dilerim.



