Nginx DoS Istismar Kodu

written by Mert SARICA | 17 May 2013
7 Mayis tarihinde Nginx’in resmi web sayfasinda, Greg MacManus tarafindan

nginx v1.3.9 ve 1.4.0 sltrumlerinde tespit edilen bellek tasmasi givenlik

zafiyeti (CVE-2013-2028) ic¢in bir yama yayinlandigi belirtilmisti. Can

sikintisi nedeniyle bu zafiyet lizerinde yaptigim 1 saatlik bir arastirmada,

bu zafiyeti istismar eden ve nginx web sunucusunu hizmet disi birakan bir

istismar kodu hazirladim.

Kali ve Windows XP isletim sistemleri lizerinde denedigim ve Exploit-DB‘ye

gonderdigim istismar koduna buradan ulasabilirsiniz.
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¥ Kali | Kali (2) x| % Kali (3] | & Kali (1) 4 b
Top - 13:30:00 up 8 min, 7 users, Tload average: 0.77, 0.62, 0.33 7
Tasks: 145 total, 2 runmng, 143 51eepmg 0 stopped, 0 zombie
%cpu(s): 99.7 us .3 sy, .0 wa, 0.0hi, 0.0si, 0.0st
KiB Mem: 773800 total, 41.6440 "used, 357360 free, 29436 buffers
KiB swap: 1324028 total, 0 used, 1324028 free, 215528 cached
ISER T VIRT RES SHR 5 %CPU % TIME+ _COMMAND
6172 nobod 20 0 3444 1084 628 R 99.4 0.1 1:13. nginx
5791 root 20 0 09896 3436 2764 S 0.3 0.4 0:00.19 sshd
1 root 20 0 2280 728 6285 0.0 0.1 0:01.09 init
2 root 20 0 0 0 0s 0.0 0.0 0:00.00 kthreadd
3 root 20 0 o 0 0s 0.0 0.0 0:00.06 ksoftirgd/o
4 root 20 0 0 0 0s 0.0 0.0 0:00.00 kworker/0:0
5 root -20 0 0 0s 0.0 0.0 0:00.00 kworker/0:0H
6 root 20 0 0 0 0s 0.0 0.0 0:00.00 kworker/u:0
7 root 0 -20 0 0 0s 0.0 0.0 0:00.00 kworker /u:0H
& root rt o 0 0 0s 0.0 0.0 0:00.00 migration/0
9 root 200 O 0 0 0s 0.0 0.0 0:00.00 rcu_bh =
10 root 20 0 0 0 0s 0.0 0.0 0:00.15 rcu_sched
11 roet re ] 0 0 0s 0.0 0.0 0:00.00 watchdog/0 =
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#pid Togs/nginx.pid: i
events {
} worker_connections 1024;
http {

include mime. types
default_type apph(atmn/uctet stream;

wrote 118 Iines

root@kali:/bof/nginx-1.4.0/conf# cd

rootekali:/bof/nginx-1.4.0# /objs/mgmx -c /bof/nginx-1.4.0/conf/nginx. conf

root@kali: /buf/ngwnx 1.4.0#

root@kali: /buF#

error. log nginx-1.4.0-boom nginx-1.4.0.tar.gz nginx-1.4.1 nginx-1.4.1.tar.gz
root@kali: /buF# taﬂ f error.lo

2013/05/16 13:28:55 [error] 6172#0: *1 open() "/usr/local/nginx/html/mertsarica.php” failed (2: W

ch ﬁ;e or directory), client: 192.168.1.64, server: localhost, request: "POST /mertsarica.php H‘ITP/].
.1", host: "192.168.1.63"
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.mertsarica.coml Applications  Processes |ParFUrmance | Networking I Users I
Image Mame User Mame Mem Usage
iexplore exe Adrninistratar 1,945 K
cmd.exe Administrator oo 2,536 K
wiauch,exe SYSTEM ul} 746K
alg.exe LOCAL SERVICE Juli) 3668 K
TPAUtOConneck,exe  Administratar oo 11.480 K
shstat,exe Administrator oo 532K
wscnkFy . exe Adrninistratar uli] 2.500 K
TPAUtoConnSye.exe SYSTEM Jul) 4424 K
igs.exe SYSTEM i) 1,905 K
mcshield. exe SYSTEM oo 52844 K
wordpad.exe Adrinistrator oo 1.544 K
wmtoolsd, exe SYSTEM oo 12,964 K
mfevtps exe SYSTEM oo 4,344 K
rubyw.exe SYSTEM oo 4z, 720K
iexplore.exe Adrninistratar uli] 21.020K
postares. exe SYSTEM ) 5492 K
postgres, exe SYSTEM oo 6,112 K
ctfmon.exe Administrator oo 3.803 K j

¥ Show processes from all users End Process |

|Prucesses: 52

CPU Usage: 100% Commit Charge: 472M [ 12388 2

T



https://www.hack4career.com/nginx-dos-istismar-kodu/
http://mailman.nginx.org/pipermail/nginx-announce/2013/000112.html
http://mailman.nginx.org/pipermail/nginx-announce/2013/000112.html
http://nginx.org/download/patch.2013.chunked.txt
http://www.exploit-db.com
http://www.mertsarica.com/codes/nginx_dos.py

Not: Exploit-DB ve Packetstorm’a dosyalari gonderirken CVE-2013-2028 yerine
CVE-2013-2070 olarak gondermisim, dogrusu CVE-2013-2028 olacaktir.

I submitted the POC code with wrong CVE (CVE-2013-2070) to Exploit-DB &
PacketStorm so the correct one is CVE-2013-2028.



