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Introduction

When the calendar showed May 26, 2025, a post appeared on DarkForums — a
platform frequented by cybercriminals — from a threat actor using the alias
kovalidis. In the message, the actor, claiming to be (or posing as) a member
of the Powerful Greek Army (PGA) hacker group, announced that they were
selling the Istanbul Senin database, allegedly containing personal data of
3.7 million Turkish citizens, for $50,000. To appear as a “trustworthy
seller,” the post also included several screenshots showing samples of the
leaked data.

The fact that no statement about this incident was shared on PGA’s official X
account, combined with the observation that the threat actor had registered
on DarkForums solely to publish this post, raised suspicions that the

incident could be part of a false flag operation.


https://www.hack4career.com/istanbul-senin-data-breach/
https://www.hack4career.com/istanbul-senin-data-breach/
https://en.wikipedia.org/wiki/Powerful_Greek_Army
https://istanbulsenin.istanbul/
https://x.com/powerfulgrarmy
https://en.wikipedia.org/wiki/False_flag
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Powerful Greek Army represents

Istanbul Metropolitan's superapp IstanbulSenin keycloak dump of 3.7m Istanbul citizens' phone numbers, birtdays, profile picture links, national
security numbers, email addresses, password hashes and Ication data (~21Gb between 2021-2025 mid april) are for sale.
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Istanbul Senin is an innovative mobile application developed by the Istanbul
Metropolitan Municipality to digitize urban life and provide faster services
to citizens. The app consolidates numerous features under one platform,
including public transportation data, traffic updates, parking information,
cultural and art events, sports facility reservations, access to municipal
services, payment options, and neighborhood-specific announcements. With
features such as Istanbulkart integration, online applications, appointment
systems, and city-wide discount programs, users can easily manage their daily
needs. Istanbul Senin is a comprehensive city app designed to serve as the
city’s digital assistant, making life easier for everyone living in Istanbul.



https://ibb.istanbul/
https://ibb.istanbul/

Thanks to the SOCRadar Extended Threat Intelligence Platform, which
continuously monitors regional cyber threats, and its instant alerting
capabilities, many organizations were promptly informed about this potential

data breach at the time.

23 platform.socradar.comfapp/threatfusion/threatshare?searchText=istanbulsenin&news_id=160712 ") Work

L] - ] ;L

SOCRadar Local Threat Share ‘ -m o n % ENTERPRISE

< istanbulsenin Show All v

More (5) ] + ‘

TS Istanbul Senin'e Ait Oldugu Iddia Edilen Veri Tabani Satisa Sunuldu a *
Istanbul Senin'e Ait Oldugu Iddia Edilen Verl 25 May 2025
Tabani Satisa Sunuldu

Western Asia | [ Easter Ewope | [ Europe o | [ Puble Adminsraion | [ |

SOCRadar “4 Road More
Al Insights

Andlysis of Dark Web News:

The dark web news indicates a potential data breach and sale of a database allegedly belonging to “Istanbul Senin.” lstanbul Metropalitan

Muricipality's superapp. The database supposedly contains sensitive information of 3.7 millien Istanbul citizens, including phone numbers, birthdays,.
[E Local Threat Share

SOCRadar tarafindan takip edilen bir hacker forumunda Istanbul Senin'e ait oldugu iddia edilen misteri veri tabani satisa sunuidugu tespit edildi

Actor Intelligence

‘Whole databas

loak dump of 3.7m Istanbul citizens' phone numbers, birtdays, profile picture links, national secur
n ssword hy tion data (~21Gb between 2021-2025 mid april) are for sale.

se dump: $ 50.000
Contact to ********* to buy, serious buyers and crypto payment only.

I won’'t believe it until @MertSARICA
reviews 1t

Time passed, and about five months after that initial post, on November 4,
2025, I received a notification on X (formerly Twitter) that I had been
mentioned by a user under the alias red.eth. The mention included the phrase
“I won’'t believe it until @MertSARICA reviews it”, which immediately caught
my attention. When I checked the main post, I saw that a journalist named Ece
SEVIM had shared a message about this same incident from five months earlier.


https://socradar.io/products/extended-threat-intelligence/
https://x.com/tcctus
https://x.com/tcctus/status/1985796168949936594
https://x.com/tcctus/status/1985796168949936594
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26 Mayis 2025 tarihinde, USAM'a istanbul Senin uygulamasina kaydolan
3.7 milyon vatandasa ait kimlik (ad, soyad, TCKN), GSM, konum (enlem,
boylam) gibi kisisel verilerin
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Here is the English translation of his message;

“Ece Sevim (@ecesevimtr) — Nov 4

1 DETAIL — USOM REPORT / IBB “Istanbul Senin” App Data Sold on the Dark Web
for $50,000

On May 26, 2025, personal data (such as name, surname, Turkish ID number, GSM
number, and location coordinates) belonging to 3.7 million citizens
registered to the Istanbul Senin app were allegedly put up for sale on the




dark web by the Powerful Greek Army group.

red.eth (@tcctus) — Nov 4
I won't believe it until @VMertSARICA reviews it”

Because terms like Clear Web, Deep Web, and Dark Web are often confused not
only by end users but also by members of the media, I wanted to clarify them
here. Based on these definitions, we can confidently say that DarkForums is
not part of the Dark Web.

Clear Web (Surface Web): Websites indexed by search engines and publicly
accessible. Corporate pages, news sites, social media platforms, and forums
belong to this layer.

Deep Web: Content that is not indexed by search engines but still includes
legal and legitimate areas. Paid databases, academic archives, and portals
requiring authentication (such as hospital systems, government services, and
private forums) fall into this category.

Dark Web: A small subset of the Deep Web that requires special software like
Tor or I2P to access. It hosts illegal marketplaces, data leak forums, and
ransomware operation hubs, which are highly relevant from a threat

intelligence perspective.

As a citizen who has long been away from Tirkiye and its ever-changing
agenda, I couldn’t quite understand why the message shared by this threat
actor on DarkForums resurfaced after five months.

Leaving that question aside, I decided to respond to red.eth’s call for help
— just as I have done in my previous blog posts such as Smart Kids’ Watches,
Instagram Scammers, Backdoor Hunt, and Hunting Hackers with a Honeypot System
— as a cybersecurity researcher who always listens to his readers and
followers.


https://x.com/tcctus
https://www.mertsarica.com/akilli-cocuk-saatleri/
https://www.mertsarica.com/instagram-dolandiricilari/
https://www.mertsarica.com/arka-kapi-avi/
https://www.mertsarica.com/tuzak-sistem-ile-hacker-avi/
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rtSARICA abi inceleyip bi dékiiman olsa sitede tadindan yenmez

Here is the English translation of his message;




“Ece Sevim (@ecesevimtr) — Nov 4

] DETAIL — USOM REPORT / IBB “Istanbul Senin” App Data Sold on the Dark Web
for $50,000

On May 26, 2025, personal data (such as name, surname, Turkish ID number, GSM
number, and location coordinates) belonging to 3.7 million citizens
registered to the Istanbul Senin app were allegedly put up for sale on the
dark web by the Powerful Greek Army group.

red.eth (@tcctus) — Nov 4
I won't believe it until @MertSARICA reviews it

red.eth (@tcctus) — Nov 5, 1:44 AM
@MertSARICA Bro, if you review it and publish a write-up on your site, it
would be absolutely perfect.”

red.eth was essentially like an ordinary citizen who either didn’t have
$50,000 or didn’'t want to spend it — they simply wanted to know whether their
data had been stolen. Rightfully so, it’'s often hard to get accurate
information from media reports about hacks or data leaks. So, from the
perspective of an average person, I decided to write a guide on how a data
leak can be verified under realistic conditions.

Where’s My Close-Up Glasses?
(Analysis)

From an average-citizen viewpoint, in one of the screenshots posted by the
threat actor kovalidis, I first noticed a value marked in red that looked
like a UUID / GUID (unique identifier), and then two verification-useful
fields: date of birth (05.04.****) and mobile phone number (055184*****)
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In another screenshot, when I searched for the user record tied to that UUID
/ GUID, I quickly found the user’s first name, last name, email address,
their TCKN (Turkish national ID number) (245%***xx**xx) = and the date they
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registered in the Istanbul Senin app.
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First, to make sure these records didn’'t come from previously leaked
databases or were not compiled from info-stealer malware logs disguised as a
fake data breach, I began by searching the sample email address on the paid
SOCRadar platform. Since no results appeared related to any known data leaks,
I expanded my search to free resources such as 0SINTLeak and Have I Been
Pwned. When these also returned no matches, I became confident that the data

sample wasn’t a compilation from existing breaches.
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When it was time to verify the stolen information using Open Source
Intelligence (OSINT) and publicly available tools, a Google search turned up
the affected citizen’s publicly visible profile on Youthside, a next-
generation career platform. From that page I was able to confirm the name,
surname, email address and date of birth shown in the screenshots.


https://tr.wikipedia.org/wiki/A%C3%A7%C4%B1k_kaynak_istihbarat%C4%B1
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Egitim Sosyal Profiller: in

Finally, I decided to contact this individual via the LinkedIn link available
on their profile to verify the information and complete my investigation.
Thankfully, they kindly and transparently answered all my questions,
confirming the accuracy of the data. As a result, it became clear that the
information belonging to the Istanbul Senin application had, in all
likelihood, fallen into the hands of malicious actors.
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Here is the English translation of his message;

“E. C.:

Sure, go ahead. You can ask.

Mert SARICA:

Thank you.

Email address: cleee@gmail.com
Phone: 55184¢ece-

National ID (TCKN): 245ee-

E. C.:

U
That’'s correct.”



Conclusion

From the perspective of an ordinary citizen — without diving too deep into
the technical side — I managed to determine whether the data involved in the
investigation concerning the Istanbul Metropolitan Municipality’s “Istanbul
Senin” app had actually been stolen — all without paying $50,000. Just like
red.eth, I wanted to understand how such verification could be done, and by
sharing this process, I hope I’'ve shown others how it’'s possible.

Since this is my last post of the year, I'd like to take the opportunity to
wish you all a happy new year! May 2026 bring you and your loved ones health,
happiness, and success.

See you next year. :)


https://tr.euronews.com/2025/10/30/ibbnin-istanbul-senin-uygulamasina-yonelik-sorusturmada-ikinci-perde-4-gozalti-karari

