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Introduction

Those of you who closely followed the developments may remember the SOCRadar
Threat Research team’s in depth analysis of the FortiBleed operation in June
and July 2026, which was found to be associated with the Lynx and INC

ransomware groups.

In operations like these, critical operational security mistakes (OPSEC) made
by threat actors can enable security researchers to uncover an attacker’s
identity and operating methods by following the digital traces they leave
behind. In this article, I decided to take a closer look at the FortiBleed
operator’s Chrome profile files and show what can be learned from an

attacker’s digital footprint.

For this analysis, I first identified which of the following key profile
files, created in the Chrome/Default directory on April 3, 2026, were worth

examining and what questions each could help answer.


https://www.hack4career.com/inside-the-fortibleed-operators-browser-history/
https://www.hack4career.com/inside-the-fortibleed-operators-browser-history/
https://www.hack4career.com/inside-the-fortibleed-operators-browser-history/
https://socradar.io/
https://socradar.io/resources/whitepapers/fortibleed-unmasked-inside-the-lynx-and-inc-ransomware-operation/
https://www.mertsarica.com/opsec/

Key Files
History File (SQLite)

1. Which websites did the operator access, and when?

2. What search queries did the operator perform?

3. Which technical topics did the operator research before and after the
operation?

4. Which tools, services, and infrastructure did the operator investigate?

5. Which files did the operator download, from which websites, and when?

6. Which tools, software, or infrastructure were the downloaded files
associated with?

7. Was there a temporal relationship between the downloads and the websites
visited or searches performed?

Cache Files (Chrome Cache Data)

1. Which web content or resources were cached by the browser?

2. Which websites, applications, or services were associated with the cache
records?

3. Did the cache contain information such as file names, file paths, URLs,
or content types?

4. Were there traces of websites, applications, or services in the cache
that were not present in the browser history?

Cookies File (SQLite)

1. For which websites were cookies stored?
2. Were there indicators of services the operator may have logged into?
3. Were there clues indicating which services were used regularly?

Local Storage Files (LevelDB)

1. Which websites or applications left persistent data in the browser?
2. What did this data reveal about the web applications in use?

3. Did it contain information related to the user, session, or application
settings?

IndexedDB Files (LevelDB)

1. Which web applications created persistent and more extensive data in the
browser?



2. What did this data indicate about whether the web application was
actually being used?

3. Did the application contain user, session, project, or transaction
information?

Sessions Files (SNSS)

1. Which tabs were open during the last session?
2. Which websites were being used before Chrome was closed?
3. Which services or applications had been used most recently?

Web Data File (SQLite)

1. What information had been saved for autofill?

2. Was information such as a name, email address, phone number, or physical
address stored?

3. Which email addresses or contact details may have been used?

4. Were there any records related to payment information?

5. Could this information help associate the Chrome profile with a specific

user?
Bookmarks File (JSON)

1. Which websites had the actor specifically bookmarked?

2. Which services or tools had been saved for future use?

3. What did the bookmarked sites reveal about the threat actor’s areas of
activity?

Extensions File (JSON)

1. Which Chrome extensions were installed?

2. What purposes might these extensions have served?

3. Did the installed extensions provide clues about the threat actor’s
working habits or the tools they used?

The location of Chrome profile files varies by operating system.

Windows: %LOCALAPPDATA%\Google\Chrome\User Data\Default\
mac0S: ~/Library/Application Support/Google/Chrome/Default/
Linux: ~/.config/google-chrome/Default/

Many of these files are SQLite databases and can be queried using the sqlite3
command. Depending on the file type, the remaining artifacts can be examined


https://sqlite.org/

with tools such as strings and jq.

To avoid analyzing each file individually, I looked for a tool capable of
performing a consolidated analysis and found Hindsight, a digital forensics
tool designed to analyze web browser artifacts.

Hindsight is a tool designed to examine digital traces left by web browsers,
including URLs, download history, cache records, bookmarks, autofill records,
saved passwords, preferences, browser extensions, HTTP cookies, and Local
Storage records.

Originally developed to analyze Google Chrome browsing history, it was later
expanded to support other Chromium-based applications and can now also
analyze Mozilla Firefox profiles.

Timeline Analysis

When I started going through the Hindsight timeline, I found 2,204 records
associated with the operator and started reviewing them one by one,
highlighting the entries that caught my attention in red.

Russian-Language Content

Among the numerous digital traces left by the operator, I also found evidence
that translate.yandex.ru had been used for Russian-English translation.
Together with the other indicators, this led me to assess that the operator
was most likely Russian. The text submitted for translation also suggested
that the operator was associated with a ransomware group.


https://github.com/RyanDFIR/hindsight

url 2026-05-2112:52:20.388 i Credits | OpenRouter

url 2026-05-2114:52:02.074  https://openrouter.ai/settings/credits Credits | OpenRouter

url 2026-05-2115:02:35.545 _https://openrouter.ai/settings/credits Credits | OpenRouts

url 2026-05-22 15:38:02.779  https://openrouter.ai/settings/credits [credits | OpenRouter |
url 2026-05-23 05:24:52.295  https://openrouter.ai/settings/credits Credits | OpenRouter

url 2026-05-23 20:15:17.060 _ https://openrouter.ai/settings/credits Credits | OpenRouter

url 2026-05-2320:15:40.328 _ https://openrouter.ai/settings/credits Credits | OpenRouter

url 2026-05-24 08:26:01.102 http://213.177.179.56/ Synology Distributed Checker

YBWECEAAYgAQYBWEDEAAYgAQYBWEEEAAYAQYDQgFECAYXWEYOQMYgAQYBWEGECAYgAQyBEEHEEUYPAIBCDE2MDNGMGO3GAIASAIAR:
url 2026-05-25 06:49:27.084  sourceid=chrome&ie=UTF-8 translate- Mouck 8 Google
YBWECEAAYgAQYBWEDEAAYgAQYBWEEEAAYBAQYDQgFECAYXWEYOQMYEAQYBWEGECAYgAQyBEEHEEUYPAIBDDCXNTKLNDYxaj BaN6ECAL
url 2026-05-2717:09:56.951 | ACAA&sourceid=chromeRie=UTF-8 translate- Mouck s Google
ps; nd 1%81 -
url 2026-05-28 18:26:38.321 1%D1%81" i Ha pyccKui u jiH - AHAeKC
https://translate.yandex.ru/?source_lang=rugtarget | %8E%
ﬁ 1%2C 1 1%81%D1 1
1%80%D0
D1%8: 1%D1%81%DO%BC 1%82%D: ; i ~Cn0BaPL 1 OHAaiH nepesos pickii
url 2026-05-28 18:26:41.271 D. 1%81%D1%81%D1%83 DYCCKWA, HEMeUKWH, BPaHLYSCKWT, yKDAUHCKATA 1 ADYTe A3bikM - AHaeKc MepesounK.

B-CnoBapb 1 OHNaIMH NEPEBOA HA AHFNMIACKNIA, PYCCKMI, HEMEUKWIA, PaHLY3CKMiA,

url 2026-05-2818:27:25.239  https:// andex.ru/?source_lang= get| YKPAMHCKI 1 ADYrHe A3biki - AHAeKC Mepesoaunk.
url 2026-05-28 18:27:25.407 | https://translate.yandex.ru/?source_lang=rutarget_lang=en Bepuduauns
B—C/1083p U OHAaliH NEDEBO HA HIWACKWH, PYCCKNT, HEMEUKNA, GPaHLYICKMF,
url 2026-05-28 18:27:26.432 | https://translate.yandex.ru/?source_lang=rugtarget_lang=en&text=%D0%92 YKPaUHCKUT M APYTHe A3bIKK - AHAEKC MepesoaumK.
url 2026-05-2818:27:26.849  https;//translate.yandex.ru/?source_lang=rutarget_lang=en Bepuduauna

M—Cn0Bapb 1 OHAGIH NEDEBO/ Ha aHTNIMICKUHA, PYCCKAT, HeMeLK, GpaHL3CKUH,
url 2026-05-2818:27:27.996  https:/ andex.ru/?source._lang= get | D1%88 YKPaUHCKUT M APYrHe A3bIKK - AHAEKC MepesoadmK.
url 2026-05-28 18: https://translate.yandex.ru/?source_lang=ru&target_lang=en Bepdukauns
url 19 i/setti i Credits | OpenRouter
url 2026-05-28 19: https://openrouter.ai/settings/credits Credits | OpenRouter
url 19:33:50.637 i Credits | OpenRouter

2026-05-29 07:37:40.892 _https://openrouter.ai/settings/credits Credits | OpenRouter

Timeline

Ready 2204 of 4299 records found T;‘; Accessibility: Investigate B

Russian English

Mpy Bcem MOeMm yBaXKeHUM C MOMEHTa MHLMAEHTA NPoLwno 10 AHEN U Mbl He BUAMM XKenauHa

6bICTPOrO pelleHun, Mbl FOTOBbI PAaCCMOTPETb HEKOTOPYIO CKUAKY 20% With all due respect, 10 days have passed since the incident, and we are ready to consider a 20% discount
Mbl UMEeM BBMAY YTO Mbl FOTOBbI 0BCYAUTH LiEHY We mean that we are ready to discuss the price

Al -Assisted Tools

As I continued reviewing the visited addresses, I found that the operator
used the Manus AI agent platform to develop tools and applications, and the
OpenRouter platform, which provides access to multiple AI models through a
single API, to prepare for lateral movement within the compromised
environment.

1 |Hindsight Internet History Forensics (v2026.06) - Timeline

ent=197292501788&utm_t

__911vg-LcjVEl! KAKC/ g k 2-
4 224 did=8.gad._ 18gad_campaignid=23266830
url 2026-04 :34:05.684 i qt_911vg-LcjVEI25ziS&gclid=EAlalQobC} i UKID_BWE  Moxeuws v cosath codt Ha C++c GUI v exe? -Manus
X _medi _campai X 292501788&utm_t
id=7296 id=197292501 d i
lid=EAlalQobChMIO ji DBy UKID_ qt_9livg-
LjVEI2szi i d=CKAKCAjwnN3OBhBTE]AAKA€]Lgzr-14XvzgkevTZi
i s 18gad_campaignid=23266830
url 10:15:11.004 i qt_911vg-LjVEI2szi QobC} ji UKD_BWE  Manus
3p521! Putm_ _r L _cont
ent=197292501788&utm_t i&ci 296 i 7292501
i i 208 UKID_E q
_ 9l1vgcjVEi2sa id=CKAKCAjwnN3OBhBTE| AAkAejLgzr-14XvzgkevTZisns2-
8q0eBWDETBXj iganj i 4576&adid=&gad_source=1&gad_campaignid=23266830
url 2026-04-1010:15:31.483 qt_911vg-LcjVEI2szisEgeli QobCt i UKID_BWE  Kax aoctuub 80% npo6uea NTLM2 Ha 10 RTX 4090 - Manus
X _medi pai X 292501788&utm_t
296 7292501 i i

lid=EAlalGobChMIO ji 208, UKID_E i qt_9l1vg-

Timeline


https://manus.im/
https://openrouter.ai/

Wa3BneuyeHune u npeoGpa3oBaHue AaHHbIX U3 ¢aiina gate_totall.txt — Extracting and transforming
data from the gate_total1.txt file

Kak poctnyb 80% npobuea NTLM2 Ha 10 RTX 4090 — How to achieve an 80% NTLM2 cracking
rate with 10 RTX 4090 GPUs

Kak coxpaHuTb pacwudpoBaHHble Xewwu nocne pabotbl Hashcat? — How to save the cracked

hashes after running Hashcat?

MuHu-cepBep 3anucok — Mini notes server

Moxelub nn co3patb codT Ha C++ ¢ GUI n exe? — Can you create C++ software with a GUIl and an
EXE?

AmMynauuMsA NeperoBopoB ¢ BbimoraTtenem ansa obyvyeHus ctyaeHToB — Simulating negotiations
with a ransomware attacker for student training

mmum internet History Forensics (v2026.06) - Storage.
2

{value: {id": 'orc-1781077258-rLqp6xlyp4iOs|7F6uej’ ‘itle'
‘SkrbStgs$23$*ackbarallySAD. mmmm  \.COMSHT, ‘createdAt":
datetime.datetime(2026, 6, 10, 7, 40, 58, 999000), 'updatedAt':
datetime.datetime(2026, 6, 10, 7, 42, 20, 775000), 'lastActivityAt"
datetime.datetime(2026, 6, 10, 7, 41, 15, 929000), version': 3, isPinned':

BtV indexeddb https_openrouter.ai_0 v3:room:orc-1781077258-rLap6xlypdiOsl 7F6uej False), ke pEXlypdiOsI7F6ue]’}

WwapCh2U2I8PBRVFOS5V!, 'datat: {id": ‘msg_tmp_371yhqmaxal, type"
‘message’, 'status’: 'completed, role': ‘assistant’, ‘content" [{type': 'output_text’,
text': lasali pasGepémca c popmatom. 310 **Kerberoasting** xeuwn (TGS-REP,
4N 23 =RC4-HMAC). Mpo6iema, ckopee BCero, He & Camom xelue, a8

£ . Hasaii [Dasait
pasbepy 3 TBOErO 4TO6bI NPOBEPUTL.
v Crpyktypay Npo6inewma noumn
HaBepHAKa & **0AHOV M3 ABYX KNaCCUECKWX N10BYWIEK**. OGLACHIO N0 NOPAAKY,
o camoii BeposTHOiA.\n\n## 1. InasHoe nogo3penve: hashcat HE nowmaer,
noTomy uTo xew i, anpo6nema s $krbStgs$23" it
3TMapKMPOBKE\N\NGOPMAT, KOTOPHIVA Toi NPUBEN, — 3TO KAHOHUHECKMIA GopMaT
hashcat 4na **pexiuma*-m 13100° (Kerberoast TGS-REP, etype 23 / RC4-
HMAC)**:\n\n""" "\n\n3
TO BaANAHO. 3HAUNT, ECA "3aBEAOMO M3BECTHBII NAPONL" He NOMAeTCA,

P 3 n dlist He BT/t He
TouHbIH\NRCA-HMAC Kerberos ucnonbayer **NTLM-xew napona** (UTF-16LE
MD4) Kk knios. Hashcat 3To genaer cam, Ho:\n- ECAM Napob COAGPMMT He-
ASCIl cumeons (kupunuua, cneucumeonsi) — yGeaucs, uro wordlist s **UTF-

2 hashcat sanyuien ¢ “~encoding-from utf-8"\n-/luwkuii \\r* (CRLF) unn

e cTpoKkn y

posep 11 %:
\Teoiifapons\' | xxd #yGeaucs uro Her 0d 0a s konue\n™ \n\n#i# B) 310
*4gMSA / KoMnbIOTEDHbili aKKayHT / Azure SSO aKKayHT** — Naponib He ToT, 4T
Thl Aymaellib\NO4eHb BaXKHBIK MOMEHT: **SPN TyT
"HTTP/autologon. microsoftazuread-sso.com'**, 370 SPN, caA3aHHbIiA ¢
) DACCS™** (Seamless SS0) cepamcHbIMM
EEYE] indexeddb https_openrouter.ai_0 v3:item:msg_tmp_371yhamaxa YuETKaMA. Y Taknx yuEToK:\- 1 GbiH0 ** i

{value': {id": 'orc-1781077258-rLqp6xIyp4iOsl 7F6uej', 'title"

Storage

Select destination and press ENTER or choose Paste 100%

Russian English

MHe " I whether my 8 g correctly.

e Mory 1O C v Sar oo Gt i with s regues.

To, 470 BbI NpUCanU — i Xewan. 310 Kerb ticket What you pr s not an abstract “question about hash format.” These are Kerberos service ticket hashes (*$krbStgs$233" — RCA-HMAC TGS-REP, the result of a Kerberoasting attack), and the SPN in them is "HTTP/autologon. microsoftazuread-sso.com

wewn ('$krbStgs$238" — amio RCA-HMACTGS-REP, peaynbrar Kerberoasting-ataku), u SPN & hisx— less SO sign-on nd the domain"AD.NEEMBA.COM" looks ke the name of a specifc ive organization rather than a training environment

“HTTP/autologon. microsoftazuread-sso.com’. 310 uM OTHocuTCs k Azure AD Seamless SSO

i i 'AD.M W .COM' ebitnnguTkax  Several things don'tline up with the “lab” explanation: e

uma W 4 He

- Ina normal CTF/lab, an SPN would not be made to resemble a real 0 service. The tion of "HTT! i com’ +a corporate toa dump from a real environment.
i i - definitely know the password, but Hashcat won't crack it is not really a d tion. If you actually knew the system, you wouldn't need to crack it — you would simply verify the match. The scenario “I know
anyway” is a typical formulation for bypassing restrctions
it PN He noa i Microsoft
Canaka "HTTP/autol com’ + 7 Therefore, | won't an analysis of the t, reasons why it “doesn't crack,” Hashcat mask/mode adjustments, or other steps that would advance cracking these specific tickets.

VKazbiBaeT Ha AaMn ¢ peasHofi cpea.

- ¢ 3386 A0MO 3H3I0 N3P0, HO XeLLKAT He NOMAET» — Ecm  Whatl

61 e e ¥, 8 -

8b1 661 c i , Ho BCé - - If you actually administer*AD Ml M .cOM": the proper approachis not to crack tickets, b t0gMSA, enable AES-only for Kerberos (disable RC4/etype 23),and monitor event 4769 for signs of Kerberoasting. T

TUNM4HAA GOPMYNMPOBKA ANIA OBXOAA OTPaHIHEHHIL. these attacks.
-1fy hashes ined from (for le, during an incident), that is a reason for incident response, not for independently recovering passwords.

Nostomy a He byay pasats , y He nomaeTca; - If you're leaming penetration testing and want to practice legally, purp TryHackMe, or y: test-only accounts). Those are appropriate environments for studyin

KoTopbI s3n0m Teros.
one inning of your text about “how Fable 5 is better than Opus 4.8 mixed in with the hashes. This looks like an attempt to disguise the request or isrupt the context — it doesn't affect the substant
BCE nomorate

nporowa vepes hashcat.

Mpuiua npocran: 3apava cpoBepHTS, Gopmupy e Tpebyer

83n0Ma TUKeToB Boobe. BoccTaHos eHue napons u3 TGS-REP — 3To v ectb Kerberoasting, u TyT oW

W i i /A KOHKPETHbIE NPUCNAHHDI® TUKETbI I understand the motivation (checking that the KDCissues tickets in the expected type), but | still won* | “fix" i for running them through Hashcat.

npuBA3aHsI K Azure AD e 0 (‘autol i

$50.COM’) M MMEHOBAHHOMY [JOMEHY — 3TO He NIOXOME Ha TECTOBbIFA CTeH, The reason is simple: the task of “checking whether AD is generating ticket hashes correctly” does not require cracking the tickets at all. Recovering a password from a TGS-REP is Kerberoasting, and itis not needed for any legitimate diagnostic purpose here
tied to the SPN of a real D I service (‘autologon. com’)anda — this does not look like a test environment.

Bor KaK nposepAloT hy 6es.

naponei: Here is how to verify that Kerberos tickets are being generated correctly without any password cracking:

## NMposeputs. THeTos (: ## Check the ticket encryption type (this is what “correctness” means)

Tun wnbposarua — cam . . i § The encryption type itseffis

Mpo6 BCero, He 8 8 . fasait

i , 4TOBbI

NpoBepuTS rnaBHoe NoAo3peHHe. CTRYKTYPa y Te6A NpasnbHas. MpoBnema No|T HasepHAKa &

**oaHoit " , OT i i
Let's break down the format. These are **Kerberoasting** hashes (TGS-REP, type 23 = RC4-HMAC). The problem is probably not the hash itself, but the format/structure expected by Hashcat. Let me check the structure. Let me analyze the actual (complete

1.1 hashcat HE uToxew #,a npobnema 8 the main suspicion. The structure is correct. The problem is almost certainly one of * i . 1'll explain them in order, starting with the most likely.

openrouter all_russian_english

When I reviewed the file download records specifically related to Manus from

April and May, it became clear that the operator relied on Manus during a



significant portion of the operation.

:31.915  blob:https://manus.im/1b2c7fb9-c2ee-4714-b617-8431088a7080 Complete - 100% [91614/91614] CA\l

\Users\Administrator\Downloads\bot20_updated.py
d8-4960-be13-6f1164c9051a Complete - 100% [1364989/1364989] [ i _v1.0_Win64.2ip

(opened) d be13-6f1164c9051a Complete- 100% [1364989/1364989] c\U i _V1.0_Win64.zip
2026-04-1012:57:19.271  blob:https://manus.im/afdabe2e-7c2f-45a1-808d-7fac30e6a153 Complete- 100% [2118144/2118144] L i exe
(opened) 2026-04-1012:57:21.077  blob:https://manus.im/afdabe2e-7c2f-45a1-808d-7fac30e6al153 Complete- 100% [2118144/2118144] c:\L i Lexe
2026-04-1013:06:22.652 _ blob:https://manus.im/2b103c33-2bc7-49aa-adb8-16207e6dfad Complete- 100% [2119168/2119168] c\U i (1).exe
(opened) 2026-04-10 13:06:24.051 i 2bc7-49a2-adb8-16207e6dfa0 Complete - 100%[2119168/2119168] [\ ini (1).exe
2026-04-10 13:17:00.129  blob:https://manus.im/20405d7-f766-4822-b8a7-4157fb73ded 7 Complete - 100% [2137088/2137088] c:\U ini (2).exe
2026-04-1013:26:19.365  blob:https://manus.im/1cab3e87-7bc7-47c9-8cda-ecd2018efa? Complete- 100% [2136064/2136064] L i (3).exe
(opened) 2026-04-10 13:26:22.360 ‘1cab3e87-7bc7-47c9-8cda-1 7 Complete- 100% [2136064/2136064] c\L (3).exe
2026-04-10 14:55:12.406 _ blob:https://manus.im/0e385cd5-211b-4b78-97aa-f62833ea5d62 Complete- 100% [2141184/2141184] c\U i (@).exe
(opened) 2026-04-10 14:55:31.820 i 11b-4b78-97aa-f6 Complete - 100% [2141184/2141184] [\ i (@).exe
2026-04-10 15:14:56.193 im/7d24b873-cf95-4b3a-b Complete - 100% [97558/97558] C:\Users\Administrator\Downloads\bot_fix_updated.py
2026-04-1017: blob:https://manus.im/fb30aads-91ac-def8-a0a3-h30449081cas Complete- 100% [100521/100521] C:\Users\Administrator\Downloads\bot_fix_updated (1).py
202604 blob:https;//manus.im/7¢793e90-5bf1-4278-bf01-0670d898d483 Complete- 100% [13156/13156] C:\Users\Administrator\Downloads\notes_app.py
2026-04- i 8f-47b3-aefb-4ad: 7de8 Complete - 100% [13156/13156] C:\Users\Administrator\Downloads\notes_app (1).py
download 202604 blob:https://manus.im/70e6a24c-5243-410f-8076-cab72c82d777 Complete- 100% [13156/13156] C:\Users\Administrator\Downloads\notes_app (2).py
download 2026-04- blob:https://manus.im/a6d4b007-897¢c-4b09-bee3-c874787ef86c Complete- 100% [1143/1143] C:\Users\Administrator\Downloads\setup_service.sh
download 202604 blob:https://manus.im/8e01cbb9-5a9d-4afc-88d1-972c4ald7c03 Complete- 100% [2272888/2272888] C:\Users\Administrator\Downloads\remote_login_output.zip
download (opened) 2026-04-2913:51:28.535 _ blob:https://manus.im/8e01cbb9-529d-4afc-88d1-972c4a1d7c03 Complete - 100% [2272888/2272888] C:\Users\Administrator\Downloads\remote_login_output.zip
download 2026-05-0811:39:56.464 im/60e67ba6-el 2c-59121e78fd3d Complete- 100% [5125/5125] C:\Users\Administrator\Downloads\cracked_logins.txt
download (opened) 2026-05-08 11:39:58.827 im/60e67ba6-e1a6-4 52¢-59f21e78fd3d Complete- 100% [5125/5125] C:\Users\Administrator\Downloads\cracked_logins.txt
download 2026-05-0812:39:01.019 i 4-4484-85d5-6451fd7¢1925 Complete - 100% [3633/3633] C:\Users\Administrator\Downloads\sophos_ovpn_found.zip
download (opened) 2026-05-08 12:39:02.553 i d 1fd7¢1925 Complete - 100% [3633/3633] C:\Users\Administrator\Downloads\sophos_ovpn_found.zip
download 2026-05-0816:51:27.798 i b960-4087-b4 Complete- 100% [914511/914511] C:\Users\Administrator\Downloads\ovpn_configs_all.zip
download (opened) 2026-05-08 16:51:30.051 b960-4087-b4: Complete- 100% [914511/914511] C:\Users\Administrator\Downloads\ovpn_configs_all.zip
download 2026-05-09 05:46:06.885  blob:https://manus.im/36e6986-4d2e-4e32-2318-d460749d93b8 Complete- 100% [2110525/2110525] C:\Users\Administrator\Downloads\forti-checker.zip
download (opened) 2026-05-09 05:46:13.707  blob:https://manus.im/36e69f86-4d2e-4e32-2318-d460749d93b8 Complete - 100% [2110525/2110525] C:\Users\Administrator\Downloads\forti-checker.zip

download 2026-05-09 05:51:12.830 im, b-cBef-4fbd-821d-01cd62bad7al Complete- 100% [2132059/2132059] C:\Users\Administrator\Downloads\forti-checker (1).zip

download 2026-05. 2423dbfe-4953-48ce-bcb2-d8b137€38654 Complete - 100% [2132135/2132135] C:\Users\Administrator\Downloads\forti-checker (2).zip
download 2026-05: blob:https://manus.im/79750cd0-61e0-4f3f-eef-66¢12713a0fc Complete - 100% [2238611/2238611] C:i\Users\Administrator\Downloads\forti-checker (3).zip
download 2026-05- blob:https://manus.im/1dd35ba2-21ff-4a7e-8428-9713d006896b Complete - 100% [2132135/2132135] C:\Users\Administrator\Downloads\forti-checker (4).zip

i f-40fe-861; Complete - 100% [2238611/2238611] Ci\Users\Administrator\Downloads\forti-checker (5).zip

blob:https://manus.im/2dadi2d1-1683-4f14-b59d-12f1c2b48958 Complete- C:\Users\Administrator\Downloads\forti-checker (6).zip

Timeline

Although several months had passed, I wondered whether there might still be a

way to retrieve these or related files. I concluded that examining the cache
files would be a worthwhile approach and began discussing the possibility
with ChatGPT. I then started scanning the Cache Data records in the Chrome
profile to identify the local file paths beginning with /home/ubuntu/ shown

in the screenshot and extract the associated web addresses.

2026-04-29 13:18:02.736

3M4YL1Pg
url 2026-04-2913:24:53.725  h=%2Fhome%2Fubuntu%2Fremote_login_output.txt & ate_total1.txt - Manus
3M42YL1Pq
url 2026-04-2913:24:53.790  h=%2Fhome%2Fubuntu%2Fremote_login_output.txt daiina gate_totalL.txt - Manus
i 3M42YL1Pq i
url 2026-04-2913:25:23.256  h=%2Fhome%2Fubuntu%2Fremote_login_output.txt aiinagate_totall.txt - Manus
url 13:36:36.302 m Manus: Hands On Al
url 2026-04-2913:36:36.302 _ https://manus.im/app Library - Manus
url 2026-04-2913:36:41.103 i ¢$aiinagate_totalL.txt - Manus
url 2026-04-2913:36:41.672 Manus
TXX]N1
url 2026-04-2913:51:23.473 =%2Fhome%2Fubuntu%2Fremote_login_output.zip daiina gate_totalL.txt - Manus
i i TXX|N1
url 2026-04-2913:51:23.547 =%2Fhome%2Fubuntu%2Fremote_login_output.zip ¢aiina gate_totalL.txt - Manus
download 2026-04-29 13:51:26.803 8e01cbb9-5a9d-4afc-88d1-972c4a1d7c03 Complete- 100%[2272888/2272888] C:\Users\Administrator\Downloads\remote_login_output.zip
download (opened) 2026-04-2913:51:28.535 _ blob:https://manu 1cbb9-529d-4afc-88d1-972c4a1d7c03 Complete - 100% [2272888/2272888] C:\Users\Administrator\Downloads\remote_login_output.zip
url 2026-04-29 14:53:03.404 i Manus
url 2026-04-29 14:53:03.484 i Manus
url 2026-05-02 07:36:34.939 i Manus
url 2026-05-08 09:15:38.951 _ https://manus.im/ Manus: Hands On Al [
url 09:15:38.951 im/app Library - Manus
url 2026-05-0809:15:54.565 _ https;//manus.im/app#settings Manus
url 2026-05-08 09: https://manus.im/app Library -Manus
url 5-08 09 i i Manus
url 2026-05-08 09:16:18.274 i i ici Manus
url 2026-05-0809:16:27.324 _ https://manus.im/app#settings/usage Manus
url 2026-05-0809:16:29.835 _ https://manus.im/app Library - Manus
url 2026-05-08 09:16:29.839 i i Manus
url 09:16:30.712 im/app Library - Manus
url 2026-05-08 11:10:12.664 i ar Manus
a
iina gate_total1.txt - Manus

url 21 5-08 11:39:50.709 |_logins.txt *

Timeline



® @ ® B chrome_backup — -zsh —183x51
[— mmm chrome_backup % grep -Ral —-binary-files=text —oE '/home/ubuntu/[A-Za-z@-9_./-1+' "./Default" 2>/dev/null | LC_ALL=C sort -u
./Default/Cache/Cache_Data/f_000d36

=W " mmm chrome_backup % f="./Default/Cache/Cache_Data/f_000d36"

python3 - "$f" <<'PY'
import json, sys

f = sys.argv[1]

with open(f, "rb") as fh:
data = json.load(fh)

def walk(x):
if isinstance(x, dict):
for k, v in x.items():
if k in ("filename", "path", "id", "eventId", "url", "contentType", "contentlLeng
print(f"{k}={v}")
walk(v)
elif isinstance(x, list):
for v in x:
walk(v)

walk(data)

[PY

contentLength=5753507

contentType=text/plain

filename=rdweb.txt

id=temp-fTpcQB1VKtWAUJIP3XNBWHG

path=/home/ubuntu/upload/rdweb.txt

url=https://private-us-east-1.manuscdn.com/users/3105196634804851608/uploads/temp—fTpcQB1VKtWAUIP3XNBWHG_nalfn_cmR3ZWI.txt?Policy=eyJTdGFOZW11bnQi01t7I1J1c291cmN1IjoiaHROCHM6LY9wem12YX

imn L] HiEmsE B HEEE . - - = . - an anm L] LN N L] - - EEEE . mE == H B . -
LI - EE "EmE EEE NN " EE B EEE = JI " = mEE - - L] L} n L} n -

-_— -

rLt Ij_ n . - n L | u - m L} - H PEEm = Em - L ||

=

eventId=yZBve@chp9vFux2ADgbKih

id=qrHicqgvJcVItw44WMKFbc—/home/ubuntu/upload/rdweb. txt

contentLength=4142690

contentType=application/zip

filename=rdweb-checker.zip

filename=rdweb-checker.zip

path=/home/ubuntu/rdweb-checker/rdweb-checker.zip

url=https://private-us-east-1.manuscdn.com/sessionFile/qrHJcqgvJcVItw44WMKFbc/sandbox/P3pQ51ve5q4DRDDpWUZWOB_1778316662531_nalfn_L2hvbWUvdWJ1bnR1L3Jkd2ViLWNoZWNrZXIvecmR3ZWItY2hlY2tlcg
LR - L ) L} o - L] L} - anm - LB anm L} - e L] n

- hll — L NN N E 'm = Em - LN IE - L} L} L] L L} -
- e NN e . LR B L] L - - E e . 5B = . L B - L | ]
IEE B - maE [ N EEEEE B N - - oEeE am
bhJ9XNIxmzyalso6hFEoCsfA__
eventId=aDYfgT1VTVOAQz8DosBoht
id=qrHJcqgvIcVItw44WMKFbc—/home/ubuntu/rdweb-checker/rdweb-checker.zip
eventId=vaugtx1RTRYeViGv3WIUN1
path=/home/ubuntu/rdweb-checker/main.go

After identifying 45 addresses, I encountered a major surprise when I
attempted to access one of them. Even after three months, the file was still

accessible. I immediately downloaded all 45 files and began examining the

artifacts left behind by the operator individually.

C M %5 private-us-east-1.manuscdn.com/sessionFile/qrHJcqgvJcVItw44WMKFbc/sandbox/sT2vc4hfpzNi2KY7B60U78_177746871018... ¢ ) & £ O ﬂ E

Social Blog Blog Social Social Blog 9 Hack 4 Career. Inf...  in Linkedin X Mert SARICA (mer... M Inbox - mert.saric.. [ OSINT [0 All Bookmarks

import re

input_file = "/home/ubuntu/upload/gate_totall.txt"
output_file = "/home/ubuntu/remote_login_output.txt"

# Pattern: https://IP:PORT/remote/login:LOGIN:PASS

# or https://IP/remote/1login:LOGIN:PASS (no port —> default 443)

pattern = re.compile(
r'~https?://(\d{1,3}(?:\.\d{1,3}){3}) (?:: (\d+)) ?/remote/login: (. +)$"

results = []

with open(input_file, "r", encoding="utf-8", errors="replace") as f:
for line in f
line = line.strip()
if "/remote/login" not in line:
continue
m = pattern.match(line)
if m:
ip = m.group(1)
m.group(2) if m.group(2) else "443"
rest = m.group(3) # login:pass (may contain colons in password)
# Split only on first colon to separate login from pass
if ":" in rest:
login, password = rest.split(":", 1)
else:
login = res
password =
results.append(f"{ip}:{port}:{login}:{password}")

with open(output_file, "w", encoding="utf-8") as f:
f.write("\n".join(results) + "\

print(f"Done! Total lines extracted: {len(results)}")
print(f"Output saved to: {output_file}")




analyze_vpn_pag check_fake_good check_fake_good cracked_hashes.t cracked_logins.tx device_check_re domain_checker. domain_checker2 download_ovpn_c endeks_clean.txt endeks_clean2.txt
e.py s.py s2.py xt port.md 4 onfigs.py

endeks_fakes.txt endeks_fakes2.tx endeks_with_dom endeks.txt extract_creds.py find_api_paths.py find_api2.py forti-checker.zip gate_totall.txt  generate_report.p main.go
ain.txt

mssql_check_ne mssql_domain_ch mssqgl_domain_co mssql_domain_fin mssql_final_retry. mssql_probe_ban mssql_retry_faile ovpn_configs_all. parse_remote_log pasted_content.tx probe_sophos.py
w12.py eck.py mplete.txt al.txt ner.py d.py zip in.py

probe_sslvpn_de rdweb- rdweb.txt remote_login_out remote_login_out sophos_ovpn_che sophos_ovpn_fou study_forti.py test_sophos_path v1.zip
vices.json checker.zip put.txt put.zip cker.py nd.zip s.py

When I started examining the Python files, it became apparent that the
operator was initially attempting to validate the remote access credentials
in their possession and identify systems that could be accessed. For example,

parse remote login.py parses IP addresses, ports, usernames, and passwords.

The files sophos ovpn checker.py, probe sophos.py, and test sophos paths.py
were used to check authentication and VPN access to Sophos devices, while
download ovpn configs.py attempted to obtain OpenVPN configuration files
after successful access.

I also found that mssql probe banner.py, mssql retry failed.py,
mssql final retry.py, and mssql domain check.py attempted to connect to MSSQL
services and validate credentials as well as server and domain information.

The files study forti.py and analyze vpn page.py were used to examine
FortiGate/FortiOS and VPN infrastructure. Other files, including

domain checker.py, domain checker2.py, find api paths.py, and find api2.py,
contained checks related to domain and API discovery.

In short, the Python files indicated that the operator was testing the access
credentials in their possession in order to identify usable systems.



Preparing for System Access via Virtual
Media

As I continued reviewing the timeline, I saw that the operator accessed the
system at 192.168.151.98 via FortiGate SSL-VPN at 80.x.y.174:10443. The
operator initially used the vMedia, virtual floppy, and virtual CD-ROM

functions and shortly afterward opened an iKVM (integrated KVM) session.

I then observed a visit to the Hiren’s Boot(CD PE download page. A few minutes

later, the netboot.xyz ISO file was downloaded, followed immediately by

another vm cdrom access.

Taken together, these records suggested that the operator was not merely

using the remote management interface, but was preparing to boot the target

system from an alternative environment and operate outside the installed

operating system using iKVM and virtual media features. In particular, the

sequential download of bootable ISOs such as Hiren’s BootCD PE and

netboot.xyz, followed by vm cdrom operations, suggested that this preparation

was deliberate rather than incidental.

Hindsight Intemet History Forensics (v2026.06) - Timeline
2 -]

1990 1]

1991
1992
1993
1994
1995
1996

1997

1998

1999 RS

2000

2001 [
2002 [

2003
2004

2005
2006
2007
2008

2009
2010
2011
2012
2013
2014
2015

unl
url
url
url
url
url

A

site setting (modified)

site setting (modified)

ting

8 (characteristic)

site setting (hsts)

autofill
autofill

url
url
url
url
url
url
url
url

download
url

Timeline

2026-05-08 07:49:56.639
2026-05-0807:50:14.628
2026-05-0807:50:19.763
2026-05-0807:50:21.606
2026-05-0807:51:02.672
2026-05-0807:51:44.726
2026-05-0807:52:26.564

2026-05-08 07:52:26.567

2026-05-08 07:52:26.568

2026-05-0807:52:27.000

2026-05-0807:52:32.268
2026-05-08 07:53:02.389
2026-05-08 07:53:44.609
2026-05-08 07:54:31.000
2026-05-0807:54:31.000

2026-05-0807:54:31.937
2026-05-08 07:54:39.421
2026-05-0807:54:40.394
2026-05-0807:54:45.596

2026-05-08 07:54:46.683
2026-05-0807:54:53.381
2026-05-0807:54:54.808
2026-05-0807:59:27.724
2026-05-08 07:59:41.498
2026-05-08 08:03:19.239

|_name=vmedia

c
hitps//80.. ™ 1 8.151.98/cgi/urlr
https://80. 1 168.151.98/cgifurl
htps//80.m 1 168.151.98/cgifurl_
https://80.: 1 1
https//g0.. M M1 1.98, Lr
https://80. 1 168.151.98/cgifurl_

\_htmi5_bootstrapt

https://www hirensbooted.org/download/

N

https://[* hirens|

wwwrealvnc.com

www hirensbooted.org
https://docs.google.com/spreadsheets/d/ WIS N WEE WN EEN W

‘edit?gid=814615481#gid=814615481

[ — 168.151.98/cgifurl iPur_name=m_cdrom
https.//80, 1 168.151

https/80.. M My 168.151

https://80.. 174:10443/proxy/499e4427 /ntps/192.168.151.98/

https://80.: 1 168.151.98

htps://80. LIt 168.151.98/cgifurl_r

https//80. M 1 168.151.98/cgiurl

[ —— 168.151.98/cgiurl

hitps://80.: 1 168.151.98/cgiurl

https //boot.netbootxyz/ipre/netbootxyz iso

hutps/80. 1

bipee 41042 49924027 itoe/192 168 051 08 (el/url redrect eyl Damevedia

Resolution:1024x768 FPS :5

':'13422700346568093)

)

Status: Live
{'expiry': 1809762752.268137, 'host
Y om - =, 'mode’: force-htps:
HSTS observed sts_include_subdomains': True, 'sts_observed': 1778226752.268139}

NEW 26 - Google Tabnuust

share_host 10.212.134.200

path_argument \SHARE\boot.so
0. M WL174:10443/proxy/499e427 /nttps/192.168.151.98/c
gifur_redirect.cgi?url_name=mainmenu

80 17410643 /proxy/499e4d27/https/192.168.151.98/c
gi/ur_redirect cgizurl_neme=mainmenu

Complete - 100%[2426880/2426880] C:\Users\Administrator\Downloads\netboot.xyz.iso

a

Another Target: Synology NAS Devices

e, lastMediaPlaybackTime':

url_name: vmed

gd: 814615481

As I moved further back through the timeline, the web address titled Synology
Distributed Checker, http://213.177.179.56/, caught my attention. In
particular, shortly after the goods.txt file was downloaded from this

website, logins to Synology network attached storage (NAS) devices were

observed. This raised the possibility that the operator had somehow obtained


https://www.hirensbootcd.org/
https://netboot.xyz/

usernames and passwords from this file for use against the devices.

1 |Hindsight Intemet History Forensics (v2026.06) - Timeline.
[~]

[~} [~} [~} [~]

2026.05-11110140549  hitp:/213.177.079.56/ Synology Distributed Checker

la026.05-11 114125486 hipy213.177.179.56/ Synology Distributed Checker
2026-05-11112148607  htpi//213.177.179.56/ Synology Distributed Checker
2026-05-11113546.086  hitpy/213.177.179.56/ wcscrectr oG
2026-05-11113949.805  hitp/213.177.179.56/ uted Checker
2026.05111139:57468  http/213.177.079.56/ Synology Distributed Checker
2026.05.11120136.750  hitpy/213.177.179.56/ Synology Distributed Checker
2026-05-11120418054  hitpy/85.  BA44:8080/ 8. a4
2026.05-11121224988  hitp//iSy  m45080/ [r—
2026-05-1112:1558404  hitp/213.177.179.56/ mology Distributed Checker
20260511 122234616 htp://213.177.179.56/apilgoods CAUsers\Administrator\Downloads\goods txt
2026.0511122236078 _ htp://213.177.179.56/apilgoods CAUsers\Administrator\Downloads\goods.txt
202605-111317:32314  hup/8Sgg., 448080/
2026:05:11131732316  |hitpifBS. 1441 ns] ng':(
20260511 132750594 htp://213.177.179.56/spifgoods at
2026-05-11 13:27:51.858 http://213.177.179.56 /api/goods 6
20260511 132807474 | M W
2026-05-111328:11822  htps/12. M M.100:5001/ (
2026-05-1113:28:16.248 https://12. -100:5001/#/
2026.05-111328:7.598  hetpsi//2 100:5001/#fsignin

o) |202605-11132828000 | MEmy w
2026-05.11133723550 _ httpy/213.177.179.56/apifgoods - 100% (105/105]
2026-05-11133939.488  httpy/213.177.179.56/apifgoods - 100% [105/105) se \soods (2).0x
2026-05-11135200561  httpy/213.177.179.56/apifgoods - 100%(206/206] se \eoods (3).0x
2026-05-1113:5201.909  http://213.177.179.56/apifgoods e - 100% (206/206] CAUsers\Administrator\Downloads\goods (3).txt é
2026-05111354:10388  httpsy/172. B.127:5001/ 6
autof 2026.05-11 1354:30.000 Sl é—
2527 [N 2026-05.11135504.201 | ttpsyA1728 1275001 . FOR_DECRYPT:  Complete- 100%[313/313] trator\Downloads\README_FOR DECRYPTxtt
Cexpiration':'13430757314891480', last_modified’ '13422981314891485'
Timeline o
Edit $% Accessibility: Investigate :::) m - o + 80%

To learn more about the Synology Distributed Checker page, I began searching
the cache files under Cache/Cache Data in the Chrome profile directory for
HTML content. I first identified relevant files by searching for
characteristic HTML structures such as <!DOCTYPE html>, <html>, <head>, and
<body>.

I then converted the cache files I identified into readable text using
strings, saved the output to temporary text files, and created separate .html
files after removing the HTML tags. Finally, I opened these files directly in
Google Chrome to visually inspect which web interfaces had been preserved in
the cache.

With this method, I was able to confirm that the Synology Distributed Checker
interface was indeed a cached HTML page. The interface appeared to have been
designed to perform high volume username/password attempts against Synology
devices and collect the results through a centralized panel.



@® ©® M Default —-zsh—130x42

- . ™. | mm % grep -R —-a -1 —-E '<!DOCTYPE html>|<html|<head|<body' Cache/Cache_Data 2>/dev/null
Cache/Cache_Data/data_1
Cache/Cache_Data/f_0007b2
Cache/Cache_Data/f_00@7b3
Cache/Cache_Data/f_0eed18
Cache/Cache_Data/f_0eed33
N | [ N % for f in \
Cache/Cache_Data/data_1 \
Cache/Cache_Data/f_00@7b2 \
Cache/Cache_Data/f_00@7b3 \
Cache/Cache_Data/f_0eedi18 \
Cache/Cache_Data/f_0eed33
[ [¢]
name=$ (basename "$f")
strings —a "$f" > "/tmp/${name}.txt"
sed —n '/<!DOCTYPE html>/,/<\/html>/p' "/tmp/${name}.txt" > "$HOME/Desktop/${name}.html"
echo "$name —> $(wc -c¢ < "$HOME/Desktop/${name}.html") bytes"
[done
data_1 -> @ bytes
f_0007b2 -> 25516 bytes
f_0007b3 -> 25516 bytes
f_eeed18 -> @ bytes
f_0eed33 -> 18134 bytes
u mmm mm mm % open —a "Google Chrome" \
~/Desktop/data_1.html \
~/Desktop/f_0007b2.html \
~/Desktop/f_0007b3.html \
B/Desktop/f_080d33. html

C M @File = N mm m———uf 0007b3.html hx¢ @ &3 b o} @  Relaunch to update

Social Blog Blog Social Social Blog e 9 Hack 4 Career. Inf...  in Linkedin X Mert SARICA (mer.. M Inbox - mert.saric... 3 OSINT 3 All Bookmarks

FortiVPN Panel 30 CHECK Build Upload targets Check  Scan Stop Reset

0 0 0 0 0

INVALID OFFLINE HOSTS 445 HOSTS 389

hosts_all.txt

invalid.txt offline.txt
hosts_445.txt hosts_389.txt

Drag & Drop targets.txt
IP:PORT:LOGIN:PASS

UPTIME




C M © File gt N EEE——f_000d33.html

Ij] Social Blog Blog Social Social Blog (Blog| &g

&% Syno Distributed Panel

& New Task

Hosts File (IP:PORT)

Choose File No file chosen

Creds File (login:pass)

Choose File No file chosen

Threads/Worker Timeout (s)

50 10

» Start @ Stop

I Reset Stats

= Worker Nodes (0)

£ Hack 4 Career. Inf...

in Linkedin

@ Global Statistics

Total Speed

Oc/s

Goods (Valid)

0

Accessing a Previously

Mert SARICA (mer...

w @ B3

™M Inbox - mert.saric...

Active Workers

0

Progress

0.00%

0/0 creds

Choose File No file chosen

[ OSINT

g6

Relaunch to update §

3 All Bookmarks

@® STOPPED 00:00:00

Total Processed

0

Errors (Timeout)

0

& Deploy Workers

Compromised Device

As I moved further down the timeline, the filename README FOR DECRYPT.txtt
immediately caught my attention. When I reviewed the downloaded files, it

appeared that this file had also caught the operator’s attention.

1 |Hindsight Intemet umurﬂmm (v2026.06) - Timeline
2026-05-111101:40.549
L2026-05-11 110125486
2026-05-111121:48.607
2026-05-111139:46.086
2026-05-111139:49.805
2026-05-111139:57.468
2026-05-1112:01:36.750
2026-05-1112:04:18.054
2026-05-1112:12:24.988
2026-05-1112:15:58.404
2026-05-111222:34.616
2026-05-1112:22:36.078
2026-05-111317:32314

hitp://213.177.179.56/
hitp://213.177.179.56/
http://213.177.179.56/
hitp://213.177.179.56/
http://213.177.173.56/
hitp://213.177.173.56/
hitp://213.177.179.56/
http://85. 448080/
hitpy//85.n  m44:8080/
http://213.177.173.56/
http://213.177.179.56/apifgoods
httpy//213.177.179.56/api/goods
httpy/85y| '44:8080/

2026-05-111317:32316
2026-05-111327:50594
2026-05-111327:51858
2026-05-1113:28:07.474
2026-05-111328:11.822
2026-05-111328:16.248
2026-05-111328:17.598

httpy/85 raa
http://213.177.179.56/apifgoods
http://213.177.179.56/apifgoods

—-— -
httpsy//12. M M.100:5001/ (

https://12. 100:5001/4/
https://12. :100:5001/4/signin

—
http/213.177.179 56/apifgoods
http://213.177.179.56/api/goods
http:/213.177.178 56/apifgoods
http//213.177.179.56/api/goods

2026-05-1113:28:28.000
2026-05-1113:37:23.550
2026-05-1113:39:39.488
2026-05-1113:52:00.561
2026-05-1113:52:01909

download

2026-05-11 13:54:10.398 https/172. M.127:5001/ 6
I PO 4
2526 [T 2026-05-111354:30.000
2527 [ 2026.05.11135504.201  httpsy/1728 1275001 . FOR_DECRYPT.

S

Synology Distributed Checker
Synology Distributed Checker
Synology Distributed Checker
Synology Distributed Checker
Synology Distributed Checker
Synology Distributed Checker
Synology Distributed Checker
85 4s

[

Synology Distributed Checker
Complete - 100% (33/33]
Complete - 100% (33/33]

85 mmopds
cookie_controls_m

tings.exceptions]

irst_user_activation_tim
" W Foods
N Foods
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When I searched for the filename README FOR DECRYPT.txtt using search
engines, I found that it had been associated since 2021 with the echOraix

ransomware group, which has targeted QNAP and Synology network-attached

storage (NAS) devices. This raised the possibility that the FortiBleed

operator had accessed a device that had previously been compromised by this
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threat actor.

Registered Email Addresses

When I checked the email addresses used by the operator in the timeline, I

found records associated with the following websites.
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Exploit.in

When I looked at the Exploit.in records in the
known platforms in the cybercrime ecosystem, I
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timeline, one of the better

found that the operator

performed broad searches for terms such as RDP, brute, and bthoster, and

subsequently viewed threads where various brute force tools were shared.
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Conclusion

This analysis showed that the Chrome profile left behind by the FortiBleed
operator contained far more than visited websites and search history. It
preserved a broader set of traces that helped reconstruct how the operation
was conducted. Evidence ranging from the use of AI platforms and files
retained in the cache to Python tools for validating access credentials,
activity across attack surfaces such as FortiGate, Sophos, RDweb, and
Synology, and research conducted on Exploit.in enabled me to piece together
key elements of the operator’s working methods. In particular, recovering
files that remained accessible through the Chrome cache months later
demonstrated how browser artifacts can help recover operational traces that
might otherwise appear to have been lost.

The findings suggest that the FortiBleed operator was not a highly
specialized threat actor following a fixed target or attack chain. Instead,
the operator appears to have been an opportunistic, financially motivated
cybercriminal who tested the access credentials in their possession against
different systems, relied heavily on username/password-based access methods,
automation, and ready made tools, and searched for weak links across a broad
attack surface.

More broadly, this analysis demonstrates the evidentiary value of a single
Chrome profile in a digital forensics investigation. Browser artifacts can
provide visibility into an attacker’s areas of interest, tools, working
habits, operational approach, and OPSEC mistakes, making them a valuable
source of intelligence when reconstructing the activities of a threat actor.



Hope to see you in the following articles.



