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Baslangic

Gundemi yakindan takip edenleriniz, 2026 yilinin Haziran ve Temmuz aylarinda
SOCRadar Tehdit Arastirmacilarinin derinlemesine analiz ettigi, Lynx ve INC
fidye gruplari ile iliskili oldugu ortaya cikan FortiBleed operasyonunu

hatirlayacaklardir.

Bu tir operasyonlarda tehdit aktérlerinin yaptigi kritik (OPSEC) hatalar,
guvenlik arastirmacilarinin dijital izleri takip ederek saldirganin kimligini
ve kullandigi yontemleri aciga c¢ikarmasina yardimci olmaktadir. Ben de bu
yazl ile FortiBleed operatorinin Chrome profil dosyalarindan yola cikarak bir
saldirganin dijital ayak izlerinden nelerin elde edilebilecegini kisaca

gostermeye karar verdim.

Analiz ic¢in ilk olarak 3 Nisan 2026 tarihinde Chrome/Default klasdrunde
olusturulan asagidaki 6nemli profil dosyalarindan hangilerini, neden
incelemem gerektigini, sorular esliginde masaya yatirdim.


https://www.hack4career.com/fortibleed-operatorunun-tarayici-gecmisi/
https://www.hack4career.com/fortibleed-operatorunun-tarayici-gecmisi/
https://www.hack4career.com/inside-the-fortibleed-operators-browser-history/
https://socradar.io/
https://socradar.io/resources/whitepapers/fortibleed-unmasked-inside-the-lynx-and-inc-ransomware-operation/
https://www.mertsarica.com/opsec/

Onemli Dosyalar

History Dosyasi (SQLite)

. Hangi web sitelerine ne zaman eristi?

Hangi arama sorgularini gerceklestirdi?

. Operasyon oncesinde, sonrasinda hangi teknik konulari arastirdi?
. Hangi aracg, servis ve altyapilari inceledi?

Hangi dosyalari, hangi web sitelerinden ve ne zaman indirdi?

Indirilen dosyalar hangi arac¢, yazilim veya altyapilarla iliskili?

N OO o A WN

. Indirmeler ile ziyaret edilen web siteleri veya yapilan aramalar
arasinda zamanlama iliskisi var mi?

Onbellek Dosyalari (Chrome Cache Data)

1. Tarayici tarafindan hangi web icerikleri veya kaynaklar onbellege
alinmis?

2. Onbellek kayitlari hangi web siteleri, uygulamalar veya servislerle
iligkili?

3. Onbellekte dosya adi, dosya yolu, URL veya icerik tiirii gibi bilgiler
bulunuyor mu?

4. Onbellek kayitlarinda tarayici gecmisinde bulunmayan web sitesi,

uygulama veya servis izleri var mi?
Cookies Dosyasi (SQLite)

1. Hangi web siteleri icin c¢erezler bulunuyor?
2. Hangi servislerde oturum ac¢ilmis olabilecegine dair izler var?
3. Hangi servislerin dizenli olarak kullanildigina iliskin ipucglari var mi?

Local Storage Dosyalari (LevelDB)

1. Hangi web siteleri veya uygulamalar tarayicida kalici veri birakmis?

2. Bu veriler hangi web uygulamalarinin kullanildigina iliskin ipucu
veriyor?

3. Kullanici, oturum veya uygulama ayarlarina iliskin bilgiler bulunuyor

mu?
IndexedDB Dosyalari (LevelDB)

1. Hangi web uygulamalari tarayicida kalici ve daha kapsamli veriler

olusturmus?



2.
3.

Bu veriler web uygulamasinin gercekten kullanildigina dair ne soyluyor?
Uygulama icerisinde kullanici, oturum, proje veya islem bilgileri
bulunuyor mu?

Sessions Dosyalari (SNSS)

1.
2.
3.

Son oturumda hangi sekmeler acikti?
Chrome kapanmadan o6nce hangi web siteleri kullaniliyordu?
Son kullanilan servisler veya uygulamalar nelerdi?

Web Data Dosyasi (SQLite)

1. Hangi bilgiler otomatik doldurma ic¢in kaydedilmis?

2. Isim, e-posta, telefon veya adres gibi bilgiler bulunuyor mu?
3.
4
5

Kullanilmis olabilecek e-posta adresleri veya iletisim bilgileri neler?

. Odeme bilgilerine iliskin kayitlar bulunuyor mu?
. Bu bilgiler Chrome profilinin belirli bir kullaniciyla

iliskilendirilmesine yardimci oluyor mu?

Bookmarks Dosyasi (JSON)

1. Aktor hangi web sitelerini Ozellikle kaydetmis?

2.
3.

Hangi servisleri veya araclari tekrar kullanmak lzere isaretlemis?
Kaydedilen siteler tehdit aktorinin faaliyet alanlari hakkinda ne

soyliyor?

Extensions Dosyasi (JSON)

1.

Hangi Chrome eklentileri kurulu?

2. Bu eklentiler hangi amaclarla kullanilmis olabilir?

3. Kurulu eklentiler tehdit aktorinin calisma aliskanliklari veya

kullandigi araclar hakkinda ipucu veriyor mu?

Chrome profil dosyalarinin konumu isletim sistemine gore degismektedir.

Windows: %LOCALAPPDATA%\Google\Chrome\User Data\Default\
mac0S: ~/Library/Application Support/Google/Chrome/Default/

Linux: ~/.config/google-chrome/Default/

Bu dosyalarin bircogu SQLite veritabani oldugu ic¢in sqlite3 komutu ile

rahatlikla sorgulanabilmektedir. Digerleri ise yerine goOre strings yerine

gore jq araclari ile incelenebilmektedir.


https://sqlite.org/

Her bir dosya ile ayri ayri vakit kaybetmeme adina toplu analiz yapabilen bir
ara¢ arayisina girdigimde hindsight isimli web tarayicilari igin

gelistirilmis olan adli bilisim aracini buldum.

Hindsight, URL’ler, indirme gecmisi, Onbellek kayitlari, yer imleri, otomatik
doldurma kayitlari, kayitla parolalar, tercihler, tarayici eklentileri, HTTP
cerezleri ve Local Storage kayitlari gibi web tarayicilarinin biraktigi
dijital izleri incelemek icin gelistirilmis bir aractir.

I1k olarak Google Chrome’un gezinme gecmisini analiz etmek amaciyla
gelistirilmis, daha sonra Chromium tabanli diger uygulamalari destekleyecek
sekilde genisletilmis ve ginumizde Mozilla Firefox profillerini de analiz
edebilmektedir.

Zaman Cizelgesi Analizi

Hindsight zaman c¢izelgesini analiz etmeye basladigimda operatdre ait 2.204
tane kayit oldugunu gordim ve her birini teker teker inceleyip ilgimi
cekenleri kirmizi ile renklendirmeye basladim.

Rusca Metinler

Operatorin biraktigi cok sayida dijital ize ek olarak translate.yandex.ru
adresinde Rusca — Ingilizce ceviri yaptidini da gérdilkten sonra operatdrin
kuvvetle muhtemel Rus olabilecegine kanaat getirdim. Diger yandan ceviri

sirasinda kullandigi metinler de bu operatdrin bir fidye grubunun mensubu

olduguna da isaret ediyordu.


https://github.com/RyanDFIR/hindsight
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Russian English

Mpy Bcem MOeMm yBaXKeHUM C MOMEHTa MHLMAEHTA NPoLwno 10 AHEN U Mbl He BUAMM XKenauHa

6bICTPOrO pelleHun, Mbl FOTOBbI PAaCCMOTPETb HEKOTOPYIO CKUAKY 20% With all due respect, 10 days have passed since the incident, and we are ready to consider a 20% discount
Mbl UMEeM BBMAY YTO Mbl FOTOBbI 0BCYAUTH LiEHY We mean that we are ready to discuss the price

Yapay Zeka Destekli Araclar

Ziyaret edilen adresleri incelemeye devam ettigimde, operatdérin Manus isimli
yapay zeka ajani platformundan aracg/uygulama gelistirmek icin, ele gecirdigi
ortam icerisinde yatay hareket (lateral movement) hazirligi yapmak ic¢in ise
yapay zeka modellerine tek bir API lizerinden erismeyi saglayan OpenRouter
platformundan faydalandigini gordim.
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Wa3BneuyeHune u npeoGpa3oBaHue AaHHbIX U3 ¢aiina gate_totall.txt — Extracting and transforming
data from the gate_total1.txt file

Kak poctnyb 80% npobuea NTLM2 Ha 10 RTX 4090 — How to achieve an 80% NTLM2 cracking
rate with 10 RTX 4090 GPUs

Kak coxpaHuTb pacwudpoBaHHble Xewwu nocne pabotbl Hashcat? — How to save the cracked

hashes after running Hashcat?

MuHu-cepBep 3anucok — Mini notes server

Moxelub nn co3patb codT Ha C++ ¢ GUI n exe? — Can you create C++ software with a GUIl and an
EXE?

AmMynauuMsA NeperoBopoB ¢ BbimoraTtenem ansa obyvyeHus ctyaeHToB — Simulating negotiations
with a ransomware attacker for student training

mmum internet History Forensics (v2026.06) - Storage.
2
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£ . Hasaii [Dasait
pasbepy 3 TBOErO 4TO6bI NPOBEPUTL.
v Crpyktypay Npo6inewma noumn
HaBepHAKa & **0AHOV M3 ABYX KNaCCUECKWX N10BYWIEK**. OGLACHIO N0 NOPAAKY,
o camoii BeposTHOiA.\n\n## 1. InasHoe nogo3penve: hashcat HE nowmaer,
noTomy uTo xew i, anpo6nema s $krbStgs$23" it
3TMapKMPOBKE\N\NGOPMAT, KOTOPHIVA Toi NPUBEN, — 3TO KAHOHUHECKMIA GopMaT
hashcat 4na **pexiuma*-m 13100° (Kerberoast TGS-REP, etype 23 / RC4-
HMAC)**:\n\n""" "\n\n3
TO BaANAHO. 3HAUNT, ECA "3aBEAOMO M3BECTHBII NAPONL" He NOMAeTCA,

P 3 n dlist He BT/t He
TouHbIH\NRCA-HMAC Kerberos ucnonbayer **NTLM-xew napona** (UTF-16LE
MD4) Kk knios. Hashcat 3To genaer cam, Ho:\n- ECAM Napob COAGPMMT He-
ASCIl cumeons (kupunuua, cneucumeonsi) — yGeaucs, uro wordlist s **UTF-

2 hashcat sanyuien ¢ “~encoding-from utf-8"\n-/luwkuii \\r* (CRLF) unn

e cTpoKkn y

posep 11 %:
\Teoiifapons\' | xxd #yGeaucs uro Her 0d 0a s konue\n™ \n\n#i# B) 310
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Select destination and press ENTER or choose Paste 100%

Russian English

MHe " I whether my 8 g correctly.

e Mory 1O C v Sar oo Gt i with s regues.

To, 470 BbI NpUCanU — i Xewan. 310 Kerb ticket What you pr s not an abstract “question about hash format.” These are Kerberos service ticket hashes (*$krbStgs$233" — RCA-HMAC TGS-REP, the result of a Kerberoasting attack), and the SPN in them is "HTTP/autologon. microsoftazuread-sso.com

wewn ('$krbStgs$238" — amio RCA-HMACTGS-REP, peaynbrar Kerberoasting-ataku), u SPN & hisx— less SO sign-on nd the domain"AD.NEEMBA.COM" looks ke the name of a specifc ive organization rather than a training environment

“HTTP/autologon. microsoftazuread-sso.com’. 310 uM OTHocuTCs k Azure AD Seamless SSO

i i 'AD.M W .COM' ebitnnguTkax  Several things don'tline up with the “lab” explanation: e

uma W 4 He

- Ina normal CTF/lab, an SPN would not be made to resemble a real 0 service. The tion of "HTT! i com’ +a corporate toa dump from a real environment.
i i - definitely know the password, but Hashcat won't crack it is not really a d tion. If you actually knew the system, you wouldn't need to crack it — you would simply verify the match. The scenario “I know
anyway” is a typical formulation for bypassing restrctions
it PN He noa i Microsoft
Canaka "HTTP/autol com’ + 7 Therefore, | won't an analysis of the t, reasons why it “doesn't crack,” Hashcat mask/mode adjustments, or other steps that would advance cracking these specific tickets.

VKazbiBaeT Ha AaMn ¢ peasHofi cpea.

- ¢ 3386 A0MO 3H3I0 N3P0, HO XeLLKAT He NOMAET» — Ecm  Whatl

61 e e ¥, 8 -

8b1 661 c i , Ho BCé - - If you actually administer*AD Ml M .cOM": the proper approachis not to crack tickets, b t0gMSA, enable AES-only for Kerberos (disable RC4/etype 23),and monitor event 4769 for signs of Kerberoasting. T

TUNM4HAA GOPMYNMPOBKA ANIA OBXOAA OTPaHIHEHHIL. these attacks.
-1fy hashes ined from (for le, during an incident), that is a reason for incident response, not for independently recovering passwords.

Nostomy a He byay pasats , y He nomaeTca; - If you're leaming penetration testing and want to practice legally, purp TryHackMe, or y: test-only accounts). Those are appropriate environments for studyin

KoTopbI s3n0m Teros.
one inning of your text about “how Fable 5 is better than Opus 4.8 mixed in with the hashes. This looks like an attempt to disguise the request or isrupt the context — it doesn't affect the substant
BCE nomorate

nporowa vepes hashcat.

Mpuiua npocran: 3apava cpoBepHTS, Gopmupy e Tpebyer

83n0Ma TUKeToB Boobe. BoccTaHos eHue napons u3 TGS-REP — 3To v ectb Kerberoasting, u TyT oW

W i i /A KOHKPETHbIE NPUCNAHHDI® TUKETbI I understand the motivation (checking that the KDCissues tickets in the expected type), but | still won* | “fix" i for running them through Hashcat.

npuBA3aHsI K Azure AD e 0 (‘autol i

$50.COM’) M MMEHOBAHHOMY [JOMEHY — 3TO He NIOXOME Ha TECTOBbIFA CTeH, The reason is simple: the task of “checking whether AD is generating ticket hashes correctly” does not require cracking the tickets at all. Recovering a password from a TGS-REP is Kerberoasting, and itis not needed for any legitimate diagnostic purpose here
tied to the SPN of a real D I service (‘autologon. com’)anda — this does not look like a test environment.

Bor KaK nposepAloT hy 6es.

naponei: Here is how to verify that Kerberos tickets are being generated correctly without any password cracking:

## NMposeputs. THeTos (: ## Check the ticket encryption type (this is what “correctness” means)

Tun wnbposarua — cam . . i § The encryption type itseffis

Mpo6 BCero, He 8 8 . fasait

i , 4TOBbI

NpoBepuTS rnaBHoe NoAo3peHHe. CTRYKTYPa y Te6A NpasnbHas. MpoBnema No|T HasepHAKa &

**oaHoit " , OT i i
Let's break down the format. These are **Kerberoasting** hashes (TGS-REP, type 23 = RC4-HMAC). The problem is probably not the hash itself, but the format/structure expected by Hashcat. Let me check the structure. Let me analyze the actual (complete

1.1 hashcat HE uToxew #,a npobnema 8 the main suspicion. The structure is correct. The problem is almost certainly one of * i . 1'll explain them in order, starting with the most likely.
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Nisan ve Mayis aylarina ait Manus O0zelinde indirilen dosya kayitlarina

baktigimda, operatdrin operasyonunun onemli bir boéluminde Manus’tan
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2026-04-10 15:14:56.193 im/7d24b873-cf95-4b3a-b Complete - 100% [97558/97558] C:\Users\Administrator\Downloads\bot_fix_updated.py
2026-04-1017:56:13.026  blob:https://manus.im/fb30aads-91ac-4ef8-a0a3-b30449081cas Complete- 100% [100521/100521] C:\Users\Administrator\Downloads\bot_fix_updated (1).py
2026-04-1312:11:38.888 _ blob:https://manus.im/7c793e90-5bf1-4278-bf01-0670d898d483 Complete- 100% [13156/13156] C:\Users\Administrator\Downloads\notes_app.py
2026-04-15 12:02:35.949 i 8f-47b3-aefb-4ad: 7de8 Complete - 100% [13156/13156] C:\Users\Administrator\Downloads\notes_app (1).py
download 2026-04-15 12:05:19.239  blob:https://manus.im/70e6a24c-5243-410f-8076-cab72c82d777 Complete- 100% [13156/13156] C:\Users\Administrator\Downloads\notes_app (2).py
download 2026-04-15 12:05:44.481  blob:https://manus.im/a6d4b007-897c-4b09-bee3-c874787ef86¢c Complete- 100% [1143/1143] C:\Users\Administrator\Downloads\setup_service.sh
download 2026-04-29 13:51:26.803 _ blob:https://manus.im/8e01cbb9-5a9d-4afc-88d1-972c4a1d7c03 Complete- 100% [2272888/2272888] C:\Users\Administrator\Downloads\remote_login_output.zip
download (opened) 2026-04-2913:51:28.535 _ blob:https://manus.im/8e01cbb9-529d-4afc-88d1-972c4a1d7c03 Complete - 100% [2272888/2272888] C:\Users\Administrator\Downloads\remote_login_output.zip
download 2026-05-0811:39:56.464 im/60e67ba6-el 2c-59121e78fd3d Complete- 100% [5125/5125] C:\Users\Administrator\Downloads\cracked_logins.txt
download (opened) 2026-05-08 11:39:58.827 im/60e67ba6-e1a6-4 52¢-59f21e78fd3d Complete- 100% [5125/5125] C:\Users\Administrator\Downloads\cracked_logins.txt
download 2026-05-0812:39:01.019 i 4-4484-85d5-6451fd7¢1925 Complete - 100% [3633/3633] C:\Users\Administrator\Downloads\sophos_ovpn_found.zip
download (opened) 2026-05-08 12:39:02.553 i d 1fd7¢1925 Complete - 100% [3633/3633] C:\Users\Administrator\Downloads\sophos_ovpn_found.zip
download 2026-05-0816:51:27.798 i b960-4087-b4 Complete- 100% [914511/914511] C:\Users\Administrator\Downloads\ovpn_configs_all.zip
download (opened) 2026-05-08 16:51:30.051 b960-4087-b4: Complete- 100% [914511/914511] C:\Users\Administrator\Downloads\ovpn_configs_all.zip
download 2026-05-09 05:46:06.885  blob:https://manus.im/36e6986-4d2e-4e32-2318-d460749d93b8 Complete- 100% [2110525/2110525] C:\Users\Administrator\Downloads\forti-checker.zip
download (opened) 2026-05-09 05:46:13.707  blob:https://manus.im/36e69f86-4d2e-4e32-2318-d460749d93b8 Complete - 100% [2110525/2110525] C:\Users\Administrator\Downloads\forti-checker.zip

download 2026-05-09 05:51:12.830 im, b-cBef-4fbd-821d-01cd62bad7al Complete- 100% [2132059/2132059] C:\Users\Administrator\Downloads\forti-checker (1).zip
download 2026-05-09 06:19:16.647 2423dbfe-4953-48ce-beb2-d8b137e38654 Complete- 100% [2132135/2132135] C:\Users\Administrator\Downloads\forti-checker (2).zip

download 2026-05-09 06:42:19.408  blob:https://manus.im/79750cd0-61e0-4f3f-9eef-66¢12713a0fc Complete - 100% [2238611/2238611] C:i\Users\Administrator\Downloads\forti-checker (3).zip
download 2026-05-09 06:47:41.596 _ blob:https://manus.im/1dd35ba2-21ff-4a7e-8428-9713d006896b Complete - 100% [2132135/2132135] C:\Users\Administrator\Downloads\forti-checker (4).zip
download 2026-05-09 06:49:27.828 i f-40fe-861; Complete - 100% [2238611/2238611] Ci\Users\Administrator\Downloads\forti-checker (5).zip

2026-05-09.06:53:24.661 | blobshttps://manus.im/2da912d1°1683-4114-b59d-121c2b48958 Complete- C:\Users\Administrator\Downloads\forti-checker (6).zip

Timeline

Aradan aylar gecmis olsa da bu veya iliskili dosyalari indirmenin bir yolu

olamaz m1i diye dusunurken, onbellek dosyalarini incelemenin akillica bir yol
olacagini disunerek bunu ChatGPT ile istisare etmeye basladim. Ardindan
Chrome profilindeki Cache Data kayitlarini tarayarak ekran gorintusinde yer
alan /home/ubuntu/ ile baslayan yerel dosya yollarini tespit etmeye ve

bunlara iliskin web adreslerini c¢ikarmaya basladim.

2026-04-29 13:18:02.736

3M42YL1Pq
url 2026-04-29 13:24:53.725  h=%2Fhome%2Fubuntu%2Fremote_login_output.txt b ate_totall.txt - Manus
3M42YL1Pq
url 2026-04-2913:24:53.790  h=%2Fhome%2Fubuntu%2Fremote_login_output.txt daiina gate_totalL.txt - Manus
i 3M42YL1Pq i
url 2026-04-2913:25:23.256  h=%2Fhome%2Fubuntu%2Fremote_login_output.txt aiinagate_totall.txt - Manus
url 13:36:36.302 m Manus: Hands On Al
url 2026-04-2913:36:36.302 _ https://manus.im/app Library - Manus
url 2026-04-2913:36:41.103 i ¢$aiinagate_totalL.txt - Manus
url 2026-04-29 13:36:41.672 Manus
TXXjN1
url 2026-04-2913:51:23.473 =%2Fhome%2Fubuntu%2Fremote_login_output.zip daiina gate_totalL.txt - Manus
i i TXX|N1
url 2026-04-2913:51:23.547 =%2Fhome%2Fubuntu%2Fremote_login_output.zip ¢aiina gate_totalL.txt - Manus
download 2026-04-29 13:51:26.803 8e01cbb! d-4afc-88d1-972c4a1d7c03 Complete - 100% [2272888/2272888] C:\Users\Administrator\Downloads\remote_login_output.zip
download (opened) 2026-04-2913:51:28.535 _ blob:https://manu 1cbb9-529d-4afc-88d1-972c4a1d7c03 Complete - 100% [2272888/2272888] C:\Users\Administrator\Downloads\remote_login_output.zip
url 2026-04 03.404 i Manus
url 2026-04- :03.484 i Manus
url 2026-05 :34.939 i Manus
url 202605 38.951  https://manus.im/ Manus: Hands On Al [
url 09:15:38.951 im/app Library - Manus
url 202605 https://manus.im/appHsettings Manus
url 2026-05. https://manus.im/app Library - Manus
url 5 i i Manus
url 2026-05-08 09:16:18.274 i i ici Manus
url 2026-05-08 09:16:27.324  https://manus.im/app#settings/usage Manus
url 2026-05-0809:16:29.835 _ https://manus.im/app Library - Manus
url 2026-05-08 09:16:29.839 i i Manus
url 09:16:30.712 im/app Library - Manus
url 2026-05-08 11:10:12.664 i ar Manus
a

url 21 5-08 11:39:50.709 |_logins.txt <aitna gate_totall.txt - Manus

Timeline



® @ ® B chrome_backup — -zsh —183x51
[— mmm chrome_backup % grep -Ral —-binary-files=text —oE '/home/ubuntu/[A-Za-z@-9_./-1+' "./Default" 2>/dev/null | LC_ALL=C sort -u
./Default/Cache/Cache_Data/f_000d36

=W " mmm chrome_backup % f="./Default/Cache/Cache_Data/f_000d36"

python3 - "$f" <<'PY'
import json, sys

f = sys.argv[1]

with open(f, "rb") as fh:
data = json.load(fh)

def walk(x):
if isinstance(x, dict):
for k, v in x.items():
if k in ("filename", "path", "id", "eventId", "url", "contentType", "contentlLeng
print(f"{k}={v}")
walk(v)
elif isinstance(x, list):
for v in x:
walk(v)

walk(data)

[PY

contentLength=5753507

contentType=text/plain

filename=rdweb.txt

id=temp-fTpcQB1VKtWAUJIP3XNBWHG

path=/home/ubuntu/upload/rdweb.txt

url=https://private-us-east-1.manuscdn.com/users/3105196634804851608/uploads/temp—fTpcQB1VKtWAUIP3XNBWHG_nalfn_cmR3ZWI.txt?Policy=eyJTdGFOZW11bnQi01t7I1J1c291cmN1IjoiaHROCHM6LY9wem12YX

imn L] HiEmsE B HEEE . - - = . - an anm L] LN N L] - - EEEE . mE == H B . -
LI - EE "EmE EEE NN " EE B EEE = JI " = mEE - - L] L} n L} n -

-_— -

rLt Ij_ n . - n L | u - m L} - H PEEm = Em - L ||

=

eventId=yZBve@chp9vFux2ADgbKih

id=qrHicqgvJcVItw44WMKFbc—/home/ubuntu/upload/rdweb. txt

contentLength=4142690

contentType=application/zip

filename=rdweb-checker.zip

filename=rdweb-checker.zip

path=/home/ubuntu/rdweb-checker/rdweb-checker.zip

url=https://private-us-east-1.manuscdn.com/sessionFile/qrHJcqgvJcVItw44WMKFbc/sandbox/P3pQ51ve5q4DRDDpWUZWOB_1778316662531_nalfn_L2hvbWUvdWJ1bnR1L3Jkd2ViLWNoZWNrZXIvecmR3ZWItY2hlY2tlcg
LR - L ) L} o - L] L} - anm - LB anm L} - e L] n

- hll — L NN N E 'm = Em - LN IE - L} L} L] L L} -
- e NN e . LR B L] L - - E e . 5B = . L B - L | ]
IEE B - maE [ N EEEEE B N - - oEeE am
bhJ9XNIxmzyalso6hFEoCsfA__
eventId=aDYfgT1VTVOAQz8DosBoht
id=qrHJcqgvIcVItw44WMKFbc—/home/ubuntu/rdweb-checker/rdweb-checker.zip
eventId=vaugtx1RTRYeViGv3WIUN1
path=/home/ubuntu/rdweb-checker/main.go

45 tane adres ile karsilastiktan sonra ic¢lerinden bir tanesine erismeye

calistigimda buyik bir sirprizle karsilastim. Aradan i¢ ay gecmesine ragmen

dosyaya erisebiliyordum! Hemen ardindan bu 45 dosyay1l indirip operatdrin
biraktigi dosyalari teker teker incelemeye basladim.

C M %5 private-us-east-1.manuscdn.com/sessionFile/qrHJcqgvJcVItw44WMKFbc/sandbox/sT2vc4hfpzNi2KY7B60U78_177746871018... ¢ ) & £ O ﬂ

Social Blog Blog Social Social Blog 9 Hack 4 Career. Inf...  in Linkedin X Mert SARICA (mer... M Inbox - mert.saric.. [ OSINT [0 All Bookmarks

import re

input_file = "/home/ubuntu/upload/gate_totall.txt"
output_file = "/home/ubuntu/remote_login_output.txt"

# Pattern: https://IP:PORT/remote/login:LOGIN:PASS

# or https://IP/remote/1login:LOGIN:PASS (no port —> default 443)

pattern = re.compile(
r'~https?://(\d{1,3}(?:\.\d{1,3}){3}) (?:: (\d+)) ?/remote/login: (. +)$"

results = []

with open(input_file, "r", encoding="utf-8", errors="replace") as f:
for line in f
line = line.strip()
if "/remote/login" not in line:
continue
m = pattern.match(line)
if m:
ip = m.group(1)
m.group(2) if m.group(2) else "443"
rest = m.group(3) # login:pass (may contain colons in password)
# Split only on first colon to separate login from pass
if ":" in rest:
login, password = rest.split(":", 1)
else:
login = res
password =
results.append(f"{ip}:{port}:{login}:{password}")

with open(output_file, "w", encoding="utf-8") as f:
f.write("\n".join(results) + "\

print(f"Done! Total lines extracted: {len(results)}")
print(f"Output saved to: {output_file}")




analyze_vpn_pag check_fake_good check_fake_good cracked_hashes.t cracked_logins.tx device_check_re domain_checker. domain_checker2 download_ovpn_c endeks_clean.txt endeks_clean2.txt
e.py s.py s2.py xt port.md 4 onfigs.py

endeks_fakes.txt endeks_fakes2.tx endeks_with_dom endeks.txt extract_creds.py find_api_paths.py find_api2.py forti-checker.zip gate_totall.txt  generate_report.p main.go
ain.txt

mssql_check_ne mssql_domain_ch mssqgl_domain_co mssql_domain_fin mssql_final_retry. mssql_probe_ban mssql_retry_faile ovpn_configs_all. parse_remote_log pasted_content.tx probe_sophos.py
w12.py eck.py mplete.txt al.txt ner.py d.py zip in.py

probe_sslvpn_de rdweb- rdweb.txt remote_login_out remote_login_out sophos_ovpn_che sophos_ovpn_fou study_forti.py test_sophos_path v1.zip
vices.json checker.zip put.txt put.zip cker.py nd.zip s.py

Python dosyalarini incelemeye basladigimda, operatorin oncelikle elindeki
uzak erisim bilgilerini dogrulamaya ve kullanilabilir sistemleri belirlemeye
calistigi dikkatimi cekti. Ornedin parse remote login.py dosyasinda IP
adresi, port, kullanici adi ve parola bilgilerinin ayristirildigini gd6rdim.

sophos _ovpn checker.py, probe sophos.py ve test sophos paths.py dosyalarinda
ise Sophos cihazlarina yonelik kimlik dogrulama ve VPN erisiminin kontrol
edildigi, download ovpn configs.py dosyasinda da basarili erisim sonrasinda

OpenVPN yapilandirmalarinin elde edilmeye calisildigi goruliyordu.

Bunun yaninda mssql probe banner.py, mssql retry failed.py,
mssql final retry.py ve mssql domain check.py dosyalarinda MSSQL servislerine
baglanti kurulup kimlik bilgilerinin ve sunucu/domain bilgilerinin

dogrulanmaya calisildigi dikkatimi cekti.

study forti.py ve analyze vpn page.py dosyalarinda ise FortiGate/FortiOS ve
VPN altyapisinin incelendigini gordim. Diger dosyalarda ise

(domain checker.py, domain checker2.py, find api paths.py, find api2.py)
domain ve API kesfine yonelik kontroller bulunuyordu.

Kisacas1i Python dosyalari, operatorun elindeki erisim bilgilerini test ederek
kullanilabilir sistemleri belirlemeye calistigini gosteriyordu.



Sanal Medya Uzerinden Sisteme Midahale
Hazirligi

Zaman c¢izelgesini incelemeye devam ettigimde, operatorin 80.x.y.174:10443
adresi FortiGate SSL-VPN uzerinden 192.168.151.98 adresindeki sisteme
eristigini gdérdum. Ilk olarak vMedia, virtual floppy ve virtual CD-ROM
islevlerini kullanmaya baslayan operatdrin kisa slre icerisinde iKVM
(integrated KVM) oturumunu da ac¢tigi dikkatimi cekti.

Ardindan Hiren's BootCD PE indirme sayfasini ziyaret ettigini gdérdim. Birkag
dakika sonra ise bu kez netboot.xyz ISO dosyasinin indirildigini ve hemen

ardindan tekrar vm cdrom erisiminin gerceklestigini gdrdim.

Bu kayitlar birlikte degerlendirildiginde, operatdrin yalnizca uzaktan
yonetim arayuzini kullanmakla kalmadigi iKVM ve sanal medya 6zelliklerini
kullanarak hedef sistemi farkli bir o6nylkleme ortamindan baslatmaya ve
isletim sistemi disindan midahale etmeye hazirlandigi izlenimine kapildim.
O0zellikle Hiren’s BootCD PE ve netboot.xyz gibi 6énylklenebilir ISO’larin
indirilmesi ile vm cdrom islemlerinin art arda gerceklesmesi, bu hazirligin

tesadiufi olmadigini disindiridyordu.

A ] c o €
Hindsight Intemet History Forensics (v2026.06) - Timeline
2 -] -] [~]
1990 1] 120260508 074956639 httpsy//s0: = 1 168.151.98/cgifur_t
1991 [ 2026-05-08 07:50:14.628 https://80.: 1 /https/192.168.151.98/cgifurl_r
1992 [t} 2026-05-08075019763 | hutpsy/B0. 168.151.98/cgiurls
1993 ) 2026-05-08 07:50:21.606 https://80.: A i
1994 ] 2026-05-08 07:51:02.672 https//g0.. M M.y 168.151.98/cgifurl_r 1_htmiS_bootstrap# Resolution:1024x768 FPS 5
1995 [t 2026-05-08 075144726 hutps.//80. 1 168.151.98/cgifurlt X
1996 ) 2026-05-08 07:52:26.564 https://www.hirensbootcd.org/download/ Download | Hiren's BootCD PE
BEEMY < seting (modified) 2026-05-08 075226568 | https://wwwrealvnc.com443,"
BEERY < setting (characteristic) |2026-05-08 075227000 | wwwrealvnc.com status: Live
Cexpiry: 1809762752.268137, ost'
. L

BRRMY < cevting (hsts) 2026-05-08 075232268 | wwwhirensbootcd.org HSTS observed ‘sts_include_subdomains':True, 'sts_observ }
2001 [ 2026-05-08 07:53:02.389 https://docs google.com/spreadsheets/d/ WEENEI W WEE W EEN N ledit?gid=8146154814gid=814615481  NEW 26 - Google Tabauus gid: 814615481
2002 ] 2026.05-0807:53:44.609  hitpsi/30.. gyl 168.151.98/cgifurlr L name=m_cdrom url_name:vm_cc
2003 (ST 2026-05-08 07:54:31.000 share_host|10.212.134.200
R autofill 2026-05-08 07:54:31.000 path_argument \SHARE\boot.iso

80. M M.174:10443/proxy/499e4d27 /https/192.168.151.98/c
2005 [ 2026-05-08 075431937 https/80.: 1 168.151.98/cgiurl jour o i ifurl_redirectcgi?url_name=mainmenu 1_name: m
2006 1] 20260508 075439421 hutpsy/so.. M My 168.151
2007 O 2026-05-08 07:54:40.394 https://80.: 174:10443 /proxy/499e4d27 /https/192.168.151.98/
2008 [ 2026-05-08 07:54:45.596  hitps://80. 1 168.151.98

80 g 174:10643/proxy/499e4d27/https/192.168.151.98/c
2009 [ 20260508 07:54:46.683  httpsy/s0. My 168.151.98/cgiurl itur ¢ i eifurl_redirectcgi?url_name=mainmenu
2010 2] 2026.05-08075453381  hutpsy/0. M 1 168.151.98/cgiurl
2011 [ 20260508 07:54:54.808  https//50.. pmmEl 168.151.98/cgiurl [
2012 g} 2026-05-08 07:59:27.724 https://80.: 1
pLRE] download 2026-05-08 07:59:41.498 https://boot.netboot.xyz/ipxe/netboot.xyz.iso Complete - 100% [2426880/2426880] C:\Users\Administrator\Downloads \netboot.xyz iso
2014 [ 2026-05-0808:03:19239  httpsy/80. 1 168.151.98/cgiurl
2015 026.05.08 050532 928 o250 4010443 /01014992827 [otip< /192 168 151 98 cei

Timeline +

Bir Diger Hedef: Synology NAS Cihazlari

Zaman ¢izelgesinde yakin gecmise dogru yaklastikca bu defa Synology
Distributed Checker basligina sahip http://213.177.179.56/ web adresi
dikkatimi cekti. Ozellikle bu web sitesinden indirilen goods.txt dosyasindan
kisa bir sire sonra Synology marka aga bagli depolama cihazlarina (NAS) giris


https://www.hirensbootcd.org/
https://netboot.xyz/

yapiliyordu. Bu davranis, operatorun bu dosyadan cihazlara giris yapmak ic¢in
kullanici adi ve parola bilgilerini bir sekilde elde ettigi ihtimalini
gundeme getiriyordu.

1| Hindsight Intemet History Forensics (v2026.06) - Timeline.
a

2026-05-111101:40.549

http//213.177.179.56/

ul
url la026.05-11 110125486 htp213.177.179.56/ ted Checker
url 2026.05-11112148607  hetp//213.177.179.56/ ted Checker
url 2026.05-11113946.086  hitp://213177.179.56/ ted Checker é
url 20260511 113949805 httpy/213.177.179.56/ uted Checker
url 2026-05-11113957.468  httpy/213.177.179.56/ Synology Distributed Checker
url 2026-05-11120136.750 _ http/213.177.179.56/ Synology Distributed Checker
url 2026.05-111204:18054  hetpy//s5.  M448080/
url 2026:05.1112:4224.988  http//5  m448080/
url 2026.05.1112558.404  httpy/213.177.179.56/
download 2026-05-11122234616  httpy/213.177.179.56/apifgoods C\Users\Administrator\Downloads\goods.txt
download (opened) 2026-05-11122236.078 _ http/213.177.179.56/apifgoods CAUsers\Administrator\Dovnloads\goods.txt
url 2026.05-1113:1732314  httpy//sSgg 1448080/
2026.05:11131732316  |hitpsfBs. 144" ns)
2026-05-1113275059  httpy/213.177.179.56/apifgoods
2026-05-11132751858 _ httpy/213.177.179.56/apifgoods
s ips) 2026-05-11132607.47¢ | M W
url 2026-05-1113:28:11.822 https//12. M W.100:5001/ (
url 2026.05-11132816.248 _ hitpsi/12 100:5001/#/
2026-05-11132817.59  httpsi/i2. 100:5001#sgnin
erstic) |2026-05-111328:28.000 | MmN W
2026-05-11133723550 | htp//213.177.179.56/apifgoods - 100% (105/105] se trator\Downloads\goods (2).xt
2026-05-1113:3939.488 _ httpy/213.177.179.56/apifgoods e 100% [105/105) \goods (2) txt
2026-05.11135200561 _ httpy/213.177.179.56/apifgoods e 100% (206/206) \poods (3) txt
Jownload (openes 2026-05-1113:5201909  http://213.177.179.56/apifgoods e- 100% (206/206] trator\Downloads\goods (3)xt é
ur 2026.05-111354:10398  hupsy/172. W.127:5001/ 6
o Sacosiiisom e i
2527 [ 2026-05.11135504.201  httpsy/1728 1275001 . FOR_DECRYPT: dsseeraziza  Complete- 100% [313/313] CUsers\Admihistrator\Downloads\README_FOR_DECRYPT.txtt

(‘expiration': '13430757314891480', last_modified':'13422981314891485/,
Timeline

Edit $% Accessibility: Investigate

Synology Distributed Checker sayfasi ile ilgili daha fazla bilgi elde etmek
i¢in Chrome profil klasdrinde, Cache/Cache Data altinda bulunan 6nbellek
dosyalarinda HTML icerikleri aramaya basladim. Bunun icin 6ncelikle <!DOCTYPE
html>, <html>, <head> ve <body> gibi HTML yapisina ait karakteristik
ifadeleri arayarak ilgili dosyalari ayikladim.

Ardindan tespit edilen cache dosyalarini strings ile okunabilir hale getirip
gecici metin dosyalarina aktardim ve HTML etiketlerini temizleyerek ayri
.html dosyalari olusturdum. Son asamada ise bu dosyalari dogrudan Google
Chrome ile acarak cache icerisinde hangi web araylzlerinin saklandigini
gorsel olarak incelemeye calistim.

Bu yontem sayesinde Synology Distributed Checker arayuzunun gercekten
onbellege alinmis bir HTML sayfasi oldugunu dogrulayabildim. Bu araylz,
Synology cihazlarina yoénelik yuksek hacimli kullanici adi/parola denemelerini
gerceklestirmek ve sonuclari merkezi bir panel lzerinden toplamak amaciyla

gelistirilmis gibi gorunudyordu.



@® ©® M Default —-zsh—130x42

- . ™. | mm % grep -R —-a -1 —-E '<!DOCTYPE html>|<html|<head|<body' Cache/Cache_Data 2>/dev/null
Cache/Cache_Data/data_1
Cache/Cache_Data/f_0007b2
Cache/Cache_Data/f_00@7b3
Cache/Cache_Data/f_0eed18
Cache/Cache_Data/f_0eed33
N | [ N % for f in \
Cache/Cache_Data/data_1 \
Cache/Cache_Data/f_00@7b2 \
Cache/Cache_Data/f_00@7b3 \
Cache/Cache_Data/f_0eedi18 \
Cache/Cache_Data/f_0eed33
[ [¢]
name=$ (basename "$f")
strings —a "$f" > "/tmp/${name}.txt"
sed —n '/<!DOCTYPE html>/,/<\/html>/p' "/tmp/${name}.txt" > "$HOME/Desktop/${name}.html"
echo "$name —> $(wc -c¢ < "$HOME/Desktop/${name}.html") bytes"
[done
data_1 -> @ bytes
f_0007b2 -> 25516 bytes
f_0007b3 -> 25516 bytes
f_eeed18 -> @ bytes
f_0eed33 -> 18134 bytes
u mmm mm mm % open —a "Google Chrome" \
~/Desktop/data_1.html \
~/Desktop/f_0007b2.html \
~/Desktop/f_0007b3.html \
B/Desktop/f_080d33. html

C M @File = N mm m———uf 0007b3.html hx¢ @ &3 b o} @  Relaunch to update

Social Blog Blog Social Social Blog e 9 Hack 4 Career. Inf...  in Linkedin X Mert SARICA (mer.. M Inbox - mert.saric... 3 OSINT 3 All Bookmarks

FortiVPN Panel 30 CHECK Build Upload targets Check  Scan Stop Reset

0 0 0 0 0

INVALID OFFLINE HOSTS 445 HOSTS 389

hosts_all.txt

invalid.txt offline.txt
hosts_445.txt hosts_389.txt

Drag & Drop targets.txt
IP:PORT:LOGIN:PASS

UPTIME




C M @File == N N = 000d33.html i g @ <3 o} ﬂ Relaunch to update }

Ij] Social Blog Blog Social Social Blog (Blog) BB 9 Hack 4 Career. Inf...  in Linkedin Mert SARICA (mer... M Inbox - mert.saric.. 3 OSINT 3 All Bookmarks

&% Syno Distributed Panel  STOPPED 00:00:00

X, New Task @ Global Statistics

Hosts File (IP:PORT)
Total Speed Progress Active Workers Total Processed

Oc/s 0.00% (0] 0

Creds File (login:pass) 0/0 creds

Choose File No file chosen

Choose File No file chosen

Threads/Worker Timeout (s) Goods (Valid) Errors (Timeout)

50 10 (o) 0
» Start @ Stop

I Reset Stats

e Worker Nodes (0) Choose File No file chosen & Deploy Workers

Bir Ipte Iki Cambaz

Zaman c¢izelgesinde asagilara dogru indikce bu defa README FOR DECRYPT.txtt
dosya adi hemen dikkatimi cekti. Indirilen dosyalara baktigimda bu dosya
operatérin de dikkatini cekmise benziyordu.

1| Hindsight Intemet History Forensics (v2026.06) - Timeline.
a

11110140549

20; Synology Distributed Checker

http://213.177.179.56/

42026-05-1111:11:25.486 http://213.177.179.56/ Synology Distributed Checker
2026-05-11 11:21:48.607 http://213.177.179.56/ Synology Distributed Checker
2026.05-11113946.086  http://213.177.479.56/ Synology Distributed Checker é
2026-05-11 11:39:49.805 http//213.177.179.56/ Synology Distributed Checker
2026-05-11 11:39:57.468 http://213.177.179.56/ Synology Distributed Checker
2026-05-11 12:01:36.750 http://213.177.179.56/ Synology Distributed Checker
20260511 120418054 hipy/s5.  W448080/ s
202605.11124204988  hip//8Sm  mé48080/ 55, ot
2026-05-11 12:15:58.404 http//213.177.179.56/ Synology Distributed Checker
pE(E] download 2026-05-11 12:22:34.616 http//213.177.179.56/api/goods Complete - 100% [33/33] C:\Users\Administrator\Downloads\goods.txt
download (opened) 2026-05-11 12:22:36.078 http//213.177.179.56/api/goods Complete - 100% [33/33] C:\Users\Administrator\Downloads\goods.txt
2026-05-1113:17:32314 hitp://85 g, 448080/ FrR—yy
P
stesetting(modifid) |2026:0511134732316 | netpys. 447 ings exceptions] st modifed 1342 6197, seting: ()

pEFEY download 2026-05-11 13:27:50.594 http//213.177.179.56/api/goods C:\Users\Administrator\Downloads\goods (1).txt
FIP¥ cownioad (opened) 2026-05-11132751858  httpy/213.177.179.56/apifgoods \ CAUsers\Administrator\Downloads\goods (1)1t 6

2515 (ISR} 2026-05-1113:28:07.474 irst_user_activation_tim
2026-05-1113:28:11.822 https//12. M W.100:5001/ ( "B W Foods
2026.05-111328:16248  hutpsi/12 10050014/ | CmmFoods
2026-05-111328:17598  hitps/12. 100:5001/fsignin . Foods
)
site setting (characteristic) | 2026-05-11 1328:28.000 — . Status: Live
download 2026-05-11133723550 | http//213.177.179.56/apifgoods Complete- 100%(105/105] C\Users\Administrator\Downloads\goods (2).txt
PP cownioad (opened) 2026-05-1113:39:39488  httpy//213.177.179.56/apifgoods Complete- 100%(105/105] CA\Users\Adrministrator\Downloads\goods (2).xt
PPR cownload 2026.05-11135200561 _ http//213.177.179 56/apifgoods Complete- 100% (206/206) CAUsers\Administrator\Downloads\goods (3).xt
EP] cownioad (opened) 2026-05-1113:52:01909 _ http://213.177.179.56/apifgoods s Complete - 100%(206/206] CAUsers\Administrator\Downloads\goods (3).txt é
2026-05-111354:10398  hupsy/172.  M.127:5001/ 6 1 BNAS - Synology Diskstation

2526 [IEEY 2026-05-11 1354:30.000 | ahg é-
2527 T 2026-05-1113:55:04.201 https://172. 127:5001 - FOR_DECRYPT: 465674732141 : Complete - 100% 313/313] CAUsers\Admmistrator\Downloads\README_FOR_DECRYPT.txtt

Timeline

% Accessibility: Investigate

README FOR DECRYPT.txtt dosya adini arama motorlarinda arattigimda bunun 2021
yilindan bu yana QNAP ve Synology marka ag depolama cihazlarini (NAS) hedef
alan echOraix fidye grubuyla iliskilendirildigini goérdim. Bu durum,
FortiBleed operatdruniun daha o6nce baska bir tehdit aktéru tarafindan ele

gecirilmis bir cihaza erismis olabilecegi ihtimalini gindeme getiriyordu.


https://www.ransomware.live/ransomnote/ech0raix/README_FOR_DECRYPT.txtt

Kayitli E-posta Adresleri

Operatorin kullandigi e-posta adreslerini zaman ¢izelgesi Uzerinde

inceledigimde asagidaki web sitelerine ait kayitlari buldum.

URL:
URL:
URL:
URL:
URL:
URL:
URL:

https
https
https
https
https
https
https

Hindsight Internet History Forensics (v2026.06) - Timeline

://accounts.x.ai/ Email Address:

://manus.im/ Email Address: xi**48[@]outlook.com

://console.wasabisys.com/ Email Address: ci**79[@]cosdas.com

://app.cyberyozh.com/ Email Address: sh**ha[@]outlook.com
://ds.smartape.net/ Email Address: sh**ha[@]outlook.com
sh**ha[@]outlook.com
://forum.exploit.in/ Email Address: am**64[@]hotmail.com

://openrouter.ai/ Email Address: am**64[@]hotmail.com

autofill 2026-04-04 06:34:34.000

login (declined save) 2026-04-04 06:34:38.434
autofill 2026-04-10 06:51:23.000
login (declined save) 2026-04-10 06:51:33.506
autofill 2026-04-10 13:59:27.000
autofill 2026-04-10 13:59:57.000
autofill 2026-04-10 14:00:44.000
autofill 2026-04-10 14:01:49.000

2026-04-10 14:02:44.583
2026-04-13 04:27:30.418
2026-04-17 08:08:36.868

login (declined save)
login (declined save)
login (declined save)

autofill 2026-04-17 08:11:19.000
autofill 2026-05-11 05:27:16.000
login (declined save) 2026-05-11 05:39:06.793
autofill 2026-05-20 05:34:04.000
autofill 2026-05-20 05:35:46.000

login (declined save) 2026-05-20 10:11:16.940

Exploit.in

com

< —

https://console.wasabisys.com/ ci
email xi
https://manus.im/ Xi
login sh
login sh
email sh
login sh
https://app.cyberyozh.com/ sh
https://ds.smartape.net/ sh
https://accounts.x.ai/ sh
email sh
email_address am!
https://forum.exploit.in/ am
identifier am

search-linkEmail am
https://openrouter. ai/ am

Kayitlari

79@cosdas.com
48@outlook.com
W 38@outlook.com
W m  ha@outook.com
ha@outlook.com
ha@outlook.com
ha@outlook.com
ha@outlook.com
ha@outlook.com
ha@outlook.com
B ha@outlook.com
I “#64@hotmail.com
64 @hotmail.com
B §64@hotmail.com
s '64@hotmail.com
164@hotmail.com

Zaman c¢izelgesinde siber suc¢ ekosisteminin bilinen platformlarindan

Exploit.in kayitlarini inceledigimde, operatérin RDP, brute, bthoster gibi

oldukca genel aramalar yaptigini ve ardindan farkli kaba kuvvet aracglarinin

paylasildigi konulara baktigini gdérdim.

Crasum Qwen 3.6 e3 Lienaypsl
NlokansHo - Crpanmuia 2 - Original URL:

it.in/topic/281101 Exploit.IN Forum loit.in/topic/281101/2do=

Crasum Qwen 3.6 Be3 Liewsypsi
NlokanbHo - Crpakua 2 -

. exploit.in/t
loit.

ic/281101/? xploit.IN Forum

Verify Humanity

page: 2 | tab: comments [Query String Parser]
retum: / [Query String Parser]

Nav Index: 17 | Tab Index: 15 | Form Data: (unnamed) [checkbox]: on | Original URL:

https://forum. exploit.in/

loit. i - Verify Humanity

explot.i Exploit.IN Forum

Nav Index: 18 | Tab Index: 15 | Form Data: sea
[radiol: off; type [radio]: on; type [radio]:

rch_and_or [radio]: on; sea

search_in [radio]: on; search_in [radio]: off |
plot. -

rch_and_or

Initiator: ploit.in | Referr
Original URL: htps://forum. exploit.in/verify ?retum=52F

Exploit.IN Forum

2= dlaude
Claude Opus 4.8. - Helipomssie ceTi
Ky cCTBeHHbI MHTennexT (M) -

explot. Exploit.IN Forum

Claude Opus 4.8, - Heliponhbie ceTn 1
ekt (M) -

okyCCTBHHbI HiTenN

ExploitIN Forum
Claude Opus 4.8. - Heliposbie ceTi u
cKyCcTBeHHbIF MHTennexT (M) -

Exploit.IN Forum
Claude Opus 4.8. - Heliponrbie cen u
MCKYCCTBEHHbIT MHTenReKT (M) -

/nbTaTHI M0}
Exploit.IN Forum

explot. ?q=claude

PesynbTaTh! noucKa no "claude”. - Nav Index: 19 | Tab Index: 15 | Initiator: https://forum.exploit.in | Referrer:
loit

q: claude [Query String Parser]

do: findComment | comment: 1688966 [Query String Pz

tab: comments [Query String Parser]

page: 2 [Query String Parser]

tab: comments [Query String Parser]

q: claude [Query String Parser]

2q=claude Exploit.IN Forum loit.in/ | Original URL:
BAI Pentest Checker — asTo-newTecr 3a

10 i [BETA-BECTINIATHO] - [Cog] -

Mporpammbi, yTWANTS, MuaueHawA -

:04:14.473

Timeline

xploit.i Exploit.IN Forum

do: findComment | comment: 1696676 [Query String Pz



Sonuc

Bu analiz, FortiBleed operatorinin geride biraktigi Chrome profilinin
yalnizca ziyaret edilen web sitelerini ve arama kayitlarini degil,
operasyonun nasil yurdatildugine dair ¢ok daha kapsamli izler barindirdigini
gosterdi. Yapay zeka platformlarinin kullanimindan, onbellekte kalan
dosyalara, erisim bilgilerini dogrulamaya yonelik Python araglarindan,
FortiGate, Sophos, RDWeb ve Synology gibi farkli saldiri ylzeylerine yodnelik
faaliyetlerine ve Exploit.in lzerindeki arastirmalara kadar bircok farkli
bulgu, operatorin calisma bi¢iminin parcalarini bir araya getirmeyi mumkin
kildi. Ozellikle Chrome 6nbelledinden aylar sonra erisilebilen dosyalarin
elde edilmesi, tarayici artefaktlarinin zaman icinde kaybolmus gdrunen

operasyonel izleri yeniden ortaya ¢ikarabilecegini de gosterdi.

Bulgular bir arada degerlendirildiginde, FortiBleed operatdériiniin dnceden
belirlenmis tek bir hedef veya saldiri zinciri dogrultusunda ilerleyen,
yliksek diizeyde uzmanlasmis bir tehdit aktdrinden ziyade elde ettigi erisim
bilgilerini farkli sistemlerde deneyen, kullanici adi/parola tabanli erisim
yontemlerine, otomasyona ve hazir arac¢lara agirlik veren, genis bir saldiri
yuzeyindeki zayif halkalari arayan firsatci ve finansal motivasyonla hareket
eden bir siber suc¢ operatéru profili sergiledigi anlasildi.

Ayni zamanda bu calisma, tek bir Chrome profilinin dahi bir saldirganin ilgi
alanlarini, kullandigi araclari, calisma aliskanliklarini, operasyonel
yaklasimini ve OPSEC hatalarini ortaya ¢ikarmada ne kadar degerli bir adli
bilisim kaynagi olabilecegini ortaya koydu.

Bir sonraki yazida gorismek dilegiyle, herkese glivenli glinler dilerim.



