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As someone who has used the ADSL modem of internet service providers for
years and conducted security research on them (such as “How Secure are ISP
Modems?” and “The Importance of Firmware Analysis“), I cannot say that I have
a positive attitude towards using gift modems on an individual level. Some of
the main reasons for this are: the embedded user accounts used by internet
service providers can be easily discovered by anyone, and if the end user
leaves the management page of the modem/router open to internet access, it
can be misused by others; the firmware is a special version, which means that
it cannot be updated to the latest and most secure version; and the firewall
cannot be set up for each port, and the management pages are limited.

About two years ago, when the fiber internet infrastructure came to my house,
the ADSL modem was replaced by a router. The Tilgin brand router, model
HG1332, which is not even mentioned by name on its own website, that my
internet service provider forced me to use, replaced the enjoyable days I had
on the internet with imprisonment. The WiFi signal strength beyond average,
the absence of OpenVPN support, which has become commonplace in routers, the
lack of support for modern security world’s encrypted DNS communication
(DoH), and the limited support for dynamic DNS (DDNS) are just a few of the
many negative reasons that I can mention.

After a short unhappy relationship with this router, I contacted my internet
service provider to change the router, but unfortunately, I received a
negative response. When I researched on the internet to get rid of this
router, I could not find any tangible sources other than complaints, and as I
did not have much time to do so, I had to resign myself to my fate over time.

As the time I spent with Tilgin HG1332 became increasingly unhappy, I learned
that after a year of searching on the internet, my internet service provider
allows you to use your own router by using the HG1332 in bridge mode. As time
went by, I began to search for ways to completely get rid of the HG1332 that
I hated so much. When I called for help through my social network accounts,
many people volunteered to help. After Aykut ALPER told me that he had done
this with a Mikrotik router on a different internet service provider, and
another helper told me that I could get rid of the HG1332 by using the VLAN
ID, PPOE username and password, I started working on the list of needs.
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Some of the questions that came to my mind when I was preparing the list
were:

. Which brand and model of router should I buy?

Since I know that for years, DD-WRT, Tomato, Asuswrt-Merlin, and other custom
firmware can be easily installed on Asus routers and modems, I prefer Asus
brand. And because the hardware software Asuswrt-Merlin has security features
that I liked, I choose it. Since the models supported by Asuswrt-Merlin are
generally expensive, I bought the RT-AC1900U model, which was the most
suitable for me in terms of price and performance.
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2. What is my VLAN ID?
When I connected to the interface of Tilgin HG1332 as an admin user,
unfortunately, most of the management pages where I could see my VLAN ID were
hidden. When I researched HG1332 on the internet, I came across a successful
work by Ilteris EROGLU, who had managed to obtain the username and passwords
defined on HG1332. In my article “The Importance of Firmware Analysis” from
2015, I also drew attention to the TR-069 communication that takes place over
an insecure channel, and it surprised me to see that it was still in use in
Ilteris’s work years later. In the article, I was able to easily learn my
VLAN ID by connecting to the interface of HG1332 with the root user.
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3. How can I find out my PPPOE username and password without contacting my

internet service provider?

After entering the interface with the root user, I was able to obtain the

PPPoE password by downloading the current configuration from the router and

extracting it from there, as the PPPoE user’s password was masked.
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427 in "config _map" string ""

428 out "link" "™ "/connection/device/table/l/configured/4"

425 %

430 find "/connection/device/table/l/configured/4/layer™ {

431 in "type" link "/connection/layer/ip_ ipcp"™

432 out "/connection/device/table/l/configured/4/layer/3"

433 1}

434 find "/connection/device/table/l/configured/4/layer™ {

435 in "type™ link "/connection/layer/ppp"

436 out "/connection/device/table/1l/configured/4/layer/2"

437 '}

438 set "/connection/device/table/l/configured/4/layer/2/param/username™ string " i
439 set "/connection/device/table/l/configured/4/layer/Z2/param/password”™ string ™! g

mn

set "/connection/device/table/1/configured/4/layer/2/param/service name™ string
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set "/connection/device/table/1/configured/4/layer/2/param/ac _name" string
442 set "/connection/device/table/l/configured/4/layer/2/param/padi_timeout™ s32 "O0"
443 set "/connection/device/table/l/configured/4/layer/2/param/auth_type" string "Auto”
444 set "/connection/device/table/l/configured/4/layer/2/param/mru” ulé "1500"

445 sget "/connection/device/table/1/configured/4/layer/2/param/persist” boolean "True"
446 set "/connection/device/table/1/configured/4/layer/2/param/maxfail™ ulé "0"

447 set "/connection/device/table/l/configured/4/layer/2/param/demand” boolean "False™
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set "/connection/device/table/l/configured/4/layer/2/param/idle" ulé "60"
set "/connection/device/table/1/configured/4/layer/2/param/proxyarp™ boolean "False"
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set "/connection/device/table/1/configured/4/layer/2/param/debug"” boolean "False™
set "/connection/device/table/l/configured/4/layer/2/param/keepalive retry" ulé "5"
set "/connection/device/table/1/configured/4/layer/2/param/keepalive interval™ ulé "e0"
action "/connection/device/table/1/add" {
in "index"™ string "2"
in "type™ string "DHCP"™
in "name” string "Management”

in "description™ string ™"
e

in "config map" string

out "link" "" "/connection/device/table/l/configured/2"
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I downloaded the relevant firmware version (RT-AC68U firmware should be used
for RT-AC1900U) from the Asuswrt-Merlin website for the RT-AC1900U, and
successfully installed it through the web interface. Then I also made the
PPPoE and VLAN ID definitions, and saw that the router was able to connect to
the internet successfully.

(] Mame Date modified Type Size
|_1 Changelog-MNG.bd 2.2.2019 21:01 Text Document 32 KB
|_'] README-merlin.td 2.2.2019 21:01 Text Document 10 KB
|_'| RT-ACBEL_384.9 D.trx 2.2.2019 22:20 TRX File 37.052 KB
d sha25Bsum.sha256 2.2.2019 22:20 SHA25E File 1KE
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/iSUS RT-ACT900U . English

Quick Internet Operation Mode: Wireless router Firmware Version: 384.9 SSID: |

Setup

Internet Dual Port Virtual Server / Port DMZ DDNS NAT
Connection WAN Trigger Forwarding Passthrough
General

@5 Network Map WAN - Internet Connection

RT-AC1900U supports several connection types to WAN (wide area network). These types are selected from the dropdown menu

@; Guest Network
beside WAN Connection Type. The setting fields differ depending on the connection type you selected.

AiProtection Configure the Ethernet WAN settings of RT-AC1900U.

Basic Config
Adaptive QoS

WAN Connection Type PPPOE
Enable WAN Oves ®No

USE Application Enable NAT Oves ® No

(3 Aitlond 2.0 Enable UPnP  UPnP_FAQ Oves ® o

Enable secure UPnP mode Oves ® No
f‘ Tools

UPNP: Allowed internal port range 1024 to | 65535

Advanced Settings UPNP: Allowed extenal port range to | 85535

[SW) wireless
= WAN IP Setting

LAN Get the WAN IP automatically

Connect to DNS Server automatically O ves ® No

Account Settings
Usemame

Firewall =
Password L
B Show password
Administration

Disconnect after time of inactivity (in seconds) o
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,E‘..I‘s RT-AC1900U A, \' Asuswrt-Merlin Logout English

= Operation Mode: Wireless router Firmware Version: 384. : =
r‘k Quick Internet B et b 3
‘N, Setup

LAN IP DHCP Server  DNSFilter Route @ IPTY  Switch Control

General
@S Network Map LAN - IPTV

To watch IPTV, the WAN port must be connected to the Internet. Please go to WAN - Dual WAN to confirm that WAN port is

@; Guest Network
assigned to primary WAN.
@] AiProtection LAN Port

Select ISP Profile Manual Setting
@ Adaptive QoS

Internet VID | 3001 PRIO | O

-N_ Traffic Analyzer
LAN Port 4 vID PRIO |0

> 5
& UsB Application LAN Port 3 VID PRIO | O

(3 AiCloud 2.0 Special Applications

Use DHCP routes Microsoft
}' Tools

Enable multicast routing (IGMP Proxy) Disable v

Advanced Settings Enable efficient multicast forwarding (IGMP

Bl Disable v
[,':\\ Wireless .

UDP Proxy (Udpxy) o

*-!'—I Firewall

2 Administration

Next, it was time to make all the DNS traffic performed by the router
encrypted (Dns over HTTPS — DoH). My first task was to connect a USB disk
where I could install and run the packages on the router. Then, I completed
the installation quickly by running the command entware-setup.sh in the
command line. To install the dnscrypt-proxy tool, which supports DoH, I ran
the command curl -L -s -k -0
https://raw.githubusercontent.com/thuantran/dnscrypt-asuswrt-installer/master
/installer && sh installer ; rm installer and completed the installation. To
confirm that the dnscrypt-proxy tool was working properly, I attempted to
resolve the IP address of the wikipedia.org address, which is still banned in

my country, and I saw that the tool was working successfully.



“” Router X

mert@RT-ACL1900U-6610: /tmp/home /root# curl -L —-s -k -0 https://raw.githubusercontent.com/thuantran/dnscrypt-asuswrt-installer/master /Ainstaller && sh installer ; rm installer
Info: Detected ARMv/ architecture.

Info: IJFFS custom scripts and configs are already enabled

Info: choose what you want to do:

1) Install/update dnscrypt-proxy

2) uninstall dnscrypt-proxy

3) configure dnscrypt-proxy

4) set timezone

5) unset timezone

6) Install (P)RNG

7) uninstall (P)RNG

8) Install swap file

9) uninstall ALL

q) Quit

Please enter the number designates your selection:, [1-9/q]:

Infn This operation will ‘msta?'l dnscrypt- pruxy and reTated f‘\'les (<6MB)
Info: to jffs, no other data will be changed

Info: Also some start scripts will be 1nsta'\1ed/mmd1f1ed as required.

=> D0 you want to install dnscrypt-| pmxy to /jffs? L[y/ml: y
nfo: mana?er is up to date. skippin

Info: Downloading dnscrypt-proxy- wnux arm-2.0.19. tar. gz

Info: Downloading public-resolvers.m

Info: Downloading public-resolvers.md.minisig
Tinux-arm/
Tlinux-arm/example-whitelist, txt
Tlinux-arm/example-forwarding-rules. txt
Tinux-arm/example-cloaking-rules.txt
Tinux-arm/LICENSE
'\1‘nux—arm/examp]e—dnscr¥pt—proxy.tnm1
Tinux-arm/example-blacklist. txt
Hnux—arm/dnscrypt—prox¥

Info: dnsmasq.postcont file already configured

Info: init-start file already configure

Info: wan-start file already configured

Info: Configuring dnscrypt-proxy..

Info: checking dnscrypt-proxy cunﬁguratwn
[2019-03-06 16:59:17] )[(NOTI(E] source [public-i resolvers. md] Toaded
[2019-03-06 16:59: 17] [MoTICE] configuration successfully checked
Info: Found previous dnscrypt-proxy config file

=> Do you want to use this file without reconfiguring? [y/m]l: y
Info: Use previous settings file

Info: staring dnscrypt-proxy..

Done.

Info: For dnscrypt-proxy version 2 to work reliably, you might also want to:
Info: - Add

Info: - Add a RNG

Info: - Set your timezone

Info: operation completed. You can quit or continue

Info: <¢hoose what you want to do:
1) Install/update dnscrypt-proxy
2) uninstall dnscrypt-proxy
3) configure dnscrypt-proxy
4) set timezone
5) Unset timezone
6) Install (P)RNG
7) uninstall (P)RNG
8) Install swap file
9) Uninstall ALL
q) quit
Please enter the number deswgnates your selection:, [1-9/ql: q
Infn operations have been applied if any has been made
Infn-__In _case of anomaly _nlease rehnnt wvour rourer!

% Router > | @ DO -"eni | &® Batcave | @ Batcave (1)

mert@RT-ACL900U-6610: /jTfs/dnscrypt# dig @195.175.39.49 www.wikipedia.org +short
195.175.254.2
mer t@rRT-AC1900U-6610: /jffs/dnscrypt# dig @E.8.E.8 www.wikipedia.org +short

i <<>> DiG 9.11.5 <<>> @B.8.8.8 www.wikipedia.org +short

; (1 server found)

i global options: +cmd

;: connection timed out; no servers could be reached

mert@RT-ACL900U-6610: /jffs/dnscrypt# dig @l.1.1.1 www.wikipedia.org +short

7 o<<> DiG 9.11.5 <<»> @.1.1.1 www.wikipedia.org +short

: (1 server found)

;: global options: +cmd

;: connection timed out; no serwvers could be reached

mert@RT-AC1900U-6610: /jffs,/dnscrypt# dig @127.0.0.1 www.wikipedia.org +short
103.102.166. 224

mer teRT-AC1900U-6610: /jffs/dnscrypt# . /dnscrypt-proxy -resolve www.wikipedia.org
Resolving [www.wikipedia.org]

Domain exists: probably not, or blocked by the proxy
Canonical name: www.wikipedia.org.

IP addresses: 103.102.166.224, 2001 :df2:e500:edla::1
TXT records: -

Resolver IP: 162.158.250.137

To take advantage of the router’s capabilities, I decided to test its
connection with VPN services (Netflix users will understand the reason well.
:)) I decided to subscribe to NordVPN, a VPN service provider that I saw many
advertisements for while traveling in the US. I was able to successfully
connect to one of NordVPN’s servers by following the steps on their help page

specifically created for Asuswrt-Merlin users.

After connecting to NordVPN, I noticed that my internet connection had slowed


https://www.netflix.com/
https://nordvpn.com/
https://www.mertsarica.com/black-hat-usa-2018/
https://nordvpn.com/tutorials/asustwrt-merlin/openvpn/

down to the point where I couldn’t access any web sites. I was thinking
“There must be a problem with this VPN server” and “Is this VPN server slow
to0?” when I realized that I couldn’t connect to any of the 10 servers I
connected to. Just as I was about to question NordVPN’s service quality, I
remembered reading some messages on social media about claims that VPN
services were being slowed down.
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I noticed that when I pinged the IP address 8.8.8.8, which is Google’s DNS
server, from the NordVPN servers I connected to, the response times were

increasing exponentially.
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mert@RT-AC1900U-6610: /tmp,/home,/root# route

kKernel IP routing table

Destination Gateway Genmask

¥ 255.255.255.255 UH
176.113.74. 237 255.255.255. 255 UGH
192.168.1.0 & 255.255.255.0 U
10.7.3.0 » 255.255.255.0 u
169.254.0.0 il 255.255.0.0 u
127.0.0.0 = 255.0.0.0 u
default / 0.0.0.0 UG
mer tBRT-AC1900U-6610: /tmp/home/root# ping -I tunl2? B8.8.8.8
PING 8.8.8.8 (8.8.8.8): 56 data bytes
64 bytes from 8&.8.8.8: seg=0 tr1=55 time=6648.268 ms
64 bytes from 8.8.8.8: seqg=1 ttl=55 time=5648.283 ms
64 bytes from 8.8.8.8: seqg=2 ttl=55 Time=4648.953 ms
64 bytes from 8.8.8.8: seg=3 trl1=55 time=12224.073 ms
64 bytes from 8.8.8.8: seg=4 ttl=55 time=11224.201 ms
64 bytes from 8.8.8.8: seg=5 trl1=55 time=10224.202 ms
64 bytes from 8.8.8.8: seq=6 ttl=55 Time=9614. 864 ms
64 bytes from 8.8.8.8: seqg=7 ttl=55 time=12234.947 ms
64 bytes from 8.8.8.8: seg=8 trl1=55 time=11235.023 ms
64 bytes from 8.8.8.8: seq=9 ttl=55 time=10235.036 ms
64 bytes from 8.8.8.8: seg=10 ttl=55 time=9235.121 ms
64 bytes from &.8.8.8: seg=11 tt1=55 time=16509. 917 ms
64 bytes from 8.8.8.8: seg=12 ttl=55 time=15509. 886 ms
64 bytes from 8&.8.8.8: seg=13 tt1=55 time=14510. 849 ms
64 bytes from 8.8.8.8: seqg=14 ttl=55 time=13510.848 ms
64 bytes from 8.8.8.8: seg=15 ttl=55 time=12510.775 ms
64 bytes from 8.8.8.8: seg=16 Tt]=55 time=11512.011 ms
64 bytes from 8.8.8.8: seq=1l7 ttl=55 time=10513.375 ms
64 bytes from 8.8.8.8: seg=18 ttl=55 Ttime=9513.429 ms
64 bytes from 8&.8.8.8: seg=19 tt1=55 time=8513.435 ms
64 bytes from 8.8.8.8: seqg=20 ttl=55 time=13145.176 ms
64 bytes from 8&.8.8.8: seg=21 tt]=55 time=12145.169 ms
64 bytes from 8.8.8.8: seqg=22 ttl=55 time=11147.973 ms
64 bytes from 8.8.8.8: seqg=23 ttl=55 time=10147.933 ms
64 bytes from 8.8.8.8: seg=24 tt]1=55 time=9147. 860 ms
64 bytes from 8.8.8.8: seq=25 ttl=55 Time=8147.774 ms
64 bytes from 8&.8.8.8: seg=26 ttl=55 Time=7147.687 ms
64 bytes from 8.8.8.8: seg=27 Tt]=55 time=11516.101 ms
64 bytes from 8.8.8.8: seqg=28 ttl=55 time=11761.391 ms
64 bytes from 8&.8.8.8: seg=29 Tt]=55 time=10761. 391 ms
64 bytes from 8.8.8.8: seq=30 ttl=55 time=9761.313 ms
64 bytes from 8.8.8.8: segq=31 ttl=55 time=8761.224 ms
64 bytes from 8.8.8.8: seg=32 Tr1=55 time=7761.279 ms
64 bytes from 8.8.8.8: seq=33 ttl=55 Time=9896.576 ms
64 bytes from 8&.8.8.8: seg=34 ttl=55 time=8896.620 ms
64 bytes from 8&.8.8.8: seg=35 Tt]=55 time=7898. 961 ms
64 bytes from 8.8.8.8: seq=36 ttl=55 time=6898.912 ms
64 bytes from 8&.8.8.8: seg=37 Tt1=55 time=5898. 834 ms
64 bytes from 8.8.8.8: seq=38 ttl=55 Time=4898.749 ms
64 bytes from 8.8.8.8: seq=39 ttl=55 time=16923.183 ms
64 bytes from 8.8.8.8: seg=40 Tt]1=55 time=15923.461 ms
64 bytes from 8.8.8.8: seg=41l ttl=55 time=14924.623 ms
64 bytes from 8.B8.8.8: seg=42 ttl=55 time=13924.561 ms
64 bytes from 8&.8.8.8: seg=43 Tt]=55 time=29231.054 ms
64 bytes from 8.8.8.8: seg=44 ttl=55 time=28231.044 ms
64 bytes from 8&.8.8.8: seg=45 Tt]=55 time=27231. 986 ms
64 bytes from 8.8.8.8: seq=46 ttl=55 time=26231.979 ms
64 bytes from 8.8.8.8: seqg=47 ttl=55 time=31198. 969 ms
64 bytes from 8&.8.8.8: seg=48 Tt]=55 time=30198. 990 ms
64 bytes from 8.8.8.8: seq=49 ttl=55 time=29198.962 ms
64 bytes from 8.B8.8.8: seqg=50 ttl=55 time=28198. 983 ms
64 bytes from &.8.8.8: seg=51 Tt]=55 time=27198. 956 ms
64 bytes from 8.8.8.8: seqg=52 ttl=55 time=26201.187 ms
64 bytes from 8&.8.8.8: seg=53 Tt1=55 time=25201. 248 ms
64 bytes from 8.8.8.8: seqg=54 ttl=55 time=24201.256 ms
M

--- B.B.B.8 ping statistics ---

80 packets transmitted,

55 packets received,

Flags Metric Ref

[=Nalelalalele)

31% packet Tloss

oooooo o

Use

[=Nalelelalel)

Iface
pppo
EPPU

rQ
tunlz2
v1an3001
1o
ppp0
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/SUS RT-ACTI00U

- Operation Mode: Whirel outer Firmware Version: 384. 2 =
f_{ Quick Internet p )| Wireless router |

Seftup
VPN Status VPN Server VPN Client TOR

General

@é‘) Network Map OpenVPN Client Settings OpenVPN PPTRILZTP

@a} Guest Network Befure.starﬁng ﬂ‘m service make sur.e you properly configure it, including the required keys,
otherwise you will be unable to tum it on.

@ At RN S In case of problem, see the System Log for any error message related to openvpn.

ﬁ Adaptive QoS o

Select client instance 4: NordvPN - VPN - CA-US10 v

1&_ Traffic Analyzer
Service state ON Connected (Local 10.7.7.44 - Public: 91.132.137.70) Reifresh

@? USB Application

< Automatic start at boot time ®ves Ono

3 Aicloud 2.0 Description NordVPN - VPN - CA-US10

/,, Tools Import _ovpn file Choose File FLRill=Relsi:]
Advanced Settings

E\') Wireless

Interface Type TUN ¥

Protocol TCP v

Server Address and Port Address:| 139.28.218.44
Accept DNS Configuration Relaxed

Create NAT on tunnel O Yes ® No
Authentication Settings
Authorization Mode

*.'i] Firewall Usemame/Password Authentication

Usemame

2 Administration

Password [ B show password
mer t@RT-AC1900U-6610: /tmp,/home/root# route
kKernel IP routing table

Destination Gateway Genmask Flags Metric Ref Use Iface
139, 28. 218, 44 255.255.255. 255 UGH 0 0 0 ppp0

o 255. 255, 255. 255 UH 0 0 0 Eppﬂ
192.168.1.0 G 235.255.255. 0 L 0 0 0 bro
1¢.7.7.0 = 235.255.235.0 L 0 0 0 tunl4d
169, 254.0.0 2 255.255.0.0 L 0 0 0 vlan300l
127.0.0.0 iy 235.0.0.0 L 0 0 0 lo
default 0.0.0.0 uG 0 0 0 ppp0

mert@RT—AClQDDU—EElD:ftmpfhnme?ract# ping -I tunl4 &.B.8.8

PING 8.8.8.8 (8.8.8.8): 56 data bytes

64 bytes from 8.8.8.8: seqg=47 ttl=117 time=B866.553 ms
64 bytes from 8.8.8.8: seg=48 tt1=117 Time=1191.751 ms
64 bytes from 8.8.8.8: seq=49 ttl=117 time=2292.490 ms
64 bytes from 8.8.8.8: s5eqg=50 ttl=117 time=31483.191 ms
64 bytes from 8.8.8.8: seg=>52 tt1=117 Time=29483.216 ms
64 bytes from 8.8.8.8: seq=53 ttl=117 time=34078.320 ms
64 bytes from 8§.8.8.8: seg=54 ttl=117 time=33078.304 ms
64 bytes from &.8.8.8: seg=55 ttl1=117 Time=32078.228 ms
64 bytes from 8.8.8.8: seqg=56 ttl=117 time=31078.140 ms
64 bytes from 8.8.8.8: seqg=57 tt1=117 Time=30078.070 ms

When I connected to one of NordVPN’s servers with the Double VPN feature, I


https://nordvpn.com/features/double-vpn/

saw that the ping time was much more reasonable and I could access websites.
When I connected to another Double VPN server, I again noticed that my
connection was incredibly slow. When I compared the OpenVPN connection
settings of the two VPN servers, I found that the AUTH parameter (HMAC digest
algorithm) used in message verification was different (SHA512 instead of
SHA1). When I tried to connect to all NordVPN servers that use the AUTH
parameter of SHAl, I found that the connection did not slow down and
therefore I believe that the slowdown could be related to the SHA512
algorithm.

When I asked on LinkedIn what could cause the delay in PING times, the
general responses were that the line could be saturated, the router in
between could be malfunctioning, there could be a problem with the ethernet
card, there could be a grounding problem in the local network, the firewall
connection list could be full, the system could be under attack. Based on the
screenshots I shared and the comments from LinkedIn, I decided to leave it to

you, dear readers, to find out what caused this delay as an exercise.

E 3 | oven 3] B ca5 16 nordvon com tepd43. v [ c3us10.nordvpn comtep443.ovpn £
client client
dev tun dev tun
proto tcp 3 proto tecp
4 Fremote 68.168.114.37 443 4 SFremote 139.28.216.44 443

resolv-retry infinite
remote-random
nobind
tun-mtu 1500
tun-mtu-extra 32
mssfix 1450
persist-key
persist—tun
ping 15

14 ping-restart 0
ping-timer-rem
reneg-sec 0

7 =mcomp-lzo no

remote-cert-tls server

#mute 10000
auth-user-pass
23 =
verb 3
pull
fast-io
cipher AES-256-CBC

32 =MITEzTCCATWGAWIBAGTJALMXGQT/LXUhMAOGCSQGSIb3DQERCWUAMIGEMQSWCQYD
33 EVQQGEwJQQTELMAKGA1UECBMCUEExDzANBGNVBACTB1BhbmFt YTEQMA4GAIUEChME
3 Tm9yZFZQTJEQMA4GA1 UECKMHTMOyZF QT j EDMBKGATUEAXMS Y2EAXMZTm5 vGmR2
35 EECG4uY29tMRAWDYDVQODPEWAOb3JkV1BOMREWHQYJKOZThvCNAQKBFhR] ZXJ0QG5V
6 =mcmR2cG4uY2StMB4XDTE3MTEYOTE1MzMywOFoXDTT3MTEYNzE1MzMwOFowg 28 xCzAT
7 =BgNVBAYTAlBEMQSWCQYDVQQIEWJQQTEPMAOGAIUEBXMGUGFUYW1hMRAWDG YDVQQR

35  EEwdOb3JkV1BOMRAWDGYDVQOLEWAOb3 JkV]1BOMRSWGQYDVOQDERJT ¥S11e zMubmOy
39  =EmZHZwbi5jb20xEDACBGNVECKTEOSvemRWUEL xHzAdBgkghkiGowOBCOEWEGN] cnRA
40 =mbm9yZHZwbiS5ib20wggEiMAOGCSqGSTh3DQEBAQUAR4 IBDWAWGYERACTBAQDINGO3
41 =m30pesTNGHbIVGD3361y8DY1d6DvalWgkDg4MV+CSARY1n9dCiLvOMal] 609VELD
42 =mLFCz9HPUSES231bEH3zgNSLO4mE 59T1751dhvP GYtAASDWE

resolv-retry infinite
remote-random
nobind

tun-mtu 1500
tun-mtu-extra 32
mssfix 1450
persist-key
persist-tun

ping 15
ping-restart O
ping-timer-rem
reneg-sec 0

remote-cert-tls server

#mute 10000
auth-user— pass

verb 3

pull
fast-io

2 cipher AES-256-CBC
26 dpauth SHA512

32  #EMITFCjCCAVKGAWIBAGTBATANBgKghkiG9w0BAQOFADASMOSWCOYDVQOGEWIQQTER
33  #EMA4GAIUEChMHTmMOyZFZQT jEYMBYGAIUEAXMPTmOyZFZQT1BSb2 9 0 TENEMBAXDTE2
34  fFMDEWMTAWMDAWMFOXDTMIMT IZMITZNTk10VowOTELMAKGA]UEBhMCUEEXEDAOBGNY
35 #RBAOTBOS5VCMRWUE4XGDAWBGNVBAMIDO5VCMRWUE4gUMIvVACBDQTCCAL TWDQYJKOZT
36 dfhvcNAQEBROADGGTPADCCAGoCGgTBAMKr /BYhyo0F2ups IMXWC 60vkZps3NN2 /e QF
37 dRkfQIS1gqlOae]SKSEnmY0KaonBuzCTXPSRH1gONGgS5D2gixddimJUvV3dE3yIFIT
35  #EXMODKXACGRoAvKJIyU61lcfEVF6/UxHCbBguzK9ULRHES 9e JYm3rpL/ 5ShuQMCppX 7kU
39 #peQ8dpCwd3iRITqwdlZudDgsWallvgzC2H55Iyaz/5/TnCk31Q1UPERksbbuRcwOV
40 ®ESkEDSm6YoWDNn/ITzGOYNFJRZQH5)Tz3j 10BVRIuQuUBUVUk fhx1FEwhwZigrexxu
41  dAMP+QgMS4kezgziJUaZcOM2 zF31vrwMvXDMENe ToJABY91iw S 69%Q8czQCUSIMVmA

W 42 #371tv5EcIUShzuwk/9Q012+d/ r6Ix0mlurs8gnCARIgwa3kyzwée4FZEmYL4vVPRR

Normal text file

length: 2815 lines: &5 Ln:4 Col:1 Sel:0]0

Unix (LF)

UTF-8


https://nordvpn.com/api/files/zip
https://www.linkedin.com/feed/update/urn:li:activity:6510180033020071936/

mert@RT-AC1900U-6610: /tmp,/home,/root# route
kKernel IP routing table

Destination Gatewawv Genmask Flags Metric Ref Use Iface
68.168.114. 37 ' 255.255.255. 255 UGH 0 0 0 ppp0

] 235.255.255. 255 UH 0 0 0 Eppﬂ
192.168.1.0 > 255.255.255.0 U 0 0 0 bro
10.7.7.0 » 255.255.255.0 u 0 0 0 tunl3
169.254.0.0 * 255.255.0.0 u 0 0 0 vlan3001
127.0.0.0 = 255.0.0.0 u 0 0 0 lo
default 1 0.0.0.0 UG 0 0 0 ppp0

mert@RT-AC1900U-6610: ftmpfhumefruut# ping -I tunl3 &.8.8.8
PING B.8.B8.8 (8. J: 56 data bytes

64 bytes from seq=0 tt1=121 tTime=416.562 ms
64 bytes from seg=l ttl=121 time=163.178 ms
64 bytes from seg=2 ttl=121 time=227.239 ms
64 bytes from seq=3 Ttl=121 Time=163.491 ms
64 bytes from seg=4 ttl=121 time=164.102 ms
64 bytes from seq=5 Ttl=121 tTime=163. 397 ms
64 bytes from seg=6 ttl=121 time=163.538 ms
64 bytes from seg=7 ttl=121 time=165.894 ms
64 bytes from seq=8 Ttl=121 tTime=163.354 ms
64 bytes from seg=9% ttl=121 time=163.095 ms
64 bytes from seg=10 ttl=121 time=163.285 ms
64 bytes from seq=11 ttl=121 time=180.063 ms
64 bytes from seg=12 ttl=121 time=163.515 ms
64 bytes from seq=13 ttl=121 time=183. 941 ms
64 bytes from seg=14 ttl=121 time=163.153 ms
64 bytes from seg=15 ttl=121 time=164.452 ms
64 bytes from seq=16 ttl=121 time=239.481 ms
64 bytes from seg=17 ttl=121 time=247.684 ms
64 bytes from seg=18 ttl=121 time=229.615 ms
64 bytes from seq=19 ttl=121 time=163. 541 ms
64 bytes from seg=20 ttl=121 time=308.787 ms
64 bytes from seq=21 ttl=121 time=163.751 ms
64 bytes from seg=22 ttl=121 time=164.228 ms
64 bytes from seg=23 ttl=121 time=189.868 ms
64 bytes from seq=24 ttl=121 time=163.761 ms
64 bytes from seg=25 ttl=121 time=163.222 ms
64 bytes from seg=26 ttl=121 time=163.220 ms
64 bytes from seq=27 ttl=121 time=163.683 ms
64 bytes from seg=28 ttl=121 time=163.683 ms
64 bytes from seq=29 ttl=121 time=163.792 ms
64 bytes from seg=30 ttl=121 time=163.429 ms
64 bytes from seg=31 ttl=121 time=325.651 ms
64 bytes from seq=32 ttl=121 time=17&.039 ms
64 bytes from seg=33 ttl=121 time=163.946 ms
64 bytes from seg=34 ttl=121 time=163.651 ms
64 bytes from seq=35 ttl=121 time=163.740 ms
64 bytes from seg=36 ttl1=121 time=340.520 ms
64 bytes from seq=37 ttl=121 time=236. 380 ms
64 bytes from seg=38 ttl=121 time=433.735 ms
64 bytes from seg=39 ttl=121 time=163.266 ms
64 bytes from seq=40 ttl=121 time=163.345 ms
64 bytes from seg=41l ttl=121 time=163.188 ms
64 bytes from seg=42 ttl=121 time=163.783 ms
64 bytes from seq=43 ttl=121 time=163.224 ms
64 bytes from seg=44 ttl=121 time=163.706 ms
64 bytes from seq=45 ttl=121 time=164.327 ms
64 bytes from seg=46 ttl1=121 time=163.542 ms
M

--- B.B.B.8 ping statistics ---

47 packets transmitted, 47 packets received, 0% packet loss
round-trip min/avg/max = 163.095/194.426/433.735 ms

0 09 0,00 0 09 0 09 00 09 0 09 00 09 G0 09 00 09 00 09 00 09 G0 09 00 09 00 09 00 09 00 09 00 09 00 09 00 09 00 09 09 09 00 09 00 09 00
20 00 00 00 &0 00 G0 32 3 0 0 0 00 00 00 00 09 09 09 09 00 09 G0 G0 3 0 0 00,00 00 00 09 09 09 09 09 00 60 30 00 00 00 0 0 0 0
0 09 0,00 0 09 0 69 00 09 00 00 0 09 0 09 0 09 00 00 00 09 0 09 00 09 00 00 00 09 00 09 00 09 00 00 00 09 00 09 00 09 00 00 00 09 00 00
G290 3,90 0,90 02,90 0,90 2,90 03,90 02,00 0,90 0,90 09,90 00,90 €0 90 00,00 00,00 00,00 6000 00,00 00,00 00,00 00 20 00,00 00 00 00 0.

In conclusion, after years of using the Tilgin HG1332 router without choice
and complaining, I was finally able to escape and get a new router that I
could secure myself, full of security features. Especially with the support
of OpenVPN, when I want to take advantage of free public WiFi services in
public places like shopping centers, hotels, cafes, airports, etc., which are
free but pose a risk to users in terms of information security, I can connect



to my router at home securely via VPN from my computer or mobile phone, and
minimize that risk, which made me very happy.

Hope to see you in the following articles.



