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Baslangic

Yatirim Dolandiricilari baslikli blog yazimi okuyanlariniz, sosyal medya ve
aglar lzerinden dolandiricilarin sahte reklamlarla masum vatandaslari hangi
yontemlerle, nasil aglarina dislirmeye calistiklarini gormislerdir. O yazida
da oldugu gibi dolandiricilik girisiminin 6nemli bir parcasinda yer alan web
siteleri, dolandiricilarin operasyonlari acisindan kritik bir yere sahiptir.

Cogu vakada ikna yolu ile bir sekilde kurbanlarini web sitelerine getirebilen
dolandiricilar, kurbanlarina ait bilgileri buradan ele gecirmekte, ardindan
operasyonlarinin diger adimi olan cagri veya WhatsApp, Telegram gibi kanallar
tUzerinden kurbanlari ile iletisime gecmektedirler. Tahmin edilebilecegi Uzere
bu son adimda da kurbanlarina para transferi yaptirmaya calisarak kotd
emellerine ulasmayi hedeflemektedirler.

Tabii bu dolandiricilardan biraz isi bilenler, SOCRadar, Netcraft gibi siber
suclarla micadele eden sirketlerin ve USOM gibi birimlerin web sitelerini
taradiklarini, raporladiklarini ve ardindan da supheli/zararli olanlari
kapattirdiklarini bildikleri icin bu taramalari atlatma adina 1996 yilindan
beri SEO dinyasinda kullanilan Cloaking dedigimiz maskeleme taktiginden
faydalanmaktadirlar. Ben de bu yazimda farkindalik yaratmasi adina maskeleme
tekniklerinden en cok kullanilanlarina ve bunlari basit bir sekilde atlatmak

amaciyla yapay zekaya gelistirttigim bir araca yer vermeye calistaim.


https://www.hack4career.com/dolandiricilarin-gizlenme-oyunlari/
https://www.hack4career.com/dolandiricilarin-gizlenme-oyunlari/
https://www.hack4career.com/phishing-cloaking-techniques
https://www.mertsarica.com/yatirim-dolandiricilari/
https://socradar.io/
https://www.netcraft.com/
https://www.usom.gov.tr/
https://en.wikipedia.org/wiki/Cloaking

Cloaking, bir web sitesinin arama motorlarina gésterdigi igerigin,
kullanicilara gosterdigi icerikten farkli olmasidir; bu, arama motoru
optimizasyonu (SEO) kurallarina aykiri bir uygulamadir. Kullanicilar ve arama
motorlari tarafindan farkli iceriklerin sunuldugu bu yéntem, arama
sonuglarinda avantaj saglamak amaciyla kullanilir.

Cloaking’in Amaci ve Yontemi

Arama Motoru Optimizasyonu (SEO):
Cloaking, bir web sitesinin arama motoru sonuc¢larinda daha ust siralarda yer
almasini saglamak icin kullanilan bir tekniktir.

Farkli Icerik Sunumu:

Arama motoru botlari, web sitesinin daha zengin ve arama sorgularina uygun
anahtar kelimelerle dolu bir icerige sahip oldugunu dusinir. Ancak, gercek
kullanicilara sitenin farkli ve genellikle daha az optimize edilmis bir
surumd goésterilir.

Kotu Niyetli Kullanim:
Bu yontem, Google gibi arama motorlarinin algoritmalarini kandirmak ve

kullanicilara spam veya yaniltici icerikler gostermek amaciyla kullanilar.

Oncelikle maskeleme teknigi kullanilan oltalama siteleri ilizerinde giivenlik
arastirmasi yapabilmek icin oltalama sitelerinin kaynak koduna ihtiyacim
vardi. Ha deyince bunlara ulasmak pratikte pek mumkin olamayacagi ic¢in Onceki
yazilarimda oldugu gibi SOCRadar’in yardimina basvurmaya verdim. :)

SOCRadar platformu oltalama (phishing) sitelerini sadece tespit etmekle
kalmayip bunlarin arkasindaki tehdit aktérlerine ulasabilmek icin yeri
geldiginde kaynak kodlarini da elde edebildigi ic¢in Tirk vatandaslarini hedef
alan 500 tane oltalama sitesine ait kaynak kodunu temin edip, Uzerinde
glivenlik arastirmasi yapmaya karar verdim.

Cografi Maskeleme

I1k olarak Yatirim Dolandiricilari blog yazima konu olan tehdit aktériine ait
bir web sitesini inceledim. Bir yildir dolandiricilik operasyonlarina hiz
kesmeden devam eden bu tehdit aktéri, 6 Agustos 2025 tarihinde
navoisco[.]info isimli alan adini kayit edip, 13 Agustos 2025 tarihinde ise
web sitesini dolandiricilik amaciyla kullanmaya basladi.


https://www.mertsarica.com/yatirim-dolandiricilari/

Bu web sitesini yurt disindan ziyaret ettiginizde karsiniza sorf lrinleri
satan bir icerik geliyordu fakat Tirkiye’den ziyaret ettiginizde bu defa
Baykar savunma sirketinin adini kullarak dolandiricilik faliyeti
gerceklestiren, kisaca Cografi Maskeleme teknigi kullanan bir web sayfasi
olarak karsiniza c¢ikiyordu. Google arama motorunda bu adresi arattiginizda
ise dolandiricilarin kullandigi bu maskeleme teknigi sayesinde kayitlara soOrf

urinleri satan bir magaza olarak girdigi goéruliyordu.
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Summer Collection is Here!

Get ready for the summer season with our exclusive collection of surfboards, swimwear, and beach
essentials. Ride the waves in style with WaveCraft.

Explore Now
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WaveCraft Surf Shop — Surfboards, Wetsuits & Gear
Explore our wide selection of surfboards, wetsuits, and accessories. We're dedicated to helping you find
the gear you need for an unforgettable surfing ...
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Contact — WaveCraft Surf Shop — Surfboards, Wetsuits & Gear

Prefer to speak directly? Call our friendly team at +1 619-555-1234 for assistance with orders, product
questions, or store hours. We're here to help you ride ...
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Beginner's Essentials — WaveCraft Surf Shop - Surfboards, Wetsuits ...

Something big is brewing! Our store is in the works and will be launching soon! Shop. Surfboards -
Wetsuits - Accessories.

@ navoisco.info
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Beginner's Essentials - WaveCraft Surf Shop

Explore our range of stable and easy-to-paddle surfboards designed specifically for beginners. Choose
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Not: Yaklasik bir yili askin slredir takip ettigim ve Rus olduklarina kanaat

getirdigim, operasyonlarini ise agirlikla Ukrayna IP adresleri
(185.38.218.86, 185.237.75.100, 91.123.155.63) lzerinden gerceklestiren
tehdit aktérlerinin, Subat 2025'ten bu yana 699 oltalama (phishing) web
sitesi hayata gecirdigini, yaklasik 9000 Tirk vatandasini hedef alip kisisel

bilgilerini (isim, soyad, e-posta adresi, telefon numarasi, ip adresi) ele

gecirdiklerini tespit ettim.
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Ready 11682 of 12629 records found ff; Accessibility: Unavailable

Kullanici Aracisi (User-Agent) Tabanli
Maskeleme

Ikinci olarak 17 Nisan 2025 tarihinde Ziraat Bankasi miisterilerini hedef alan
mybbau[.]sal[.]com oltalama sitesine ait kaynak kodlarini incelemeye basladim

ve dosyalar arasinda netcraft check.php isimli dosya dikkatimi c¢ekti.

Netcraft, 1995’'ten beri faaliyet gdsteren Ingiltere merkezli bir siber
guvenlik ve internet O0lcumleme sirketidir. En c¢ok phishing (oltalama) ve
kotuye kullanim raporlama hizmetleriyle bilinir; barindirma analizi ve
internet altyapisi istatistikleri sunar.

Oltalama sitesinin ziraatbank alt klasérinde yer alan index.php dosyasindan
cagrilan bu dosyada, Netcraft sirketi tarafindan oltalama sitesini tespit
etmek amaciyla kullanildigi disinilen kullanici aracisi dizesi (User-Agent)
yer aliyordu. Bu dize ile web sitesine baglanti yapildiginda kullanicinin web
tarayicisi google.ca adresi Uzerinden https://appleid.apple.com web adresine
yonlendirerek maskeleme islemi gerceklestiriyordu.


https://www.ziraatbank.com.tr/tr
https://www.netcraft.com/
https://google.ca
https://appleid.apple.com

Name

v M ziraat
@ admin_ziirtata.sql
> M assets
> @ Content
B core91f5.js
B index.php
B jquery361c.js
» plugins.min7a39.css
® sub.min179c.css
B ui.minaf26.js
B ziraat.zip
v M ziraatbank
v [ _block
B blacklist_lookup.php
B blacklist.dat
B blocker.php
B netcraft_check.php
B visitor_log.php
> [ _kontrol
> I _net
> M _ZAE23AFeAd
B baglanz.php
B Firstsms.php
B index.php
loading.gif
B loading.php
> M Login
B pola.php
B ProcDone.php
B robots.txt
B SecureSms.php
B security_phone.php
B WebResource.axd
B ziraatOnav.oho

<P index.php

include 'baglanz.php';

ip H

db—> ("UPDATE sazan SET now = 'AnaSayfada' WHERE ip = '{$ip}'");
ayarsor = $db—>i ("SELECT x from ayarlar where ayar_id=:id");
ayarsor—> ( ('id' = 0));

ayarcek=$ayarsor—> ( : :FETCH_ASSOC) ;

include ‘_kontrol/Country_Detect.php®;
include '_kontrol/Moblie_Detect.php';
include '_kontrol/geoplugin.class.php';
//$geoplugin = new geoPlugin();
//$detect = new Mobile_Detect;

/*
$ipx = GetIP();
$geoplugin—>locate($ipx);

echo "Geolocation results for {$geoplugin->ip}: <br />\n".
"City: {$geoplugin->city} <br />\n".
“Region: {$geoplugin->region} <br />\n".
“Region Code: {$geoplugin->regionCode} <br />\n".
“Country Code: {$geoplugin->countryCode} <br />\n";

*/

ban = $db—> ("SELECT * FROM ban",
foreach($ban as $kontrol){
if($kontroll'ban'] == $ip){
('Location:http://www.google.com.tr');

+ 1FETCH_ASS0C) ;

i

}
7>
DOCTYPE
class="login

id="_wau569">var _wau = _wau || []; _wau. (["small",
async src="//waust.at/s.js
http-equiv="Content-Language" content="tr’
http-equiv="Content-Type" content="text/html; charset=IS0-8859-9
name="description" content="
name="keyword" content=
http-equiv="X-UA-Compatible" content="IE=edge’
Hosgeldiniz | Ziraat Bankasi Internet Bankaciligi
rel="icon" href="../../Content/assets/img/touch_icon.png
name="viewoort
Line 1, Column 1

netcraft_check.php

<?php @ (0);
if ($v_agent ==

die();

zirbirl6

569"1);

content="width=device-width. initial-scale=1.0. maximum-scale=5.

Spaces: 4
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4> baglanz.php

<?php
include '_block/blocker.php";

Kind

Folder
SQL file
Folder
Folder
JavaScript
PHP script
JavaScript
Text Document
Text Document
JavaScript
ZIP archive
Folder
Folder
PHP script
DAT file
PHP script
PHP script
PHP script
Folder
Folder
Folder
PHP script
PHP script
PHP script
GIF Image
PHP script
Folder
PHP script
PHP script
Plain Text
PHP script
PHP script
Document
PHP script

7 KB

32 KB

4 KB

362 bytes
299 bytes

include '_block/blacklist_lookup.php*;
include '_block/netcraft_check.php';

(0);

('Europe/Istanbul');

db=new

("mysql:host=localhost;dbname=adnin_ziraAFat;charset=utfg",

admin_ziraAFat', 'admin_ziraAFat');

}

catch ( e)

0;
I
function ($gelen)
giden
giden
giden
giden =
return $giden;

}
function

encrypted_string =
return $encrypted_string;

I
function

decrypted_string =
return $decrypted_string;
}

anahtazr = "SeAsAyk0_OClar";

function ($str)
str
str

return $str;

}

Line 24, Column 1

Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 5.1; .NET CLR 2.0.50727)") {
("Location: https://www.google.ca/url?sa=t&rct=j&q=8esrc=s&source=web&cd=1&cad=rja&uact=8&ved=0ahUKEwi_yey8kvzIAhWwj4MKHVp5ALCQFggcMAA&uUrl=https%3A%2F:
appleid.apple. coms2F&usg=AFQj CNF7841]q5PLrYJwYDN8RKCZ]j uNVww") ;

($gelen);

($giden);

($giden);
(sgiden);

($string, $key)

($string, "AES-128-ECB", $key);

($string, $key)

($string, "AES-128-ECB", $key);

e S D L= U UL ) RS
) $str);

str);

Spaces: 4




Kara Liste Tabanli Maskeleme

Dosyalara bakarken yine index.php dosyasinda belirtilen blocker.php dosyasi
g6zume carpti. Bu dosyayi inceledigimde icinde web sitesine baglanan IP
adresine ve ters DNS kaydina yonelik kara liste kontroli yapildigini gdrdim.
Bunlardan birinin tespit edilmesi durumunda sitenin igerigi yerine 404 Not

Found hatasi doénilerek, maskeleme islemi gerceklestiriliyordu.

4)r blocker.php
<?php (0);

hostname ( ['REMOTE_ADDR']) ;
blocked_words ("applebot", "java", "Media Center PC", "Phantom]S", "metauri.com", "Twitterbot", "above", "google", "softlayer",
amazonaws'", "cyveillance", "phishtank", "dreamhost™, "netpilot", "calyxinstitute", "tor-exit", "msnbot", "p3pwgdsn", "netcraft",
trendmicro", "ebay", "paypal", 'torservers", "messagelabs", "sucuri.net", "crawler", "baidu", "baidubot");
foreach ($blocked_words as $word) {
if ( ($hostname, $word) > 0) {
("HTTP/1.0 404 Not Found");
die("<h1>404 Not Found</h1>The page that you have requested could not be found.");

Ik
}
badAgents
('Googlebot "',
Baiduspider',
Phantom3S',
applebot’,
metauri.com',
Twitterbot',
ia_archiver',
R6_FeedFetcher',
NetcraftSurveyAgent',
Sogou web spider',
bingbot',
Yahoo! Slurp',
facebookexternalhit',
PrintfulBot',
msnbot',
Twitterbot',
UnwindFetchor',
urlresolver',
Butterfly',
TweetmemeBot "',
PaperLiBot',
MJ12bot',
AhrefsBot',
Exabot',
Ezooms',
YandexBot',
SearchmetricsBot',
picsearch',
TweetedTimes Bot',
QuerySeekerSpider',
ShowyouBot',
woriobot',
merlinkbot',
BazQuxBot',
Kraken'.
Line 10, Column 6



https://tr.wikipedia.org/wiki/Ters_DNS

4>  blocker.php
grokkit-crawler',
SMXCrawler',
PulseCrawler',
Y!J-BRW',
80legs.com/webcrawler',
Mediapartners-Google',
Spinn3r',
InAGist',
Python-urllib',
NING',
TencentTraveler',
Feedfetcher-Google',
mon.itor.us',
spbot"',
Feedly',
bot',
java',
curl',
spider',
crawler');
foreach ($badAgents as $agent) {
if ( ¢ ['HTTP_USER_AGENT'], $agent) ! ) af
die("<h1>404 Not Found</h1>The page that you have requested could not be found.");
}
Jy
bannedIP = ~81.161.59.%", "~66.135.200.*", ""66.10! ~38.100.%.%", - , "7149.20.%.x", "£38.105.%.%", "~74.125.%.%",
~66.150.14.x", "~54.176.x.x", "~38.100 E . 8.24 .14 , "1209.19.x.%", "764.71.k.%x",
* ~208.65.144.x ~74. . a2 ’ . 207.126.144.%", "~173.194.%.%",
266.102.%.x", e 4. 5 £62.116.207 5782021250193 %28 =269 .65 3%. %
~46.116.%.% ", .90. 5 5 i . 5 5 85.64.%.%", "785.250.%.%", '"~89.138.x.x",
, "7109.186. ~194.90.%.x", "7212.29.192.%", "7212.29.224.%", L143.%.", "1212.150.%.%", "7212.235.%.%",
~50.97.%.%", "~217.132.%.%", "~209.85.*.*", "~66.205.64.%", . ~64.27.2.%", "~67.15.%.%", "1202.108.252.%",
, "764.62.136.%", "766.221.*x.%", "764.62.175.%", - £192.115.134. %", "7216.252.167.%", “+193.253.199.%",
~64.37.103.%", "~38.144.36.%", "764.124.14.% .28, ~209.73.228.%", "~158.108.x.*", "~168.188.%.%*",
, "~167.24.%.%", "~192.118.48.%", "~67.209.128.%", . , "~12.148.196.%", “~193.220.178.%", "68.65.53.71",
, "764.106.213.%", "~91.103.66.%", "~208.91.115.%",
if ( ( ['REMOTE_ADDR'], $bannedIP)) {
('HTTP/1.0 404 Not Found');
exit();
} else {
foreach ($bannedIP as $ip) {
if ( (" ip 75 ['REMOTE_ADDR'1)) {
('HTTP/1.0 404 Not Found');
die("<h1>404 Not Found</h1>The page that you have requested could not be found.");

Line 10, Column 6 Spaces: 4

16 Agustos 2025 tarihinde CarrefourSA markasini hedef almak ic¢in olusturulan
ve yazgeldihosgeldi[.]online alan adina sahip baska bir oltalama sitesinin
kaynak kodlarina baktigimda bu defa dosyalarin birindeki USOM adi dikkatimi
cekti. Ayni klasorde bulunan botMother.php dosyasini inceledigimde igerisinde
USOM’'a yonelik cesitli kontroller oldugunu gordim. Kontrollerden birinde,
bilgisayar uUzerinden gelen ve siteden suphelenen kisilerin kandirilarak,
sahte USOM bloklama sayfasina yonlendirildigi kisaca sitenin ihbar edilmesi
onlenmeye calisiliyordu.


https://www.carrefoursa.com/

Name

v @ admin
> @ admin
B admin.zip
v 8 botMother
B botMother.php
B Credits.txt
> [ data
B debug.log
B desktop_debug.log
B exmaple.php
B ipapi_debug.log
B lanet_olasi_federaller.txt
B usom_debug.log
B botMother.zip
B bots_log.txt
@® carrefour.sql
B error_log
> M inc
B index.php
B log.txt
> [ nakliye
B phpinfo.php
> [ sadece-online-ozel

4 P>  botMother.php
// Eger cookie zaten varsa (6nceki ziyaretten), direkt fake page don (refresh'te kalici olsun)
A ['usom_blocked']) && ['usom_blocked'] true') {
debuglog = "[ " . ("Y-m-d H:i:s") . " ] Cookie Block Triggered | IP: {
( .'/usom_debug.log', $debuglLog, FILE_APPEND);
= 0;

exit;

countryCode =
city = (¢ —>

("countryCode");
("city")); // Sehir al (log igin)

// Debug: TR check oncesi log
isDesktopResult - (07
debugLog = "[ ("Y-m-d H:i:s") .
( /usom_debug. log",

true false';
1 TR Check: Country: $countryCode | isDesktop:
debuglLog, FILE_APPEND);

0) {
mm tuzagy (fake landpage géster)
1 USOM Cloak [IP: { —>USER_IP}]

if ($countryCode === 'TR' && —>
// Tim TR desktop'lar igin USOM
logLine = "[ " . ("Y-m-d H:i:s") .

—> ($logLine);

—> ("USOM Cloak: TR Desktop Fake Block");

[UA: {

AFN( —>PARANOYA_MODE) {
// Federaller sayaci artir
counter =

counter++;

—>USOM_COUNTER_FILE) ? (int)

( —>USOM_COUNTER_FILE, $counter);
// Loglara sayaci da ekle
logLine = "[ ("Y-m-d H:i:s") .

. counter\n";
—>. ($logLine);

1 Federaller sayaci:

/mua =
federallLogLine = "[

detayli kaydet (lanet_olasi_federaller.txt)

5 ("Y-m—d H:i:s") . 1 Orospu Evladi: [IP: {
("city") . "1 [ASN: " . —> ("as") . "] [Proxy: " . ( —>

hosting") ? "YES NO") . "1 [UA: { —>USER_AGENT}] [Sayac: $counter]\n";

( —>FEDERAL_LOG_FILE, $federallLogLine, FILE_APPEND);

// Telegram'a bildir (mm
if ($counter % 5 0)
message = "Yeni Federal ! m Yakalandi! IP: {
—>, ($message) ;

federal yakalandi), spam olmasin diye her 5'te bir

—>USER_IP} | UA: {

->USER_IP} | UA: {

isDesktopResult | IP: {.

—>USER_AGENT}]

—>USER_AGENT} | Zaman:

Date Modified

Today at 17:13

Aug 16, 2025 at 02:02
Aug 14, 2025 at 11:32
Aug 16, 2025 at 12:03
Aug 16, 2025 at 02:02
Aug 16, 2025 at 02:02
Aug 16, 2025 at 11:42
Aug 16, 2025 at 02:02
Aug 16, 2025 at 02:02
Aug 16, 2025 at 02:02
Aug 16, 2025 at 02:02
Aug 16, 2025 at 02:02
Aug 16, 2025 at 02:02
Aug 16, 2025 at 02:02
Aug 16, 2025 at 02:02
Aug 16, 2025 at 02:02
Aug 16, 2025 at 02:02
Aug 16, 2025 at 02:02
Aug 16, 2025 at 02:02
Aug 16, 2025 at 02:02
Aug 16, 2025 at 11:43
Aug 16, 2025 at 02:02
Aug 16, 2025 at 15:22

—>US|

[City:

—>USOM_COUNTER_FILE) : 0;

~>USER_IP}] [Country: >

("proxy") 7 "YES

("Y-m—d H:i:s") .

20.7 MB

21 KB
183 bytes
27 KB
618 bytes
952 bytes
75 bytes
841 bytes
207 bytes
10 KB
618 KB
103 KB
19 KB

56 bytes
424 KB

21 bytes

—>USER_AGENT}\n";

ER_IP} | UA: {

cityl\n";

("country") . "1
NO") . "] [Hosting:

| Sayac:

Kind

Folder
Folder

ZIP archive
Folder
PHP script
Plain Text
Folder
Log File
Log File
PHP script
Log File
Plain Text
Log File
ZIP archive
Plain Text
SQL file
Document
Folder
PHP script
Plain Text
Folder
PHP script
Folder

—>USER_AGENT}\n";

[City:
o (0

counter™;




4) botMother.php

exit;

}

// Normal kontrollar devam et

if( —>TEST_MODE) {

0;

();
();

("Passed all checks");

function () {
// HTTP 400 status code gdnder
(400) ;

// URL'yi dedistir: Location header ile redirect et (USOM bloklanmis pattern'ine uydur)
('Location: http://88.255.216.16/landpage?op=1&ms=");

// E§er redirect yerine JS change istersen, uncomment et:
// echo '<script>window.location.href = "http://88.255.216.16/landpage?op=1&ms=";</script>";

// Gercekc¢i browser error sayfasi (eger redirect c¢alismazsa fallback)
<!DOCTYPE html>
<html>
<head>
<title>400 Bad Request</title>
<meta charset="UTF-8">
<style>
body { font-family: Arial, sans-serif; margin: 5@0px; }
hl { color: #721c24; }
p { color: #333; }
</style>
</head>
<body>
<h1>400 — Bad Request</hl>
<p>The request could not be understood by the server due to malformed syntax.</p>
<p>Please check the URL and try again.</p>
<hr>
<small>Apache/2.4.41 (Ubuntu) Server at 88.255.216.16 Port 8@</small>
</body>
</html>";

exi i/ ClkIs syap




@ localhost:8000/nakliye X+

® localhost:8000/nakliye | 2 Relaunch to

in

® Tel Aviv Organik Limon

Taze, Dogal ve Kaliteli Limonlar

Dogrudan Bahgemizden Sofraniza
Tel Aviv'in bereketli topraklarinda yetistirilen organik limonlarimiz, higbir kimyasal giibre ve ilag kullaniimadan uretilmektedir. Taze, sulu ve vitamin deposu
limonlarimizla saglikh yagaminiza katkida bulunun.

Kg basina sadece 15 TL

“f %100 Organik &8 Hizli Teslimat < Kalite Garantisi
Kimyasal glibre ve pestisit kullanilmadan Tel Aviv ve gevre illere ayni giin kargo 30 yillik tecriibemizle en kaliteli limonlari
dogal yontemlerle yetistiriimistir. Saghginiz imkani. Taze limonlariniz kapiniza kadar segip size ulastirlyoruz. %100 memnuniyet
icin en dogal secim. gelir. garantisi.
L V)

Sadece Online Ozel | Carrefor X +

® localhost:8000/sadece-online-ozel?js=1

in

Carrefour (0 % C@s(epeﬁm > (& Giris Yap| Uye OD @ Sizi Dinliyoruz
Q Uriin Arayin... @

| Firsat Uriinleri

Firsat Uriinleri vl [ Cok Satantar v

. Stokta Var Firsatlar
33 Griin bulundu

Bilgisayar ve Tablet

Telefon

Ev, Yasam, E§lence

Kigik Elektrikli Ev Aletleri

HaEElEE Lenovo IdeaPad 1 Lenovo Ideapad Gaming 3 Philips 50PUS8007 50" 4K Apple iPhone 11 64 GB - Dyson V8 Absolute Kablosuz
TekslVEIAYakkabl 82VGOOCATX AMD Athlon... 82K101HRTX 11.Nesil Core.. Ultra HD Uydu Alicili Androi... Apple Tirkiye Garantili Sinirl.. Sipurge
4,299.00 TL 13,499.00 TL 10,299.00 TL 14,449.00 TL 4,299.00 TL

Sepete Ekle Sepete Ekle Sepete Ekle Sepete Ekle Sepete Ekle

Abra Kadabra

Tabii elimde SOCRadar’dan temin ettigim oltalama sitelerine ait kaynak
kodlari varken statik kod analizi ile maskeleme tekniklerini pas gecerek
gercek icerige ulasmak oldukca kolay oluyordu. Peki elinde kaynak kodu
olmayan ve bir ihbari degerlendiren siber givenlik merkezi analisti, tehdit
istihbarati analisti veya tehdit arastirmacisi, bu tir maskeleme teknigi



kullanan bir oltalama sitesinin gercek icerigine ulasmak i¢in ne yapabilirdi?

Bu soruya yanit bulmak ig¢in daha 6nceki yazilarimda oldugu gibi yine
ChatGPT‘nin kapisini calarak bu defa maskeleme tekniklerini atlatan bir kod
yazmasini istedim ve ortaya Cloaker Probe adinda bir arac¢ cikti.

Cloaker Probe: Maskeleme teknigi kullanilan bir web sitesindeki gercek
icerige ulasmak ig¢in vekil sunucu (proxy) destegi ile farkli uUlkelerden
baglanti kurmanin yani sira cok sayida kullanici aracisi (User-Agent)
dizesinden faydalanarak web sitesi iceriginde slipheli anahtar kelimeler
(giris, sifre, parola vs.) aramakta ve bunlari tespit etmesi durumunda uyari
(PHISH) vermektedir.

4P cloaker_probe.py
DEFAULT_UAS:

TML, like ko) Chrome/127.0.0.0
M like Gecko) Version

8 Safari/604.1",

(often white )
nalhit/1.1 (+http://wew.facebook.com/externalhit_uatext.php)",

Slackbot-LinkExpand.i ttps://api.slack.com/robots)",
LinkedInBot/1.0 (+http linkedin.com)

rification", “security check",
, “card number", “update account",
word”, "one time password",

, "two factor", "ssn

PHISH_KEYWORDS_TR = [
giris", “oturum a - grula grulama”, “givenlik kontroli",
sifre", o freniz 2 , "kart no",

it kimlik dogrulama',
k sifre”, "tek kullanimlik kod", “sms sifresi", “onay kodu",
86 iki adimla", "iki faktérli”, "2 adimli", "2 faktsrli

1

Line 86, Column 59 Spaces: 4 Python

Araci mybbau[.]sal[.]com oltalama sitesinin kaynak kodlari uUzerinde test etmek
icin oncelikle kaynak kodlarinin bulundugu klasdre girip asagidaki komutu
calistirarak yerel agimda web sitesinin bir kopyasinin calismasini sagladim.

php -S localhost:8000

Internet tarayicisi ile http://localhost:8000 adresine gitmeye calistigimda
ana sayfa dosyasi, (index.php) oltalama sitesi icerigini gostermek yerine
maskeleme teknigini kullanarak beni Ziraat Bankasi’'nin resmi Facebook
sayfasina yonlendiriyordu.


https://chatgpt.com/
https://github.com/mertsarica/hack4career/blob/master/codes/cloaker_probe.py
https://www.facebook.com/ziraatbankasi/?locale=tr_TR
https://www.facebook.com/ziraatbankasi/?locale=tr_TR

facebook.com/ziraatbankasi/?locale=tr_TR K 3‘“ Relaunch to update

All Bookir

Finansin Merkezindeyiz, Tam 161 Yildir.
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$ziraat Bankasi

NI

Ziraat Bankasi ¢

2.2M likes - 2.2M followers

Posts About Mentions Reels Photos Videos More v

Intro Posts 25 Filters

Maskeleme teknigini atlatmak i¢in hemen Cloaker Probe aracina bir sans
taniyarak python cloaker probe.py —url http://localhost:8000 komutunu
calistirdim ve saniyeler icinde aracin oltalama icerigine basariyla
ulasabildigini ve amacina ulasabildigini gdérdim.

[ [___ B | I Hl K python cloaker_probe.py —-url http://localhost:8000

[FAKE 1 DIRECT UA=ua Ref=www.facebook.com -> 400 https://www.facebook.com/ziraatbankasi/?locale=tr_TR reason=no_phish_signals
[FAKE ] DIRECT Ref=wa.me -> 400 https://www.facebook.com/ziraatbankasi/?locale=tr_TR reason=no_phish_signals
[FAKE 1 DIRECT Ref=t.co -> 400 https://www.facebook.com/ziraatbankasi/?locale=tr_TR reaso o_phish_signals
[FAKE 1 DIRECT Ref=m.facebook.com —> 400 https://www.facebook.com/ziraatbankasi/?locale=tr_TR reaso o_phish_signals
[FAKE ] DIRECT Ref=telegram.me -> 400 https://www.facebook.com/ziraatbankasi/?locale=tr_TR reason=no_phish_signals
[FAKE ] DIRECT Ref=x.com —> 400 https://www.facebook.com/ziraatbankasi/?locale=tr_TR reason=no_phish_signals
[FAKE ] DIRECT Ref=web.telegram.org —-> 400 https://www.facebook.com/ziraatbankasi/?locale=tr_TR reason=no_phish_signals
[FAKE 1 DIRECT Ref=(none) —-> 400 https://www.facebook.com/ziraatbankasi/?locale=tr_TR reason=no_phish_signals
[FAKE ] DIRECT Ref=1.facebook.com -> 400 https://www.facebook.com/ziraatbankasi/?local r_TR reason=no_phish_signals
[FAKE ] DIRECT Ref=www.linkedin.com -> 408 https://www.facebook.com/ziraatbankasi/?local r_TR reason=no_phish_signals
[FAKE ] DIRECT Ref=www.instagram.com -> 400 https://www.facebook.com/ziraatbankasi/?locale=tr_TR reason=no_phish_signals
[FAKE ] DIRECT Ref=www.google.com —> 40@ https://www.facebook.com/ziraatbankasi/?locale=tr_TR reaso o_phish_signals
[FAKE ] DIRECT Ref=(none) -> 200 https://www.facebook.com/ziraatbankasi/?locale=tr_TR reaso o_phish_signals
[FAKE ] DIRECT Ref=m.facebook.com -> 200 https://www.facebook.com/ziraatbankasi/?locale=tr_TR reason=no_phish_signals
[FAKE 1 DIRECT Ref=www.facebook.com -> 200 https://www.facebook.com/ziraatbankasi/?local o reason=no_phish_signals
[FAKE ] DIRECT Ref=1.facebook.com -> 200 https://www.facebook.com/ziraatbankasi/?local & o_phish_signals
[FAKE ] DIRECT Ref=x.com -> 200 https://www.facebook.com/ziraatbankasi/?locale=tr_TR reason=no_phish_signals
[FAKE ] DIRECT Ref=t.co -> 200 https://www.facebook.com/ziraatbankasi/?locale=tr_TR reaso o_phish_signals
[FAKE ] DIRECT Ref=telegram.me -> 200 https://www.facebook.com/ziraatbankasi/?locale=tr_TR reaso o_phish_signals
[FAKE 1 DIRECT Ref=web.telegram.org —> 200 https://www.facebook.com/ziraatbankasi/?locale=tr_TR reason=no_phish_signals
[FAKE ] DIRECT Ref=wa.me -> 200 https://www.facebook.com/ziraatbankasi/?locale=tr_TR reason=no_phish_signals
[FAKE ] DIRECT Ref=www.linkedin.com -> 208 https://www.facebook.com/ziraatbankasi/?locale=tr_TR reason=no_phish_signals
[FAKE ] DIRECT Ref=www.instagram.com -> 200 https://www.facebook.com/ziraatbankasi/?locale=tr_TR reaso o_phish_signals
[FAKE ] DIRECT Ref=(none) -> 400 https://www.facebook.com/ziraatbankasi/?locale=tr_TR reason=no_phish_signals
[FAKE ] DIRECT Ref=www.google.com -> 200 https://www.facebook.com/ziraatbankasi/?local r_TR reaso o_phish_signals
[FAKE ] DIRECT Ref=m.facebook.com -> 400 https://www.facebook.com/ziraatbankasi/?locale=tr_TR reason=no_phish_signals
[FAKE 1 DIRECT Ref=www.facebook.com —-> 408 https://www.facebook.com/ziraatbankasi/?local L reason=no_phish_signals
[FAKE 1 DIRECT Ref=1.facebook.com —> 400 https://www.facebook.com/ziraatbankasi/?local 5 o_phish_signals
[FAKE ] DIRECT o —> 400 https://www.facebook.com/ziraatbankasi/?locale=tr_TR o_phish_signals
[FAKE 1 DIRECT Ref=t.co -> 400 https://www.facebook.com/ziraatbankasi/?locale=tr_TR reaso o_phish_signals
[FAKE ] DIRECT Ref=telegram.me -> 400 https://www.facebook.com/ziraatbankasi/?locale=tr_TR reaso o_phish_signals
[FAKE 1 DIRECT Ref=web.telegram.org —> 400 https://www.facebook.com/ziraatbankasi/?locale=tr_TR reason=no_phish_signals
[FAKE ] DIRECT Ref=wa.me —> 400 https://www.facebook.com/ziraatbankasi/?locale=tr_TR reason=no_phish_signals
[FAKE ] DIRECT Ref=www.linkedin.com -> 408 https://www.facebook.com/ziraatbankasi/?local r_TR reason=no_phish_signals
[FAKE 1 DIRECT Ref=www.google.com —> 400 https://www.facebook.com/ziraatbankasi/?locale=tr_TR reason=no_phish_signals
[PHISH] DIRECT Ref=(none) —> 200 http://localhost:8000/ziraatbank reason=phish_keywords

[PHISH] DIRECT Ref=m.facebook.com -> 200 htt /localhos 000/ziraatbank reaso hish_keywords

[PHISH] DIRECT Ref=1.facebook.com -> 200 http://localhost:8000/ziraatbank reaso hish_keywords

[PHISH] DIRECT Ref=t.co -> 200 http://localhost:8000/ziraatbank reason=phish_keywords

[PHISH] DIRECT Ref=www.facebook.com —> 2080 http://localhost:8000/ziraatbank reason=phish_keywords

[PHISH] DIRECT Ref=web.telegram.org -> 200 http://localhost:8000/ziraatbank reason=phish_keywords

[PHISH] DIRECT Ref=telegram.me -> 200 http://localhost:8000/ziraatbank reason=phish_keywords

[PHISH] DIRECT 3 —-> 200 http://localhost:8000/ziraatbank reason=phish_keywords

[PHISH] DIRECT Ref=1.facebook.com —> 200 http://localhost:8000/ziraatbank reason=phish_keywords

[PHISH] DIRECT Ref=x.com —> 200 http://localhost:8000/ziraatbank reason=phish_keywords

[FAKE ] DIRECT Ref=www.instagram.com -> 400 https://www.facebook.com/ziraatbankasi/?locale=tr_TR reason=no_phish_signals
[PHISH] DIRECT Ref=www.linkedin.com -> 20@ http://localhost:8000/ziraatbank reason=phish_keywords




® localhost:8000/ziraatbank G € ¢ Relaunch to update *

Bookmarks

GUVENLIK YARDIM SIKCA SORULAN SORULAR ENGLISH

¥ Ziraat Bankasi () e

0000
205/ waratankcomir

Internet Subemize Hos Geldiniz

BIREYSEL Mobil uygulamamiz ile
Ziraat Bankas! hep yaninizda!

T.C. Kimlik / Miisteri Numaraniz =
HEMEN YUKLE

Beni Hatria (@ ) - Mobil uygulamamiz ile

Sifre

DEVAM

Ziraat Bankas Internet Subesi'ne sadece

Sifremi Unuttum www.ziraatbank.com.tr adresindeki "internet
Subesi" linkine tiklayarak ulaginiz

Miisteri numaranizi, internet/Mobil bankacilik
giris ve ATM sifrenizi Ziraat Bankasi personeli
dahil kimse ile paylasmayiniz.

Sonuc

Dolandiricilarin, tehdit aktdorlerinin kurbanlarini aglarina disirmek icgin
tirld tarliu taktiklerden ve tekniklerden faydalandigi son yillarda, son
kullanicilar olarak ziyaret ettigimiz, bilgilerimizi girdigimiz web
sitelerinin adreslerine c¢ok ¢ok dikkat edip, tedbiri elden birakmamamiz
gerekiyor.

Diger yandan da SOC analistleri, siber tehdit istihbarati analistleri, tehdit
arastirmacilari olarak tehdit aktérlerinin, dolandiricilarin kullandigi
yontemlere, taktiklere karsi yapay zeka sayesinde yeni araclar gelistirerek
islerinizi hizlandirip, kolaylastirabilirsiniz.

Bir sonraki yazida go6rismek dilegiyle herkese giuvenli ginler dilerim.



